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[bookmark: foreword][bookmark: _Toc207622821]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc207622822]
1	Scope	Comment by Lenovo_r1 (Moderator): Updates from S3-253003

The present document … has the following objectives:
· Identify and study the authentication and authorization aspects for AIMLE services specified in TS 23.482 [3]. 
· Study the solutions to address the identified scenarios to support AIMLE service security.
NOTE 1: For the above objectives existing SEAL security aspects [2] need to be taken into account as SEAL architecture is used as baseline for the AIMLE architecture. As the AIMLE phase 2 study progress in SA6 [4], related progress can be taken into account when stable conclusion in SA6 is available if any security aspects need to be considered additionally for this security study.
[bookmark: references][bookmark: _Toc207622823]2	References	Comment by Lenovo_r1 (Moderator): Updates from S3-253003
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.434, "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals".
[3]	3GPP TS 23.482, "Functional architecture and information flows for AIML Enablement Service".
[4]	3GPP TR 23.700-83, "Study on application layer support for AI/ML services Phase 2".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[bookmark: definitions][bookmark: _Toc207622824]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc207622825]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc207622826]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc207622827]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>		


[bookmark: clause4][bookmark: _Toc207622828]4	Key Issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc207622829]4.1	Key Issue #1: Authorization for AIMLE Service Security for FL members	Comment by Lenovo_r1 (Moderator): Updates from S3-253005
[bookmark: _Toc145433017][bookmark: _Toc207622830]4.1.1	Key issue details 

[bookmark: _Toc145433018]3GPP TS 23.482[3] introduces support for AIMLE services, enabling AI/ML operations through interactions between the AIMLE client and AIMLE server(s) over the AIML-UU reference point. These services involve distributed AI/ML operations across multiple participants, necessitating robust security mechanisms to ensure that only authorized members participate in the AIMLE workflows. Given the critical role of authorization in securing these workflows, it is important to assess whether the current security specifications are adequate.
Currently, the authorization aspects outlined in TS 33.434 [2] can be limited to address the security requirements of AIMLE services. Therefore, this key issue aims to study whether enhancements to the authorization mechanisms specified in 3GPP TS 33.434 [2] are necessary to support AIMLE service security. The objective is to ensure trusted FL members participation, prevent unauthorized access of AIMLE operations.
[bookmark: _Toc207622831]4.1.2	Security threats
[bookmark: _Toc145433019]Unauthorized FL members participating in AIMLE services may gain access to data exchanged between AIMLE clients and servers.
Lack of robust authorization allows unreliable or unauthorized FL members to degrade the quality, efficiency, or availability of AIMLE operations.
[bookmark: _Toc207622832]4.1.3	Potential security requirements
The 3GPP system shall support authorization mechanisms for (FL members) utilising AIMLE services for various FL procedures.
[bookmark: _Toc207622833]4.2	Key Issue #2: Secure AIMLE ML Model Access	Comment by Lenovo_r1 (Moderator): Updates from S3-253006
[bookmark: _Toc207622834]4.2.1	Key Issue details
TS 23.482 [3] describes AIMLE services which supports ML Model retrieval, ML model training, ML model management (model information storage and discovery) ML model update, and ML model selection aspects. AIMLE Services uses SEAL as the fundamental architecture and the authorization aspects of SEAL Security in TS 33.434 [2] which allows requested service specific authorization which can be limited and necessary controls can be in place for the different ML access and management work flow authorization for the overall AIMLE based ML access security. 
[bookmark: _Toc207622835]4.2.2	Security threats
Unauthorized AIMLE client(s)/ VAL server using AIMLE services may gain access to ML model data leading to leakage of model. 
Lack of robust authorization allows unauthorized AIMLE client(s) or VAL servers to degrade the quality, efficiency, or availability of AIMLE operations.
[bookmark: _Toc207622836]4.2.3	Potential security requirements
The 3GPP system shall support authorization to secure AIMLE service-based ML Model operations such as retrieval, training, update, selection, and management (i.e., ML model information storage and discovery).

[bookmark: _Toc528155239][bookmark: _Toc102752612][bookmark: _Toc205553950][bookmark: _Toc207622837]4.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc528155240][bookmark: _Toc102752613][bookmark: _Toc205553951][bookmark: _Toc207622838]4.X.1	Key Issue details
[bookmark: _Toc528155241][bookmark: _Toc102752614][bookmark: _Toc205553952][bookmark: _Toc207622839]4.X.2	Security threats
[bookmark: _Toc528155242][bookmark: _Toc102752615][bookmark: _Toc205553953][bookmark: _Toc207622840]4.X.3	Potential security requirements
[bookmark: _Toc528155243][bookmark: _Toc102752616][bookmark: _Toc205553954][bookmark: _Toc207622841]5	Solutions
[bookmark: _Toc528155244]Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc102752618][bookmark: _Toc205553956][bookmark: _Toc207622842]5.Y	Solution #Y: <Solution Name>
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc205553957][bookmark: _Toc207622843]5.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc528155246][bookmark: _Toc102752620][bookmark: _Toc205553958][bookmark: _Toc207622844]5.Y.2	Solution details
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc205553959][bookmark: _Toc207622845]5.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc528155248][bookmark: _Toc102752622][bookmark: _Toc205553960][bookmark: _Toc207622846]6	Conclusions
[bookmark: _Toc92180361][bookmark: _Toc92805088][bookmark: _Toc102752623][bookmark: _Toc205553961][bookmark: _Toc207622847]6.Z	Key Issue #Z: <Key Issue Name>
Editor’s Note: This clause contains the agreed conclusions for Key Issue #Z.


[bookmark: _Toc207622848]Annex <A>: <Informative annex title for a Technical Report>

[bookmark: _Toc207622849]
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