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Comments

The following note as a disclaimer is added to the TR to capture current state of the TR:

NOTE3: The present document includes exploratory material consisting of potential security requirements, solutions, solution evaluations and conclusions. Some of the content in the present document is not considered complete and it has not been assessed in terms of security. Further study efforts to address this content will not occur. The present document is not intended to guide future work.

* * * First Change * * * *

1
Scope

The present document identifies potential threats and security requirements to enable AIoT services for various use cases. Consideration for the energy and complexity constraints of AIoT devices is taken into account in identifying and developing potential security mechanisms to support AIoT services. Specifically, the present document focuses on the following: 

1. Identify security and privacy and threats introduced by AIoT services for use cases captured in TS 22.369 [2], for topologies captured in RP-234058[3], and for architecture captured in TR 23-700-13[4]. 

2. Identify security requirements to address the identified threats.

3. Develop potential solutions that fulfil the security requirements, taking into account AIoT device constraints agreed upon in other 3GPP working groups. 

NOTE 1: Enable/disable device operation is within the scope of the present document.

NOTE 2: In Release 19, the conclusion of present document focuses on security and privacy of AIoT device 1 and D1T1 with direct and indirect interface options.
NOTE 3: The present document includes exploratory material consisting of potential security requirements, solutions, solution evaluations and conclusions. Some of the content in the present document is not considered complete and it has not been assessed in terms of security. Further study efforts to address this content will not occur. The present document is not intended to guide future work.
* * * End of Changes * * * *

