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Comments

Based on the conclusion in TR 33.713 the following text is proposed.

Proposed Changes

* * * First Change * * * *
5.4
Protection of AIoT device identifier privacy

5.4.1
Procedure for AIoT Device identifier protection during Group Inventory
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Figure 5.4.1-1:  Privacy protection of AIoT device ID during Group Inventory
1.
Step 1-6 of clause 6.2.2 (Procedure for Inventory) or clause 6.2.3 (Procedure for command) of TS 23.369 [2] is performed. The AIoT_Inventory request or the AIoT_Command_request contains the filtering information.

Editor’s Note: issues related filtering information is FFS.

2.
The AIOTF requests the ADM to derive RANDAIOT_n. The ADM provides the AIOTF the RANDAIOT_n as specified in clause 5.2.2..




Editor’s Note: How to address paging all case (i.e. paging message does not contain filtering information) is FFS.


Editor’s Note: whether and how to address Replay attack (e.g., replay RANDAIOT_n to track the same T-ID) or DoS attack (e.g., energy depletion in AIoT device) is FFS.

3.
The AIoTF shall include the filtering information and RANDAIOT_n in an Inventory Request and send the Inventory Request to the NG-RAN. 

4.
The NG-RAN shall send a Paging message containing the filtering information and RANDAIOT_n. 

5.
Upon receiving the Inventory request, the AIoT device shall check if the filtering information matches with the configured filtering information. If they match, the AIoT device shall compute a T-ID as specified in clause X.Z. If the filtering information does not match, the AIoT device shall stop further processing of the Inventory Request, i.e., the rest of the steps are not performed.





6.
The AIoT device shall include the T-ID in an D2R message and send it to the NG-RAN. 

7.
The NG-RAN shall send an Inventory Report containing the T-ID(s) to the AIOTF.

8.
Upon receiving the Inventory response, the AIOTF shall forward the T-ID(s), filtering information and RANDAIOT_n to the ADM.
 The ADM compute the list of T-IDs for the AIoT device IDs as specified in clause X.Z and find a matching T-ID(s). If there is a match, the ADM shall provide the AIoT Device ID to the AIOTF. 

9.
The AIOTF shall construct an AIoT_Inventory Notify including the AIoT device ID that corresponds to the received T-ID. The AIOTF continues with the procedures as specified in clause 6.2.2 or clause 6.2.3 of TS 23.369 [2].


* * * Second Change * * * *
X.Z
Temporary Identity derivation function

When deriving a new temporary identity Temp ID_n+1 from KAIOT, the following parameters shall be used to form the input S to the  KDF:
-
FC = 0xCC,

-
P0 = RANDAIOT_n,
-
L0 = length of RANDAIOT_n (i.e. 0x00  0x10),
-
P1 = AIoT device ID.

-
L1 = length of AIoT device ID (i.e. 0x00  0x10),
The input key KEY shall be KAIOT.






* * * End of Changes * * * *
�The Way forward from the CC is that the ADM derive the RAND for authentication purpose. This would be the same RAND.


The use of KAIOT or a bootstrapped Key needs to be resolved in Goteborg plenary. 


This paper assumes KIOT is used for Inventory (authentication and T-ID).


Resulting in that the ADM performs the T-ID erivation and checking. The procedure is updated accordingly.


�It is too easy for an attacker to perform a DoS attack if no filtering information is allowed in the group inventory. 


This shall not be allowed! Need to send an LS to RAN to remove this option from their specification.


�Remove as assumption is that KIoT is used and then the ADM does the computeing.


�Delete this EN as the format is not within the respnsibilty of SA3 other then to make sure it is secure. (see EN above).


�Delete.


The device derived random number is not related to the ID privacy for group Inventory.


�To make the ADM stateless the AIoTF shall include the filtering info and RAND in this request.


This also means that the ADM will not derive the list of T-ID(s) earlier.


�Why is this EN here? 


After a group inventory it is not needed to assign a new Temp ID.


Delete the EN


�Make it into an annex format following the update in the authentication pCR.


�Use the same for both individual Temp_ID derivation and group ID derivation. But using use permanent ID as parameter instead of Temp ID_n.
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