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1
Decision/action requested

This contribution proposes to address replay attack in authentication procedure.
2
References

3
Rationale

There’s an EN needs to be resolved:

Editor’s Note: Whether replay attack is possible is FFS. 
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Following are steps for one of the replay attacks:
1.
Attacker repeatedly sends paging message with RAND1n, paging message with RAND2n, …, paging message with RANDxn towards an AIoT device.
2.
The AIoT device repeatedly responds with < RAND1d, RES1>, <RAND2d, RES2>, …, <RAND2n, RES2>.
3.
The attacker collects and stores the <RAND1n, RAND1d, RES1>, <RAND2n, RAND2d, RES2>, …, <RANDxn, RANDxd, RESx>.

4.
The attacker receives the paging message sent from network to the AIoT device, if one of the stored RAND is included in the paging message, the malicious equipment can forge the response with the corresponding RES to fraud the network!
In order to mitigate the replay attack above, it is proposed to include a MAC in the paging message for individual inventory case. Since the attacker cannot generate MAC, the attacker cannot go through all the RAND to retrieve RES from the device, and the above replay attack can be addressed.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TS [3].
***** START OF 1st CHANGE *****
5.2.2
Authentication procedure 

The authentication procedure is aligned with inventory procedure and command procedure in 6.2.2 and 6.2.3 of TS 23.369[2].
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Figure 5.2.1-1: Authentication procedure 

 0. Steps 1-6 of clause 6.2.2 Procedure for Inventory or clause 6.2.3 Procedure for command in TS 23.369 [2] is performed. 

1. AIOTF shall send Information about the target AIoT Device to ADM, and the ADM retrieves KAIOT according to AIoT Device Permanent Identifier identified by the target AIoT Device. The ADM shall generate RANDAIOT_n. If information about the target AIoT Device is AIoT Device Permanent Identifier, i.e. for individual inventory, the ADM shall additionally generate MAC using RANDAIOT_n and KAIOT. The ADM shall send RANDAIOT_n and optional MAC to the AIOTF.

2. AIOTF shall send inventory request message including RANDAIOT_n to NG-RAN. In case of individual inventory, the MAC is also included.
Editor’s Note: The inclusion of RANDAIOT_n in Paging Request and the size of RANDAIOT_n needs RAN confirmation.
3. NG-RAN shall send the paging request message including RANDAIOT_n and optional MAC to the AIoT device.

4. Upon receiving the paging request message, if the MAC is included, the AIoT device shall verify the MAC based on the RANDAIOT_n and KAIOT, if verification fails, the procedure stops. The AIoT device shall generate RANDAIOT_d and derive RESAIOT using KAIoT, RANDAIOT_d and RANDAIOT_n for network authenticating AIoT Device. 

Editor’s Note: How RESAIOT is derived and whether it is derived from KAIoT or intermediate key is FFS. 

Editor’s Note: Where the authentication credentials are processed in AIOT device is FFS.

5. AIoT device sends D2R message to the NG-RAN, including RESAIOT and RANDAIOT_d from device.

Editor’s Note: The security requirements of generating RANDAIOT_d are FFS.


6.  NG-RAN sends Inventory report message to AIOTF, including the RESAIOT and RANDAIOT_d.

7. AIOTF sends device identifier and RANDAIOT_d to ADM.

Editor’s note: The impact of interaction between AIOTF and ADM is FFS. If the authentication is expected to be run more often than normal UE, (e.g., during each inventory procedure), the analysis of load of ADM is FFS.
8. ADM derives XRESAIOT using the same method as in AIoT device.

Editor’s Note: Where the authentication credential is processed in AIOT device is FFS.

9. ADM sends XRESAIOT to AIOTF.

10. AIOTF verifies RESAIOT. If the verification is successful, the steps 12-14 in clause 6.2.2 for inventory procedure or the step 8-11of clause 6.2.3 for command procedure in TS 23.369 [2] continues. 

Editor’s note: How and where to derive keys is FFS. 

Editor’s note: How to perform the mutual authentication for command procedure will be specified.

***** END OF 1st CHANGE *****
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