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Figure: Unified AIoT Device authentication procedure

Step 1: AF sends device operation request to AIOTF. The request includes AIoT Identification Information, i.e. Device ID or Filtering Information.
Step 2a: If there is no privacy protection, AF generates RANDAIOT_n.

Step 2b.1: If there is privacy protection, AF sends Temporary ID request to ADM. The request includes Device ID.
Step 2b.2: ADM generates RANDAIOT_n, and then calculates Temp ID1 using KAIoT, Device ID and RANDAIOT_n.
Step 2b.3: ADM returns Temp ID1 and RANDAIOT_n.

Step 3: AIOTF sends Inventory request to devices. The request includes AIoT Identification Information and RANDAIOT_n. The AIoT Identification Information is Device ID or Filtering Information or Temp ID1.

Step 4.1: Device checks whether AIoT Identification Information in the request matche its local information.
Step 4.2: Device generates RANDAIOT_d, and then calculates Temp ID2 using KAIoT, Device ID, RANDAIOT_n and RANDAIOT_d.

Step 4.3: Device generates Ksession using KAIoT, RANDAIOT_n and RANDAIOT_d, and then stores it together with Temp ID2 until new inventory operation is performed.

Step 5: Device sends inventory response to the AIOTF. The response includes Temp ID2 and RANDAIOT_d.
Step 6: AIOTF sends authentication request to the ADM. The request includes AIoT Identification Information, Temp ID2, RANDAIOT_n, RANDAIOT_d and Session key indicator. The AIoT Identification Information is Device ID or Filtering Information. The Session key indicator indicates whether the session key needs to be returned.
Step 7: ADM derives XTemp ID2 using the same method as in AIoT device, and then compares it with the Temp ID2. If the verification is successful and the session key indicator indicating the session key Ksession needs to be returned, ADM derive Ksession using the same method as in AIoT device. ADM sends the verification result and the Ksession if any to the AIOTF.
Step 8: AIOTF generates RANDAIOT_n_new, protects the command using Ksession and RANDAIOT_n_new, and sends command request to the Device. The request includes Temp ID2, ciphered data, RANDAIOT_n_new and MAC.
Step 9: Device generates RANDAIOT_d_new, protects the command response using Ksession, RANDAIOT_n_new and RANDAIOT_d_new, and sends command response to the AIOTF. The response includes ciphered data, RANDAIOT_d_new and MAC.
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