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[bookmark: foreword][bookmark: _Toc10746][bookmark: _Toc9586][bookmark: _Toc199188852]Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc20021][bookmark: _Toc16520][bookmark: _Toc199188853]
1	Scope
[bookmark: _Hlk194918604]The present document specifies the security and privacy aspects of AIoT services in the 5G System (5GS), complying to the requirements in TS 22.369 [4], applicable to the AIoT Device types, traffic types, use cases and connectivity topologies defined in TS 38.300 [3], and based on the architecture defined in TS 23.369 [2]. 
Security features for AIoT services include:
1. Network Layer Authentication between AIoT device and 5G core
a. AIoTF is the endpoint in the 5G core
b. Credentials are securely stored in the ADM on the network side
NOTE 1: The credentials are assumed to be stored in a secure environment in the ADM. How this is realized is left to implementation. The requirements will reflect this.
c. Secure storage and processing of credentials in the AIoT device.
NOTE 2: For SNPN deployment the storage of the credentials of non-AKA based methods is out of scope as described in TS 33.501[5] Annex I 2.2.
d. Security aspects of the storage of the credentials at the ADM
2. Confidentiality, anti-replay and integrity protection of information during AIoT service communication
3. Privacy of AIoT device identifiers using the AIoT Temp ID. 
4. Security to protect the permanent disabling RF transmission capabilities of AIoT device(s).
Editor’s Note: Further refinement is FFS.
[bookmark: references][bookmark: _Toc27820][bookmark: _Toc32406][bookmark: _Toc199188854]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]		3GPP TS 23.369: “Architecture support for Ambient power-enabled Internet of Things”.
[3]	3GPP TS 38.300: “NR; NR and NG-RAN Overall description; Stage-2”.
[4]	3GPP TS 22.369 “Service requirements for Ambient power-enabled IoT”.
[5]	3GPP TS 33.501 “Security architecture and procedures for 5G System”.
[6]	3GPP TS 38.391: "Ambient IoT Medium Access Control Protocol specification".

[bookmark: definitions][bookmark: _Toc106][bookmark: _Toc22667][bookmark: _Toc199188855]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc17660][bookmark: _Toc18742][bookmark: _Toc199188856]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
AIoT Device: as specified in TS 23.369 [2].

[bookmark: _Toc11439][bookmark: _Toc11882][bookmark: _Toc2086439][bookmark: _Toc199188857]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc182][bookmark: _Toc30448][bookmark: _Toc199188858]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
ADM	AIoT Data Management
AIoT	Ambient Internet of Things
AIOTF	Ambient IoT Function

[bookmark: clause4][bookmark: _Toc319507408]

[bookmark: _Toc199188859][bookmark: _Toc319507434][bookmark: _Toc2408][bookmark: _Toc21310]4	Overview of AIOT Security aspects
[bookmark: _Toc199188860]4.1	General
Editor’s Note: This clause contains the generic security principles, assumptions. 
[bookmark: _Toc199188861][bookmark: _Toc319507435][bookmark: _Toc20465][bookmark: _Toc14852][bookmark: _Toc319507442]4.2	Security Requirements
[bookmark: _Toc199188862]4.2.1	Requirements on the device Type 1 in Topology 1
Editor’s Note: This clause contains the security requirement on the device, including secure storage and processing of credentials.
[bookmark: _Toc199188863][bookmark: _Hlk193445131][bookmark: _Hlk193446496]4.2.1.1	Secure storage and processing of credentials
The requirements in this clause apply only to AIoT Devices where communications are triggered by the network. The long-term credentials used for authentication shall be securely stored and processed on the AIoT device. 
The long term credentials shall be protected against cloning when stored or processed.
The long term credentials shall be confidentiality and integrity protected when stored and processed.
The long term credentials shall be protected against physical and logical attacks when stored and processed.
Editor’s note: These requirements may need to be revisited at the time of addressing the solutions.
Editor’s note: Further requirements are FFS
Editor’s note: Solution is FFS 
[bookmark: _Toc199188864]4.2.1.2 	Requirements related to authentication between device and network
The AIoT device shall support the following cryptographic primitives:
-	a secure method for random bit generation.
Editor’s Note: Security requirements on the method for random bit generation is FFS.
Editor’s Note: Further cryptographic primitives are FFS.
[bookmark: _Toc199188865]4.2.1.3	Requirements for command protection
The AIoT device shall support confidentiality protection of AIoT NAS messages between the AIoT device and the AIOTF.
Confidentiality protection of AIoT NAS messages between the AIoT device and the AIOTF is optional to use.
The AIoT device shall support the following ciphering algorithms:
	NEA0 and 128-NEA2 as specified in Annex D of TS 33.501 [5].
The AIoT device shall support integrity protection of AIoT NAS messages between the AIoT device and the AIOTF.
Integrity protection of AIoT NAS messages between the AIoT device and the AIOTF is mandatory to use.
The AIoT device shall support the following integrity algorithms:
	128-NIA2 as specified in Annex D of TS 33.501 [5].
Editor’s Note: For this clause, the replay protection, privacy and authentication related requirements are FFS.
[bookmark: _Toc199188866]4.2.1.4	Requirements for identifier privacy
-	The device shall support a mechanism for the use of temporary IDs.
-	The device shall support resynchronization of desynchronized temporary IDs.
Editor’s Note: Further requirements are FFS.
[bookmark: _Toc11342][bookmark: _Toc319507439][bookmark: _Toc8421][bookmark: _Toc199188867]4.2.2	Requirements on the AIOTF
Editor’s Note: This clause contains the security requirement on the AIOTF.
[bookmark: _Toc199188868]4.2.2.1	Requirement on Authentication
Editor’s Note:	Requirements on authentication are ffs.
[bookmark: _Toc199188869]4.2.2.2	Requirements on Communication Protection
The AIOTF shall support confidentiality protection of AIoT NAS Command request and response between the AIoT device and the AIOTF.
The AIOTF shall support the following ciphering algorithms:
NEA0, 128-NEA2 as defined in Annex D of the TS 33.501 [5].
Confidentiality protection of AIoT NAS Command request and response between the AIoT device and the AIOTF is optional to use.
The AIOTF shall support integrity protection of AIoT NAS Command request and response between the AIoT device and the AIOTF.
The AIOTF shall support the following integrity algorithms:
128-NIA2 as defined in Annex D of the TS 33.501 [5].
Integrity protection of AIoT NAS Command request and response between the AIoT device and the AIoTF is mandatory to use.
The AIOTF shall support selection of confidentiality and integrity algorithms for protecting AIoT NAS Command request and response between the AIoT device and the AIOTF based on operator’s local policy.
[bookmark: _Toc199188870]4.2.2.3	Requirements on Privacy
Editor’s Note:	Requirements on privacy are ffs.
[bookmark: _Toc319507440][bookmark: _Toc11068][bookmark: _Toc22613][bookmark: _Toc199188871]4.2.3	Requirements on the ADM
For network layer authentication between AIoT device and 5G core, credentials shall be securely stored in the ADM. In case of SNPN, AIoT device credential can be stored in the credential holder instead of ADM.
Editor’s Note:	Security mechanisms for storage of AIoT device credentials in the UDR and for the transfer of AIoT device credentials between UDR and ADM are FFS.
Editor’s Note:	Storage of credentials at a credential holder in case of SNPN has not been evaluated and further updates on the above security requirement based on the evaluation is FFS.
Editor’s Note:	Further requirements are FFS.
[bookmark: _Toc199188872]4.2.4	Security Requirements on the NG-RAN
AIOT2 is the reference point between the AIOTF and the NG-RAN.
Editor’s Note: Security requirements on the NG-RAN is FFS.
[bookmark: _Toc199188873]5	Security procedures for Ambient IoT service
[bookmark: _Toc199188874]5.1	General
This clause describes the security procedures for Ambient IoT service. The requirements can be found in clause 4.
Editor’s Note: This clause contains the general security aspects.
[bookmark: _Toc199188875]5.2	Authentication procedure 
Editor’s Note: This clause contains the security procedures on the authentication.
[bookmark: _Toc199188876]5.2.1	General
This clause describes the authentication procedure for Ambient IoT devices for both Inventory procedure and Command procedure when authentication is triggered by the network.
Editor’s Note: The alignment with the ID privacy procedure is FFS.
NOTE: KAIOT is the long-term key.
[bookmark: _Toc199188877]5.2.2	Authentication procedure 
The authentication procedure is aligned with inventory procedure and command procedure in 6.2.2 and 6.2.3 of TS 23.369[2].


Figure 5.2.1-1: Authentication procedure 
 0. Step 1-6 of clause 6.2.2 Procedure for Inventory or clause 6.2.3 Procedure for command in TS 23.369 [2] is performed. 
1. ADM shall generate RANDAIOT_n. 
Editor’s Note: Whether ADM or AIOTF generates RANDAIOT_n is FFS.
[bookmark: _Hlk197533411]2. AIOTF shall send inventory request message including RANDAIOT_n to NG-RAN.
Editor’s Note: The inclusion of RANDAIOT_n in Paging Request and the size of RANDAIOT_n needs RAN confirmation.
3. NG-RAN shall send the paging request message including RANDAIOT_n to the AIoT device.
Editor’s Note: Whether replay attack is possible is FFS. 
4. Upon receiving the paging request message, AIoT device shall derive RESAIOT using KAIoT and RANDAIOT_n for network authenticating AIoT Device. 
Editor’s Note: How RESAIOT is derived and whether it is derived from KAIoT or intermediate key is FFS. 
Editor’s Note: Where the authentication credentials are processed in AIOT device is FFS.
5. AIoT device sends D2R message to the NG-RAN, including RESAIOT and RANDAIOT_d from device.
Editor’s Note: The security requirements of generating RANDAIOT_d are FFS.
Editor’s Note: Whether RANDAIOT_d is required for inventory procedure is FFS.
6.  NG-RAN sends Inventory report message to AIOTF, including the RESAIOT and RANDAIOT_d.
7. AIOTF sends device identifier and RANDAIOT_d to ADM.
Editor’s note: The impact of interaction between AIOTF and ADM is FFS. If the authentication is expected to be run more often than normal UE, (e.g., during each inventory procedure), the analysis of load of ADM is FFS.
8. ADM derives XRESAIOT using the same method as in AIoT device.
Editor’s Note: Where the authentication credential is processed in AIOT device is FFS.
9. ADM sends XRESAIOT to AIOTF.
[bookmark: _Hlk193469367]10. AIOTF verifies RESAIOT. If the verification is successful, the steps 12-14 in clause 6.2.2 for inventory procedure or the step 8-11of clause 6.2.3 for command procedure in TS 23.369 [2] continues. 
Editor’s note: How and where to derive keys is FFS. 
Editor’s note: How to perform the mutual authentication for command procedure will be specified.
[bookmark: _Toc199188878][bookmark: _Toc192253694]5.3	Protection of information during AIoT service communication 
Editor’s Note: This clause contains the security procedures on the information protection in command message, including protection for disabling device operation.
[bookmark: _Toc199188879]5.3.1	General
This clause describes the security procedures for the information protection in command message. The protection of information is provided as part of the AIoT NAS protocol between AIoT device and AIOTF. The AIOTF acts as the security termination point for AIoT information protection. 
[bookmark: _Toc199188880]5.3.2	Security procedure on information protection during command procedure


Figure 5.3.2-1:  Security procedure on the information protection during command procedure
1.	The command procedure is initiated as specified in step 1-6 of clause 6.2.3 of TS 23.369 [2].
     2.	The procedure as described in clause 5.2.2 shall be performed. The device and AIOTF acquire the KAIOTF key to be used for command protection.
[bookmark: _Hlk198584727]Editor’s Note: The derivation and retrieval of the KAIOTF key are FFS. 
Editor’s Note: How to prevent key stream reuse is FFS. 
3.	The AIoTF shall construct a NAS Command Request and protect the message based on the KAIoTF, the confidentiality and integrity algorithms for the AIoT device. The AIoTF shall send the Command Request containing the protected NAS Command Request to NG-RAN. 
Editor’s Note: the selection of confidentiality and integrity algorithms by the network is FFS
4.	The NG-RAN shall send a R2D message containing the protected NAS Command Request as specified in as specified in TS 38.300 [3] and TS 38.391 [6] .
5.	The device shall verify the integrity of the command message. If the verification of integrity is successful, the AIoT device shall decipher it in case it is confidentiality protected. The AIoT device shall construct a NAS Command Response and protect the message based on the KAIoTF key using the same algorithms. 
6.	The AIoT device shall send a D2R message containing the protected NAS Command Response to the NG-RAN as specified in as specified in TS 38.300 [3] and TS 38.391 [6]. 
7.	The NG-RAN shall forward the Command Response containing the protected NAS Command Response to the AIoTF.
8-9.	The AIoTF shall verify the integrity of the command message. If the verification of integrity is successful, the AIoT device shall decipher it in case it is confidentiality protected. Then, the AIOTF shall continue the procedure as specified in clause 6.2.3 of TS 23.369 [2].
[bookmark: _Toc199188881]5.3.3	Input parameters to integrity algorithm
The input parameters to the integrity algorithm as described in Annex D.3 in TS 33.501[5] shall be set as follows.
The KEY input is equal to the KAIOTF key.
Editor’s Note: whether the KAIOTF key is fresh for each round of inventory-command procedure is FFS.
The DIRECTION bit is set to 0 for uplink and 1 for downlink.
The BEARER is set to all zeros.
The COUNT is set to all zeros.
Editor’s Note: input key is FFS.
Editor’s Note: The details of replay protection are FFS. 
[bookmark: _Toc199188882]5.3.4	Input parameters to ciphering algorithm
The input parameters for the ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 5.3.3, with the exception that there is an additional input parameter, namely the length of the key stream to be generated by the ciphering algorithms.
Editor’s Note: whether the length of the key stream is fixed is FFS. 
[bookmark: _Toc199188883]5.4	Protection of AIoT device identifier privacy
Editor’s Note: This clause contains the security procedures for AIoT device identifier privacy.
[bookmark: _Toc199188884]5.5	Protection between AIoT network elements
Editor’s Note: This clause contains the security mechanisms for protection of the network interfaces between AIoT reader and CN and within CN.
For the interfaces specified in clause 4.3 of TS 23.369 [2], the security procedures specified in clause 13 in TS 33.501 [5] applies to the service-based interfaces within 5G core network for Ambient IoT. The mechanism described in clause 12.3 of TS 33.501 [5] applies to the NEF-AF interface. 
The security mechanism specified for N2, between 5G-AN and AMF defined in clause 9.2 of TS 33.501 [5], applies to the AIOT2 interface between AIOTF and NG-RAN.
[bookmark: _Toc29116][bookmark: _Toc23408][bookmark: _Toc199188885]Annex <X> (informative):
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