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6.5.3.4	Revocation 
From CTC 0510
From Nokia 0479
From Huawei 0410

Figure 6.5.3.4-1 illustrates the procedure for revoking API invoker authorization initiated by resource owner in RNAA scenarios.
Pre-conditions:
1.	The API invoker is authenticated and authorized to use the service API.
2.	The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation corresponding to the API invoker and the service API.

	Comment by Lenovo_r1: The figure is not editable, usually we have editable figures in the spec, for e.g., mostly by Visio. Tried to have the unfirm term like revoke/revocation instead of invalidate, but couldn’t edit unfortunately.API invoker
Resource owner function
CAPIF Core function
AEF
0. Mutual authentication have been completed.
1. Resource owner authorization revocation request
2.  Identify the RNAA-related revoked token.
3. Revoke API invoker authorization request
4. Invalidate the authorization of API invoker for service API and resource
5. Revoke API invoker authorization response
6. Invalidate the authorization of API invoker for service API and resource
7. Revoke API invoker authorization notify

Figure 6.5.3.4-1: Procedure for revoking API invoker authorization initiated by resource owner
0.  Mutual authentication between the authorization server and the resource owner is completed. 
1.  The resource owner sends resource owner authorization revocation request to the CCF via the UE, resource owner function (e.g., web page etc). The resource owner authorization revocation information in request message includes the Resource Owner ID (e.g., GPSI), service API information (e.g., service API ID) and API invoker ID / API invoker information.

2. The CCF determine the details of the API invoker and the service API used to identify the RNAA-related revoked token based on the received resource owner authorization revocation information.
3. The CCF sends resource owner authorization revocation request message to the AEFThe CCF can initiate the Authorization Revocation Request message as defined in clause 8.23.4 of TS 23.222 [3] with the resource owner authorization revocationadditional information to identify the RNAA-related revoked token for revoking the API invoker's authorization. 
NOTE:  The CCF can receive a revocation request message from the resource owner via the UE, resource owner function, web page etc. All these mechanisms are out of the scope of the present document. 
4. AEF, storing the resource owner authorization revocation information about the RNAA-related revoked token, shall invalidates the API invoker authorization corresponding to the RNAA-related revoked token. The AEF shall check whether the token presented by an API invoker is revoked or not, before responding to the API invoker’s invocation request. 
5. The AEF sends a revoke API invoker authorization response to the CAPIF core function. 
6. The CAPIF core function invalidates the API invoker authorization for the resource owner/UE corresponding to the service API and the Resource Owner ID (e.g., GPSI). 
	Comment by ChinaTelecom-r2: According to the newest sa6's work (S6-250547), the CCF doesn't send the acknowledgement.	Comment by Lenovo_r1: S6-250547 is about ‘MC gateway UE fixes’ document which is not a relevant one. Can you kindly provide the correct SA6 Contribution number related to this change?	Comment by ChinaTelecom-r5: Sorry for the error. S6-250574 is the correct.	Comment by ChinaTelecom-r6: Is it ok for all?
The CCF sends a resource owner authorization revocation response as an acknowledgement to the ROF that the resource owner authorization to access the service API has been revoked.   
7. The CCF provided notification message to the API invoker shall include the information to identify the RNAA-related revoked token.
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