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[bookmark: foreword][bookmark: _Toc164660119][bookmark: _Toc164660819][bookmark: _Toc175315591][bookmark: _Toc175315666][bookmark: _Toc188275254]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc164660120][bookmark: _Toc164660820][bookmark: _Toc175315592][bookmark: _Toc175315667][bookmark: _Toc188275255]
1	Scope
The present document studies the security and privacy aspects of energy savings. More especially the document will:
· Identify key issues concerning the privacy and security aspects of collecting energy related information.
· Identify key issues concerning the privacy and security impacts of exposure of energy related information.
· If required, develop solutions addressing the identified key issues.
[bookmark: references][bookmark: _Toc164660121][bookmark: _Toc164660821][bookmark: _Toc175315593][bookmark: _Toc175315668][bookmark: _Toc188275256]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-66: "Study on Energy Efficiency and Energy Saving".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[4]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[6]	3GPP TS 22.261: "Service requirements for the 5G system".
[7]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[bookmark: definitions][bookmark: _Toc164660122][bookmark: _Toc164660822][bookmark: _Toc175315594][bookmark: _Toc175315669][bookmark: _Toc188275257]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc164660123][bookmark: _Toc164660823][bookmark: _Toc175315595][bookmark: _Toc175315670][bookmark: _Toc188275258]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc164660124][bookmark: _Toc164660824][bookmark: _Toc175315596][bookmark: _Toc175315671][bookmark: _Toc188275259]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc164660125][bookmark: _Toc164660825][bookmark: _Toc175315597][bookmark: _Toc175315672][bookmark: _Toc188275260]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
EIF	Energy Information Function
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc164660127][bookmark: _Toc164660827][bookmark: _Toc175315599][bookmark: _Toc175315674][bookmark: _Toc188275261]4	Architecture and security assumptions
The following architecture and security assumptions are applied to the study:
-	Security mechanisms applied for energy saving in this study are based on the architecture assumptions and requirements as described in TR 23.700-66 [2].
[bookmark: _Toc106618430][bookmark: _Toc164660128][bookmark: _Toc164660828][bookmark: _Toc175315600][bookmark: _Toc175315675][bookmark: _Toc188275262]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc160205805][bookmark: _Toc164660129][bookmark: _Toc164660829][bookmark: _Toc175315601][bookmark: _Toc175315676][bookmark: _Toc188275263]5.1	Key Issue #1: Security aspects of collecting energy related information.
[bookmark: _Toc160205806][bookmark: _Toc164660130][bookmark: _Toc164660830][bookmark: _Toc175315602][bookmark: _Toc175315677][bookmark: _Toc188275264]5.1.1	Key issue details
TR 23.700-66 [2] studies the collection of energy related information for potential exposure. 
The integrity and confidentiality of the data collected is of importance to produce correct analytics metrics.
Another aspect of collecting energy related information is the granularity at which it’s collected. Further information on the granularities can be found in TR 23.700-66 [2]. 
The key issue aims to address the security issues, ensuring integrity and confidentiality of the energy related information collected.
There is, depending on the use case, a need to consider towards compliance to regional legislation for collecting energy related information.
Editor’s Note: Further details are FFS.
[bookmark: _Toc160205807][bookmark: _Toc164660131][bookmark: _Toc164660831][bookmark: _Toc175315603][bookmark: _Toc175315678][bookmark: _Toc188275265]5.1.2	Security threats
Lack of confidentiality, integrity, and replay protection in collecting energy related information can lead to disclosure of the information and tampering of the information.
Editor’s Note: Further security threats are FFS.
[bookmark: _Toc160205808][bookmark: _Toc164660132][bookmark: _Toc164660832][bookmark: _Toc175315604][bookmark: _Toc175315679][bookmark: _Toc188275266]5.1.3	Potential security requirements
The data in transit shall support confidentiality, integrity, and replay protection.
Editor’s Note: Further requirements are FFS.
[bookmark: _Toc164660133][bookmark: _Toc164660833][bookmark: _Toc175315605][bookmark: _Toc175315680][bookmark: _Toc188275267]5.2	Key Issue #2: Security aspects of exposure of energy related information.
[bookmark: _Toc164660134][bookmark: _Toc164660834][bookmark: _Toc175315606][bookmark: _Toc175315681][bookmark: _Toc188275268]5.2.1	Key issue details
The key issue aims to address the security issues related to exposure of energy related information studied in TR 23.700-66 [2].
Authentication and authorization are key aspect of securing exposure of network energy-related data, including consumption, efficiency to external consumers as per KI#1 in TR 23.700-66 [2]. This key issue focus on investigating authorization methods for exposure.
The key issues assumes that the data will be exposed on a monthly or yearly basis, as exemplified in TS 22.261 [6] clause 6.15a.5.2, such linkability attacks using the consumption information as a side channel can be neglected. 
[bookmark: _Toc164660135][bookmark: _Toc164660835][bookmark: _Toc175315607][bookmark: _Toc175315682][bookmark: _Toc188275269]5.2.2	Security threats
Potential security threat: 
If energy related information is leaked in transit, sensitive information may be disclosed.
Having no authorization or enough level access control can lead to information leakage to authenticated AF’s.
[bookmark: _Toc164660136][bookmark: _Toc164660836][bookmark: _Toc175315608][bookmark: _Toc175315683][bookmark: _Toc188275270]5.2.3	Potential security requirements
The exposed energy related information shall be integrity and confidentiality protected.
The producer and consumer of energy related information shall mutually authenticate.
The 5GS should support authorization mechanism for the exposed energy related information.
The 5GS should enable granular level access control to be able to restrict and control the flow of energy related information.

[bookmark: _Toc145061444][bookmark: _Toc145061647][bookmark: _Toc145074666][bookmark: _Toc145074908][bookmark: _Toc145075112][bookmark: _Toc164660137][bookmark: _Toc164660837][bookmark: _Toc175315609][bookmark: _Toc175315684][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc95076612][bookmark: _Toc106618431]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc145061648][bookmark: _Toc145061445][bookmark: _Toc145074667][bookmark: _Toc145074909][bookmark: _Toc145075113][bookmark: _Toc164660138][bookmark: _Toc164660838][bookmark: _Toc175315610][bookmark: _Toc175315685]5.X.1	Key issue details
[bookmark: _Toc145061446][bookmark: _Toc145061649][bookmark: _Toc145074668][bookmark: _Toc145074910][bookmark: _Toc145075114][bookmark: _Toc164660139][bookmark: _Toc164660839][bookmark: _Toc175315611][bookmark: _Toc175315686]5.X.2	Threats
[bookmark: _Toc145061650][bookmark: _Toc145061447][bookmark: _Toc145074669][bookmark: _Toc145074911][bookmark: _Toc145075115][bookmark: _Toc164660140][bookmark: _Toc164660840][bookmark: _Toc175315612][bookmark: _Toc175315687]5.X.3	Potential security requirements
[bookmark: _Toc95076616][bookmark: _Toc106618435][bookmark: _Toc164660141][bookmark: _Toc164660841][bookmark: _Toc175315613][bookmark: _Toc175315688][bookmark: _Toc188275271]6	Solutions
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc148441675][bookmark: _Toc151529368][bookmark: _Toc157674312][bookmark: _Toc157682233][bookmark: _Toc164660142][bookmark: _Toc164660842][bookmark: _Toc175315614][bookmark: _Toc175315689][bookmark: _Toc16839382][bookmark: _Toc188275272]6.0	Mapping of Solutions to Key Issues
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc95076617][bookmark: _Toc106618436]Table 7.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	
	KI#1
	KI#2

	Sol#1
	x
	

	Sol#2
	
	x

	Sol#3
	
	x

	Sol#4
	x
	


[bookmark: _Toc175315615][bookmark: _Toc175315690][bookmark: _Toc164660143][bookmark: _Toc164660843][bookmark: _Toc188275273]6.1	Solution #1: Solution reusing existing interfaces and security mechanisms for energy related information collection
[bookmark: _Toc175315616][bookmark: _Toc175315691][bookmark: _Toc188275274]6.1.1	Introduction
The proposed solution addresses the security requirement (confidentiality, integrity, and replay protection for data-in-transit) in key issue #1: "Security aspects of collecting energy related information.".
[bookmark: _Toc175315617][bookmark: _Toc175315692][bookmark: _Toc188275275]6.1.2	Solution details
According to clause 13.1 of TS 33.501 [3], all network functions shall support TLS and HTTPS with mutual authentication. Network functions can guarantee that data-in-transit is protected by an encrypted connection and is only sent to other authenticated network functions by implementing the protection principles outlined in clause 13.1 of TS 33.501 [3] (thereby protecting data-in-transit hop-by-hop).
The solution can inherit the protection principles from clause 13.1 of TS 33.501 [3] to address the security requirement in KI#1. 
[bookmark: _Toc175315618][bookmark: _Toc175315693][bookmark: _Toc188275276]6.1.3	Evaluation
This solution fulfills the requirement of key issue 1.
The solution implements the protection principles in clause 13.1 of TS 33.501 [3], thereby introducing no new impacts to the 5GS.

[bookmark: _Toc175315619][bookmark: _Toc175315694][bookmark: _Toc188275277]6.2	Solution #2: Mutual authentication and NEF-AF interface protection for exposing energy related information
[bookmark: _Toc145433017][bookmark: _Toc175315620][bookmark: _Toc175315695][bookmark: _Toc188275278]6.2.1	Introduction 

This solution for KI#2 proposes mutual authentication and NEF-AF interface protection for EE information exposure.
[bookmark: _Toc145433018][bookmark: _Toc175315621][bookmark: _Toc175315696][bookmark: _Toc188275279]6.2.2	Solution details
[bookmark: _Toc175315622][bookmark: _Toc175315697][bookmark: _Toc188275280]6.2.2.1	Mutual authentication
[bookmark: _Toc145433019]Clause 12.2 of TS 33.501 [3] highlights the needs for authentication between NEF and an AF that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates is performed between the NEF and AF using TLS.
Certificate based authentication follows the profiles given in 3GPP TS 33.310 [7], clause 6.1.3a. The identities in the end entity certificates are used for authentication and policy checks.
[bookmark: _Toc175315623][bookmark: _Toc175315698][bookmark: _Toc188275281]6.2.2.2	Protection of NEF-AF interface
Clause 12.3 of TS 33.501 [3] TLS is used to provide integrity protection, replay protection and confidentiality protection for the interface between the NEF and the AF. The support of TLS is mandatory. 
Security profiles for TLS implementation and usage follows the provisions given in clause 6.2 of TS 33.210 [4].
[bookmark: _Toc175315624][bookmark: _Toc175315699][bookmark: _Toc188275282]6.2.3	Evaluation
The solution resuses Clause 12.2 and Clause 12.3 of TS 33.501 [3] without any change or enhancement.
[bookmark: _Toc175315625][bookmark: _Toc175315700][bookmark: _Toc188275283]6.3	Solution #3: AF level Authorization for energy level information notification/retrieval
[bookmark: _Toc175315626][bookmark: _Toc175315701][bookmark: _Toc188275284]6.3.1	Introduction 

This pCR introduces a new solution for KI#2 on authorization of AF when AF subscribes/unsubscribes and retrieve energy related information. 
[bookmark: _Toc175315627][bookmark: _Toc175315702][bookmark: _Toc188275285]6.3.2	Solution details
[bookmark: _Toc175315628][bookmark: _Toc175315703][bookmark: _Toc188275286]6.3.2.1	General
Based on conclusion for KI#1 clause 8.1 in TR 23.700-66 [2] If an AF is deployed outside the 3GPP operator domain, and is an authorized consumer, the granularities include: per application corresponding to the AF, per UE, and per UE per AF and per PDU session. The procedure for notifying and retrieval of energy related information by the AF is described in section 5.2.2.
[bookmark: _Toc175315629][bookmark: _Toc175315704][bookmark: _Toc188275287]6.3.2.2	Subscribe/Unsubscribe procedure of energy related information 
[image: ]
                              Figure 5.2.2-1: AF level Authorization for energy level information notification/retrieval

The AF authorization is based on clause 13 of TS 33.501 [3]
The token-based authorization mechanism is used. The token is generated for the AF after authorization that includes the level of service access. The token claim may contain the external application ID, UE ID, or AF-Service-Identifier.
1.	To subscribe energy related information if the authorized consumer is AF, the granularities include, per UE, per UE per application, per PDU session with the EECF, the AF sends Event_Exposure_Subscribe Request.The message contains the token with token claims as described above. Additionally, the token claims include the type of energy related information i.e., energy consumption information or renewable energy information.
2.	The NEF checks whether the AF is authorised for the requested subscription based on the AF token. It needs to check whether the token claims match the AF’s identity and service level access i.e., external application ID, UE ID, or AF-Service-Identifier and type of energy related information. If authorised, the NEF may query the NRF to find the EECF responsible to provide the requested energy related information. 
3.	The NEF forwards the request to the EECF with subscription based on service level as described in step 2.
4.	The EECF acknowledges the execution of request message to the NEF. 
5.	The NEF based on the confirmation from EECF in step 4, sends a response back to the AF for subscription success. 
6–7.	The EECF triggers a notification towards the AF and sends the message to the NEF as described in TS 23.502 [5].
8-9.	The NEF forwards the message to the AF for single EECF or aggregates reporting information for multiple EECF message as described in TS 23.502 [5]. 
Editor’s Note: Clarification of which steps are in the scope of the present document is FFS.
NOTE:	The steps in the scope need to be aligned with the architecture. The EECF is a representation of the EIF.
[bookmark: _Toc175315631][bookmark: _Toc175315706][bookmark: _Toc188275288]6.3.3	Evaluation
The solution relies on the Event exposure services offered by the NEF while reusing the existing authorization mechanism based on clause 13 of TS 33.501 [3]. The token-based authorization introduces additional token claims necessary to limit the service level access based on AF subscription policies.
NOTE:	 Applicability and evaluation of the solution depends on the final procedure and architecture.
[bookmark: _Toc188275289]6.4	Solution #4: UE data collection consent.
[bookmark: _Toc188275290]6.4.1	Introduction
This solution addresses KI#1 and aspects in relation of being compliant to regional legislation related to collection of user related information. When a UE registers to the network, it authenticates through a subscription linking to the subscriber to the UE. This implies a relationship between a UE and a subscriber. Regional legislation mandates acceptance from the User prior to collection of user related information. 
[bookmark: _Toc188275291]6.4.2	Solution details
The solution proposes to reuse TS 33.501[3] Annex V procedure for user consent aspects for collection of energy related data.
[bookmark: _Toc188275292]6.4.3	System impact
No new system impact
[bookmark: _Toc188275293]6.4.4	Evaluation
The solution reuses mechanisms described in TS 33.501 [3] Annex V and hereby provides the means for complying to regional legislation. No changes to procedures or methods defined in TS 33.501 [3] Annex V is required.
[bookmark: _Toc175315632][bookmark: _Toc175315707]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc164660144][bookmark: _Toc164660844][bookmark: _Toc175315633][bookmark: _Toc175315708]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc164660145][bookmark: _Toc164660845][bookmark: _Toc175315634][bookmark: _Toc175315709]6.Y.2	Solution details
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Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc39138089][bookmark: _Toc101360626][bookmark: _Toc164660148][bookmark: _Toc164660848][bookmark: _Toc175315637][bookmark: _Toc175315712][bookmark: _Toc513475456][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc56501637][bookmark: _Toc95076621][bookmark: _Toc106618440][bookmark: _Toc188275294]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
7.1	Conclusion for KI#1: Security aspects of collecting energy related information.
Based on solution 1 and 4, the following conclusion is drawn. The EIF follows the communication principles (SBI) of the SBA architecture without changes, which implies that the protection principles defined in TS 33.501 [3] clause 13.1 can be reused without normative changes required. In case user consent check is required by regional legislation, the EIF will be the enforcement point of “user consent check” for energy related information collection and reuse the principles in TS 33.501 [3] Annex V without the need for normative changes. 
Editor’s Note: Further conclusion of enforcement point definition is FFS. 
7.2	Conclusion for KI#2: Security aspects of exposure of energy related information.
Based on solution 2 and 3, the following conclusion is drawn. The exposure of energy related information to 3’rd party AF’s happens through the NEF, this implies that the following principles are reused without need for normative work. For authentication aspects TS 33.501 [3] clause 12.2 applies, for protection of the interface between the NEF and AF TS 33.501 [3] clause 12.3 applies and for authorisation of the AF TS 33.501 [3] clause 12.4 applies. The corresponding AF authorisation granularities for energy data related exposure can reuse the principles already defined in TS 33.501 [3]. 
Editor’s note: The authorisation aspects and necessity of normative changes is not closed and is for further refinement in the conclusion.
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