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 ************* 1st of Change*************
[bookmark: _Toc153528697]D.2.2.X	Peer certificate validity checking
-	Threat name: Peer certificate checking
-	Threat Category: Information Disclosure, Tampering data, Denial of Service.
-	Threat Description: If the gNB does not have the capability to check the validity of peer certificate, the gNB may mislead to establish a connection with any peer potentially with malicious intent and using invalid certificates that could have been already revoked or expired, etc.
-	Threatened Asset: User Plane Data, Control Plane Data, Sufficient Processing Capability. 
**** NEXT CHANGE ****
D.2.2.Y	Certificate expiry checking
-	Threat name: Certificate expiry checking at gNB
-	Threat Category: Denial of Service.
-	Threat Description: If the gNB does not have the capability to check for certificate expiry and to expose such issue (for example by raising an alarm or logging) should the certificate be about to expire, then this may result in the peer (for example, the UPF or the AMF) rejecting the connection with the gNB. Such a failure will mean the gNB will be unable to provide the expected service due to a lack of connectivity with other network nodes. Furthermore, such issue could remain unnoticed.
-	Threatened Asset: Sufficient Processing Capability. 

[bookmark: _Hlk180760928]**** NEXT CHANGE ****
R.2.2.a	Peer certificate validity checking
-	Threat name: Peer certificate checking
-	Threat Category: Information Disclosure, Tampering data, Denial of Service.
-	Threat Description: If the gNB-CU does not have the capability to check the validity of peer certificate, the gNB-CU may mislead to establish a connection with any peer potentially with malicious intent and using invalid certificates that could have been already revoked or expired, etc.
-	Threatened Asset: User Plane Data, Control Plane Data, Sufficient Processing Capability. 
**** NEXT CHANGE ****
R.2.2.b	Certificate expiry checking
-	Threat name: Certificate expiry checking at gNB-CU
-	Threat Category: Denial of Service.
-	Threat Description: If the gNB-CU does not have the capability to check for certificate expiry and to expose such issue (for example by raising an alarm or logging) should the certificate be about to expire, then this may result in the peer (for example, the UPF or the AMF) rejecting the connection with the gNB-CU. Such a failure will mean the gNB-CU will be unable to provide the expected service due to a lack of connectivity with other network nodes. Furthermore, such issue could remain unnoticed.
-	Threatened Asset: Sufficient Processing Capability. 
**** NEXT CHANGE ****
S.2.2.c	Peer certificate validity checking
-	Threat name: Peer certificate checking
-	Threat Category: Information Disclosure, Tampering data, Denial of Service.
-	Threat Description: If the gNB-CU-CP does not have the capability to check the validity of peer certificate, the gNB-CU-CP may mislead to establish a connection with any peer potentially with malicious intent and using invalid certificates that could have been already revoked or expired, etc.
-	Threatened Asset: User Plane Data, Control Plane Data, Sufficient Processing Capability. 
**** NEXT CHANGE ****
S.2.2.d	Certificate expiry checking
-	Threat name: Certificate expiry checking at gNB-CU-CP
-	Threat Category: Denial of Service.
-	Threat Description: If the gNB-CU-CP does not have the capability to check for certificate expiry and to expose such issue (for example by raising an alarm or logging) should the certificate be about to expire, then this may result in the peer (for example, the AMF) rejecting the connection with the gNB-CU-CP. Such a failure will mean the gNB-CU-CP will be unable to provide the expected service due to a lack of connectivity with other network nodes. Furthermore, such issue could remain unnoticed.
-	Threatened Asset: Sufficient Processing Capability. 
**** NEXT CHANGE ****
T.2.2.e	Peer certificate validity checking
-	Threat name: Peer certificate checking
-	Threat Category: Information Disclosure, Tampering data, Denial of Service.
-	Threat Description: If the gNB-CU-UP does not have the capability to check the validity of peer certificate, the gNB-CU-UP may mislead to establish a connection with any peer potentially with malicious intent and using invalid certificates that could have been already revoked or expired, etc.
-	Threatened Asset: User Plane Data, Control Plane Data, Sufficient Processing Capability. 
**** NEXT CHANGE ****
T.2.2.f	Certificate expiry checking
-	Threat name: Certificate expiry checking at gNB-CU-UP
-	Threat Category: Denial of Service.
-	Threat Description: If the gNB-CU-UP does not have the capability to check for certificate expiry and to expose such issue (for example by raising an alarm or logging) should the certificate be about to expire, then this may result in the peer (for example, the UPF) rejecting the connection with the gNB-CU-UP. Such a failure will mean the gNB-CU-UP will be unable to provide the expected service due to a lack of connectivity with other network nodes. Furthermore, such issue could remain unnoticed.
-	Threatened Asset: Sufficient Processing Capability. 
**** NEXT CHANGE ****
U.2.2.g	Peer certificate validity checking
-	Threat name: Peer certificate checking
-	Threat Category: Information Disclosure, Tampering data, Denial of Service.
-	Threat Description: If the gNB-DU does not have the capability to check the validity of peer certificate, the gNB-DU may mislead to establish a connection with any peer potentially with malicious intent and using invalid certificates that could have been already revoked or expired, etc.
-	Threatened Asset: User Plane Data, Control Plane Data, Sufficient Processing Capability.
**** NEXT CHANGE ****
U.2.2.h	Certificate expiry checking
-	Threat name: Certificate expiry checking at gNB-DU
-	Threat Category: Denial of Service.
-	Threat Description: If the gNB-DU does not have the capability to check for certificate expiry and to expose such issue (for example by raising an alarm or logging) should the certificate be about to expire, then this may result in the peer (for example, the gNB-CU) rejecting the connection with the gNB-DU. Such a failure will mean the gNB-DU will be unable to provide the expected service due to a lack of connectivity with other network nodes. Furthermore, such issue could remain unnoticed.
-	Threatened Asset: Sufficient Processing Capability. 
**** END OF CHANGES ****
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