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Decision/action requested

This contribution discusses the proposals for AIoT authentication. 
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Rationale

3.1
Background

Authentication is a critical aspect when it comes to the security of AIoT devices. The process of authentication is essential for verifying the identity of these devices and ensuring that only authorized entities have access to their network and services. 
SA2 has made some conclusions in TR 23.700-13 [1] on architecture and ID management.
SA3 is facing challenges in making substantial progress on key issue #5 for AIoT authentication, as stakeholders hold differing, and at times opposing, views on the matter. With only two meetings remaining, it would be beneficial to establish general design principles for key issue#5 to drive progress within SA3.
3.2
AKA or non-AKA Authentication
SA2 has made conclusion on the assignment of device IDs in 8.2.1 of TR 23.700-13 [1], including cases where they are assigned by operators or 3rd parties. Given the crucial role of device IDs in identifying credentials, the assignment of credentials should be also carefully considered, which means that the credentials may be assigned by operators or 3rd parties.
Additionally, RAN and SA2 are conducting an analysis of AIoT in comparison with RFID. They believe that many RFID procedures could potentially be repurposed for AIoT, thus leveraging existing RFID authentication methods should also be taken into consideration.
In the TR 33.713 [2], SA3 has agreed key issue #5 for AIoT authentication, and the NOTE in the KI#5 describes that “if solution reuses the existing authentication framework (e.g., 5G-AKA, EAP-AKA’, other EAP methods for SNPN), the existing UE security requirements in TS 33.501 apply”. So, existing AKA based authentication methods should also be considered.
Observation 1: Based on SA2 conclusion on device ID assignment, movitation for leveraging existing RFID authentication method and need to reuse existing authentication framework, it is important to study AKA-based and non-AKA-based authentication for AIoT authentication.
3.3
Design principles for non-AKA Authentication
In Annex I.2.2.2 of TS 33.501 [3], the primary authentication for SNPN is achieved using credentials stored in the AAA Server. It employs an EAP-based method for authentication, with the specific authentication protocol between the UE and AAA left unspecified and dependent on implementation. The UDM will then use the subscription data to authorize UEs for SNPN access based on the authentication result from the AAA.
For supporting non-AKA-based authentication methods for AIoT, the following similar design principles can be applied:

1. The credentials are stored in the AAA which terminates authentication.

2. The specific non-AKA method is not specified and is based on implementation.
Observation 2: Given that the primary authentication with credentials stored in the AAA Server is non-AKA based, similar design principles can be utilized to support non-AKA-based authentication methods for AIoT:
1. The credentials are stored in the AAA which terminates authentication.
2. The specific non-AKA method is not specified and is based on implementation.
The above primary authentication involves encapsulating the different authentication method in an EAP container. However, considering that AIoT devices may lack support for EAP and that there are no requirements for AIoT to support multiple authentication methods, the encapsulation of the authentication method can be simplified, for example, through the use of the UP protocol or a container for authentication.
Observation 3: To support multiple authentication methods, the encapsulation of the authentication method can be simplified, for example, through the use of the UP protocol or a container for authentication.
3.4
Design principles for AKA Authentication
If the AIoT device holds 3GPP credentials, it is strongly recommended, according to the note in the KI#5, to utilize the existing AKA authentication framework (such as 5G AKA or EAP-AKA'). However, as per section 8.1.1 in TR 23.700-13 [1], a new core function will be introduced, and it is advisable to consider reusing the existing authentication framework for this new core function.
Observation 4: To support AKA-based authentication methods for AIoT, reusing the existing AKA authentication framework considering the new core network is recommended.
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Detailed proposals
Based on observations above:

Observation 1: Based on SA2 conclusion on device ID assignment, movitation for leveraging existing RFID authentication method and need to reuse existing authentication framework, it is important to study AKA-based and non-AKA-based authentication for AIoT authentication.
Observation 2: Given that the primary authentication with credentials stored in the AAA Server is non-AKA based, similar design principles can be utilized to support non-AKA-based authentication methods for AIoT:

1. The credentials are stored in the AAA which terminates authentication.
2. The specific non-AKA method is not specified and is based on implementation.
Observation 3: To support multiple authentication methods, the encapsulation of the authentication method can be simplified, for example, through the use of the UP protocol or a container for authentication.
Observation 4: To support AKA-based authentication methods for AIoT, reusing the existing AKA authentication framework considering the new core network is recommended.
It is proposed:

Proposal 1: To consider the design principles above for AKA-based authentication and non-AKA based authentication when proposing authentication solution for key issue#5. 
