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 ************* 1st of Change*************
[bookmark: _Toc137566151][bookmark: _Toc35529566][bookmark: _Toc35529476][bookmark: _Toc26876846][bookmark: _Toc19696852]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[4]	Void
[5]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[6]	3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification".
[7]	3GPP TS 23.501: "System Architecture for 5G System (5GS)".
[8]	3GPP TS 38.300: "NR and NG-RAN Overall Description".
[9]	3GPP TS 33.523: "5G Security Assurance Specification (SCAS); split gNB product classes".
[10]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
*********** End of 1st of Change***********

************* 2nd of Change*************
[bookmark: _Hlk172814375]4.2.2.1.x	Vendor certificate checking
Requirement Name: vendor certificate checking at base station
Requirement Reference: In accordance with industry best practice  
Requirement Description:
The gNB shall have the capability to check the certificate that is preconfigured by a vendor.
Test case: 
Test Name: TC_LOCAL_CERT_CHCK
Purpose:
Verify that the base station can check the certificate that is configured by the vendore is valid or not.
Procedure and execution steps:
Pre-Conditions:
-	The gNB under test supports handling certificate as defined in clause 9 of TS 33.310[x].
-	A UPF or AMF or a security gateway may be real/emulated serving as a peer for the gNB network product.
-	The necessary documentation describing how to handle the case when a gNB checks the certificate preconfigured by vendoer is invalid.
Execution Steps 
1. The tester configures the gNB with a certificate provided by vendor.
2. The tester creates a situation that the certificate is invalid, for example, by modifying the certificate or modifying the configuration of gNB.
3. The tester may need to trigger a connection establishement with the peer.
Expected Results:
-	The gNB reacts as described in the document.
Expected format of evidence:
The logs and the communication flow in a .pcap file.

************* End of Change*************

