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Rationale

A. Summary of SA1 and SA6 response 
1. Definition of Digital Asset Identifier – As per SA1 and SA2 response the definition of Digital Asset Identifier is correct and further SA6 has also included the definition in TR 23.700-21 [5].
“Digital Asset Identifier: In the context of this TR, digital asset identifier is used to uniquely identify a digital asset across different mobile metaverse services.”

Digital identifier (of the digital asset) uniquely identifies the digital asset of the user. Each digital asset will have a digital identifier to uniquely identify the asset. For example, an Avatar is one of the digital assets associated with the user. So, digital asset identifier is the Avatar ID for an Avatar.
2. User identity, Digital identity (of a user) and digital identifier (of a digital asset) are different terms per metaverse service provider.
3. A user can own multiple digital assets (1:n), e.g., a user can have multiple Avatars to be used at different applications (referring to clause 7.5.3.1 of TR 23.700-21). Similarly one digital asset can be used by one or more user(s) (1:m) if has a valid consent.
4. What is contained in digital asset information?

a. For avatar type of asset, information of base avatar providing details on how the avatar can be rendered (e.g. as studied by SA2 or SA4); and 

b. For all types of assets, digital asset related information (e.g. metadata for Avatar; like owner details, allowed user details, allowed location details, etc. and also the media information)
5. Avatar as a digital asset resides in operator controlled NF, external AS or locally on the UE. We need to wait for SA6 progress.

6. Avatar identifier can be set by external AF/UE who is managing the avatar. Possible scenario of avatar having associated digital asset (like an avatar can have a new hat purchased by the user – in this case, the hat (another digital asset) is associated with avatar).
7. As per solution#5 in TR 23.700-21 authorized user can modify the avatar but it does not result in changing avatar identifier.

8. Digital assets can be transferred across different entities.

9. As per SA1 and SA6 Avatar can be used in both IMS and non-IMS based avatar communication (e.g., immersive games or shopping experience).
B. Security issues to be studied
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Figure 1: Pictorial representation of the usecase
Description and service flow –
Mobile metaverse services often involve the use of digital representation (e.g. avatars). Given different use cases, the data associated with the avatars of a user are generated and stored in different mobile metaverse servers (in this usecase shop and virtual office). For example, a user uses more professional avatars for virtual meeting and cartoonish avatars for gaming/shopping.
1. User-1 has to do shopping using his/her avatar-1. User-1 accesses his/her Avatar-1 stored in the Digital Asset Container Management.

Observation 1: User-1 shall be authentication and authorized by the 5GC to access the Avatar-1 stored in the Digital Asset Container Management.
2. Once successfully authenticated, authorized and obtained the Avatar-1, User-1 uses the Avatar-1 to visits Shop to purchase clothes. User-1 enters the Shop using his/her avatar-1, Shop will identify the User-1, represented by his digital representation (e.g. avatar-1) and authenticate and authorize these by means of the 5GS to make sure the real identification of this avatar-1 is the same with User-1.

Observation 2: The 5GS shall support methods to inform the Shop that this avatar-1 is authenticated and authorized to represent User-1, and this digital representations (e.g. avatar-1) is authorized to represent User-1 to purchase clothes in Shop.
3. Similarly, User-1 will access the avatar-2 for attending a virtual meeting.
4. In another scenario, User-2 wants to use Avatar-1 of User-1 for gaming purpose. Before authenticating and authorizing the User-2 to access the avatar-1 of User-1, the User-2 should have provided consent to send location in the request message to access avatar at specific location (assuming location as an user sensitive information), the User-1 should be consented to allow use of avatar-1 by User-2.

Observation 3: The 5GS shall support means to check whether user-2 is consented by the user-1 to use avatar-1.
5. In another scenario, User-1 visits a new clothing shop to purchase clothes for the first time, User-1 doesnot have an avatar as it is his/her first time in the shop. Hence, shop-2 requests 5GC to provide User-1 avatar related information. The already stored avatar-1 related information of User-1 (in Shop-1 database) is exposed to shop-2 and User-1 decides to re-use same avatar-1 in shop-2 as well.

Observation 4: The 5GS shall support methods to authenticate and authorize 3rd party accessing the digital representations (eg., avatar-1).

Observation 5: The 5GS shall support methods to secure the storing, retrieving, updating and transferring the digital representations (eg., avatar-1).

Proposal 1: The following security requirements needs to be addressed as part of the above-mentioned security issues: 

1. The 5GS shall support mechanism to authenticate and authorize the digital representation/digital assets accessed in a mobile metaverse services.
2. The 5GS shall support mechanism to authenticate and authorize the digital representation (eg., avatar) used in the mobile metaverse services.

3. The 5GS shall provide means to ensure the user consent provided to any 3rd party customer accessing the digital asset (eg., avatar).

4. The 5GS shall support methods to authenticate and authorize 3rd party accessing the digital asset (eg., avatar).

5. The 5GS shall support methods to secure the storing, retrieving, updating and transferring the digital asset (eg., avatar).

Below table summarizes the key issues studied by SA6 (TR 23.700-21 [5]) and the related security issues which needs to be studied in SA3-

	Key issue
	Related security issue
	Remarks

	Key issue #1: Enabler support for managing spatial anchors
	-
	-

	Key Issue #2: Exposure of user sensitive information
	Needs SA3 consideration to support privacy of the user sensitive information
	KI#2 already captured in TR 33.721 for the same.

However, what is contained in this user sensitive information is FFS. We need to wait for further progress in SA6.

	Key issue #3: Avatar and digital asset support
	SA3 needs to study the authentication and authorization of digital asset Id and consider the security aspects of digital asset container management
	[1] [2] corresponds to introducing new key issue for the same.

	Key issue #4: Spatial mapping
	SA3 needs to consider authorized exposure of spatial anchors to the authorized 3rd party
	KI#1 already captured in TR 33.721 for the same.

	Key issue #5: Support for avatar discovery and QoS control
	-
	-

	Key issue #6: Support device discovery to offload task for metaverse services
	-
	-

	Key issue #7: Support for metaverse services requiring multiple devices
	-
	-

	Key issue #8: Enabler support for spatial anchors based services
	-
	-

	Key issue #9: Support for permission control of digital assets
	SA3 needs to consider the consented access of digital assets by other 3rd party consumers or customers to use in multiple metaverse services platform.
	Can be studied as part of KI#2 currently captured in TR 33.721 (??
)


Observation 6: Based on the above summary, to progress SA3 work we need to study 2 more key issues on authentication and authorization of digital asset access, security aspects of digital asset management and user consent.
Proposal 2: [1] [2] to be approved as new key issues in TR 33.721.
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Proposals
Proposal 1: The following security requirements needs to be addressed as part of the above-mentioned security issues: 

1. The 5GS shall support mechanism to authenticate and authorize the digital representation/digital assets accessed in a mobile metaverse services.

2. The 5GS shall support mechanism to authenticate and authorize the digital representation (eg., avatar) used in the mobile metaverse services.

3. The 5GS shall provide means to ensure the user consent provided to any 3rd party customer accessing the digital asset (eg., avatar).

4. The 5GS shall support methods to authenticate and authorize 3rd party accessing the digital asset (eg., avatar).
5. The 5GS shall support methods to secure the storing, retrieving, updating and transferring the digital asset (eg., avatar).

Proposal 2: [1] [2] to be approved as new key issues in TR 33.721.
�Or new KI needed??
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