3GPP TR 33.745 V0.23.0 (2024-058)
18
Release 19

	[bookmark: page1][bookmark: specType1][bookmark: specNumber][bookmark: specVersion][bookmark: issueDate]3GPP TR 33.745 V0.23.0 (2024-058)

	[bookmark: spectype2]Technical Report




	3rd Generation Partnership Project;
[bookmark: specTitle]Technical Specification Group Services and System Aspects;
Study on security aspects of 5G NR Femto
[bookmark: specRelease](Release 19)

		

	[image: ]
	[image: ]

	[bookmark: warningNotice]















The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and Reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.





	[bookmark: page2]

	[bookmark: coords3gpp]3GPP
Postal address

3GPP support office address
650 Route des Lucioles - Sophia Antipolis
Valbonne - FRANCE
Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16
Internet
http://www.3gpp.org


	[bookmark: copyrightNotification]Copyright Notification
No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

[bookmark: copyrightDate][bookmark: copyrightaddon]© 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
All rights reserved.

UMTS™ is a Trade Mark of ETSI registered for the benefit of its members
3GPP™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
LTE™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
GSM® and the GSM logo are registered and owned by the GSM Association



[bookmark: tableOfContents]
Contents
Foreword	5
1	Scope	7
2	References	7
3	Definitions of terms, symbols and abbreviations	7
3.1	Terms	7
3.2	Symbols	8
3.3	Abbreviations	8
4	Security Architecture and Assumptions	8
5	Key issues	8
5.1	Key Issue #1: Security of 5G NR Femto Ownership	8
5.1.1	Key issue details	8
5.1.2	Security threats	9
5.1.3	Potential security requirements	9
5.2	Key issue #2: Authentication aspect of 5G NR Femto connecting to the operator network.	9
5.2.1	Key issue details	9
5.2.2	Security Threats	9
5.2.3	Potential security requirements	9
5.3	Key Issue #3: Support of 5G Femto location security	9
5.3.1	Key issue details	9
5.3.2	Security threats	9
5.3.3	Potential security requirements	10
5.4	Key Issue #4: UE access control	10
5.4.1	Key issue details	10
5.4.2	Security threats	10
5.4.3	Potential security requirements	10
5.5	Key Issue #5: Protection of backhaul link between 5G NR Femto and 5GC	10
5.5.1	Key issue details	10
5.5.2	Security threats	10
5.5.3	Potential security requirements	10
5.6	Key Issue #6: Hosting Party authentication	11
5.6.1	Key issue details	11
5.6.2	Security threats	11
5.6.3	Potential security requirements	11
5.7	Key Issue #7: Direct link between 5G NR Femtos	11
5.7.1	Key issue details	11
5.7.2	Security threats	11
5.7.3	Potential security requirements	11
5.8	Key Issue #8: 5G NR Femto management system accessible on the public internet	11
5.8.1	Key issue details	11
5.8.2	Security threats	12
5.8.3	Potential security requirements	12
5.9	Key issue #9: 5GS Core network topology hiding from 5G NR Femto deployments	12
5.9.1	Key issue details	12
5.9.2	Threats	12
5.9.3	Potential security requirements	12
5.X	Key Issue #X: <Key Issue Name>	13
5.X.1	Key issue details	13
5.X.2	Security threats	13
5.X.3	Potential security requirements	13
6	Solutions	13
6.0	Mapping of solutions to key issues	13
6.1	Solution #1: Reusing existing mechanism for Ownership Security	13
6.1.1	Introduction	13
6.1.2	Solution details	13
6.1.3	Evaluation	13
6.2	Solution #2: IKEv2 EAP-AKA-based authentication	14
6.2.1	Introduction	14
6.2.2	Solution details	14
6.2.3	Evaluation	15
6.3	Solution #3: Solution to secure backhaul of 5G NR Femto	15
6.3.1	Introduction	15
6.3.2	Solution details	15
6.3.3	Evaluation	16
6.4	  Solution #4: UE access control using CAG verification	16
6.4.1	 Introduction	16
6.4.2	 Solution details	16
6.4.3	 Solution Evaluation	20
6.5	  Solution #5: Security of 5G NR Femto Ownership	20
6.5.1	 Solution details	20
6.5.2	 Solution Evaluation	22
6.6	  Solution #6: Security of 5G NR Femto Ownership	22
6.6.1	 Solution details	22
6.6.2	 Solution Evaluation	23
6.7	  Solution #7: Support of 5G NR Femto location security	23
6.7.1	 Solution details	23
6.7.2	 Solution Evaluation	25
6.8	Solution #8: Security solution for backhaul link between 5G NR Femto and 5GC	25
6.8.1	Introduction	25
6.8.2	Solution details	25
6.8.3	Evaluation	25
6.9	Solution #9: Hosting party authentication using EAP-AKA’	26
6.9.1	Introduction	26
6.9.2	Solution details	26
6.9.3	Evaluation	27
6.10	Solution #10: Verify and authorise direct connections between 5G NR Femtos	27
6.10.1	Introduction	27
6.10.2	Solution details	27
6.10.3	Evaluation	28
6.11	Solution #11: Security solution for backhaul link between 5G NR Femto and 5G NRFemto MS	29
6.11.1	Introduction	29
6.11.2	Solution details	29
6.11.3	Evaluation	29
6.Y	Solution #Y: <Solution Name>	29
6.Y.1	Introduction	29
6.Y.2	Solution details	29
6.Y.3	Evaluation	29
7	Conclusions	29
Annex <X> (informative): Change history	30
Foreword	5
1	Scope	7
2	References	7
3	Definitions of terms, symbols and abbreviations	7
3.1	Terms	7
3.2	Symbols	7
3.3	Abbreviations	8
4	Security Architecture and Assumptions	8
5	Key issues	8
5.1	Key Issue #1: Security of 5G NR Femto Ownership	8
5.1.1	Key issue details	8
5.1.2	Security threats	9
5.1.3	Potential security requirements	9
5.2	Key issue #2: Authentication aspect of 5G NR Femto connecting to the operator network.	9
5.2.1	Key issue details	9
5.2.2	Security Threats	9
5.2.3	Potential security requirements	9
5.3	Key Issue #3: Support of 5G Femto location security	9
5.3.1	Key issue details	9
5.3.2	Security threats	9
5.3.3	Potential security requirements	10
5.4	Key Issue #4: UE access control	10
5.4.1	Key issue details	10
5.4.2	Security threats	10
5.4.3	Potential security requirements	10
5.5	Key Issue #5: Protection of backhaul link between 5G NR Femto and 5GC	10
5.5.1	Key issue details	10
5.5.2	Security threats	10
5.5.3	Potential security requirements	10
5.6	Key Issue #6: Hosting Party authentication	11
5.6.1	Key issue details	11
5.6.2	Security threats	11
5.6.3	Potential security requirements	11
5.7	Key Issue #7: Direct link between 5G NR Femtos	11
5.7.1	Key issue details	11
5.7.2	Security threats	11
5.7.3	Potential security requirements	11
5.8	Key Issue #8: 5G NR Femto management system accessible on the public internet	11
5.8.1	Key issue details	11
5.8.2	Security threats	12
5.8.3	Potential security requirements	12
5.X	Key Issue #X: <Key Issue Name>	12
5.X.1	Key issue details	12
5.X.2	Security threats	12
5.X.3	Potential security requirements	12
6	Solutions	12
6.0	Mapping of solutions to key issues	12
6.1	Solution #1: Reusing existing mechanism for Ownership Security	12
6.1.1	Introduction	12
6.1.2	Solution details	12
6.1.3	Evaluation	13
6.2	Solution #2: IKEv2 EAP-AKA-based authentication	13
6.2.1	Introduction	13
6.2.2	Solution details	13
6.2.3	Evaluation	14
6.3	Solution #3: Solution to secure backhaul of 5G NR Femto	14
6.3.1	Introduction	14
6.3.2	Solution details	14
6.3.3	Evaluation	15
6.4	  Solution #4: UE access control using CAG verification	15
6.4.1	 Introduction	15
6.4.2	 Solution details	15
6.4.3	 Solution Evaluation	17
6.Y	Solution #Y: <Solution Name>	17
6.Y.1	Introduction	17
6.Y.2	Solution details	17
6.Y.3	Evaluation	17
7	Conclusions	18
Annex <X> (informative): Change history	19


[bookmark: _Hlk155610654]

[bookmark: foreword][bookmark: _Toc1204][bookmark: _Toc175663087][bookmark: _Toc175663945][bookmark: _Toc167701507][bookmark: _Toc175664511]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc167701508][bookmark: _Toc10648][bookmark: _Toc175663088][bookmark: _Toc175663946][bookmark: _Toc175664512]
1	Scope
The present document studies the potential security enhancements for supporting 5G NR Femto. More specifically, the study will investigate potential security enhancements in the following areas:
-	With the gap analysis, study the potential updates or enhancements needed for 5G NR Femto over TS 33.320[2].
-	Study the security impacts for interworking between CAG and CSG cells.
-	Study the security impacts of enabling provisioning of subscribers allowed to access 5G NR Femto cells and how to manage 5G NR Femto access control by the Closed Access Group (CAG) owner or an authorized administrator.
[bookmark: references][bookmark: _Toc175663089][bookmark: _Toc167701509][bookmark: _Toc21126][bookmark: _Toc175663947][bookmark: _Toc175664513]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] 	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB)".
[3]	3GPP TR 23.700-45: "Study on system aspects of 5G NR Femto"
[4]	3GPP TS 23.501: "System Architecture for the 5G System".
[5]	3GPP TS 22.220: "Service requirements for Home Node B (HNB) and Home eNode B (HeNB)".
[6]	3GPP TS 38.799: "Study on Additional Topological Enhancements for NR"
[7]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS)"
[8]	3GPP TS 29.503: "5G System; Unified Data Management Services".
[9]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[10]	3GPP TS 33.501: "Security architecture and procedures for 5G system".



[bookmark: definitions][bookmark: _Toc167701510][bookmark: _Toc7578][bookmark: _Toc175663090][bookmark: _Toc175663948][bookmark: _Toc175664514]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc167701511][bookmark: _Toc175663949][bookmark: _Toc175663091][bookmark: _Toc1206][bookmark: _Toc175664515]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1], TR 23.700-45[3] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
CAG: as defined in TS 23.501 [4].
CSG: as defined in TS 22.220 [5].
Hosting Party: as defined in TS 22.220 [5].

[bookmark: _Toc2086439][bookmark: _Toc167701512][bookmark: _Toc26766][bookmark: _Toc175663092][bookmark: _Toc175663950][bookmark: _Toc175664516]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc167701513][bookmark: _Toc175663093][bookmark: _Toc175663951][bookmark: _Toc23282][bookmark: _Toc175664517]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CAG		Closed Access Group
CSG		Closed Subscriber Group


[bookmark: clause4][bookmark: _Toc11694][bookmark: _Toc167701514][bookmark: _Toc175663094][bookmark: _Toc175663952][bookmark: _Toc175664518]4	Security Architecture and Assumptions
The following architecture and security assumptions are applied to the present document:
[bookmark: _Toc106618430]- 	The architectural assumptions and principles captured in TR 23.700-45 [3] are used as architecture assumptions in this study.
-	The security architecture defined in clause 4.1 in TS 33.320[2] can be reused as basis for this study. Whether all components are all necessary and what are the function names in 5G will be studied in the present document.
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Figure 4.1: System Architecture of H(e)NB defined in TS 33.320[2]
-	The security requirements captured in TS 33.501 [4] Annex I.4 are used as security assumptions in this study.
[bookmark: _Toc27824][bookmark: _Toc175663953][bookmark: _Toc167701515][bookmark: _Toc175663095][bookmark: _Toc175664519]5	Key issues
[bookmark: _Toc159226034][bookmark: _Toc175663954][bookmark: _Toc175663096][bookmark: _Toc11064][bookmark: _Toc167701516][bookmark: _Toc175664520]5.1	Key Issue #1: Security of 5G NR Femto Ownership
[bookmark: _Toc159226035][bookmark: _Toc22890][bookmark: _Toc175663955][bookmark: _Toc167701517][bookmark: _Toc175663097][bookmark: _Toc175664521]5.1.1	Key issue details
According to TR 23.700-45 [3], the 5G NR Femto aims to re-use the existing CAG mechanism defined for PNI-NPN for access control. In order to add flexibility to the 5G NR Femto, the owner of 5G NR Femto (or CAG or both) is able to control which UE(s) can access to the 5G NR Femto. 
The 5G NR Femto owner or administrator (or CAG or both) may or may not belong to the operator domain and is able to provide/update CAG information to the network that 5G NR Femto serves and the network that the UE has subscription.
From a security point of view, a fake owner of 5G NR Femto or an unauthorized administrator may provision false information of subscribers allowed to access 5G NR Femto cells. Thus, only the authenticated 5G NR Femto owner or an authorized administrator is able to manage the CAG information for 5G NR Femto. A mechanism for authentication and authorization for the owner or administrator is needed.
[bookmark: _Toc167701518][bookmark: _Toc15395][bookmark: _Toc159226036][bookmark: _Toc175663098][bookmark: _Toc175663956][bookmark: _Toc175664522]5.1.2	Security threats
Unauthorized parties or fake owner of 5G NR Femto can gain access to the CAG information and perform unauthorized operation (e.g. update, deletion) to the CAG information if the owner or the administrator is not properly authenticated or authorized.
[bookmark: _Toc175663957][bookmark: _Toc175663099][bookmark: _Toc3067][bookmark: _Toc159226037][bookmark: _Toc167701519][bookmark: _Toc175664523]5.1.3	Potential security requirements
The 5GS shall support means for authentication and authorization of the 5G NR Femto owner. 

[bookmark: _Toc136273035][bookmark: _Toc167701520][bookmark: _Toc13467][bookmark: _Toc175663100][bookmark: _Toc175663958][bookmark: _Toc107949223][bookmark: _Toc136273036][bookmark: _Toc107949224][bookmark: _Toc175664524]5.2	Key issue #2: Authentication aspect of 5G NR Femto connecting to the operator network. 
[bookmark: _Toc175663101][bookmark: _Toc167701521][bookmark: _Toc12720][bookmark: _Toc175663959][bookmark: _Toc175664525]5.2.1	Key issue details 
When a 5G NR Femto  connects to the operators’ core network, based on a deployment scenario the 5G NR Femto cell may not be in operators’ control. The 5G NR Femto may be using unsecure public and/or 3rd party network to connect with the operator core. If a fake 5G NR Femto connects to operator’s security domain, it may steal sensitive information from operator’s security domain and/or provision false information to operator’s security domain. Unless adequate security measures are in place, this may make both, the 5G NR Femto as well as operator’s network vulnerable to security threats and compromise its integrity and functionality.
[bookmark: _Toc136273037][bookmark: _Toc167701522][bookmark: _Toc107949225][bookmark: _Toc175663960][bookmark: _Toc22340][bookmark: _Toc175663102][bookmark: _Toc175664526]5.2.2	Security Threats
Possible loss of confidentiality, integrity and threats on network availability are likely due to lack of security of the services offered by 5G NR Femtos deployed in non-trusted environments.
-	Malicious attacker may claim to be genuine 5G NR Femto in order to request certain services (theft of service) or information (data leakage) and mount further attacks towards the core network.
-	Man in the Middle attacks between the genuine 5G NR Femto and the operator’s core network.
[bookmark: _Toc136273038][bookmark: _Toc175663961][bookmark: _Toc107949226][bookmark: _Toc19202][bookmark: _Toc175663103][bookmark: _Toc167701523][bookmark: _Toc175664527]5.2.3	Potential security requirements 
The 5GS shall support a mechanism to establish mutual authentication between 5GS and 5G NR Femto.

[bookmark: _Toc167701524][bookmark: _Toc175663104][bookmark: _Toc20873][bookmark: _Toc175663962][bookmark: _Toc175664528]5.3	Key Issue #3: Support of 5G Femto location security
[bookmark: _Toc155687118][bookmark: _Toc11039][bookmark: _Toc175663105][bookmark: _Toc175663963][bookmark: _Toc167701525][bookmark: _Toc175664529]5.3.1	Key issue details
The 5G NR Femto can be deployed in residential homes, the buildings of enterprises and small business etc., and are  out of the direct operators’ control. Operators require assurance of the 5G Femto location to satisfy various security, regulatory and operational requirements. 
TS 33.320 [2] lists some information which may be used to perform location verification and specifies H(e)MS and/or HNB-GW as the verifying node, based on the gap analysis, this key issue is supposed to investigate whether the location verification information list may need to be updated or complemented.
[bookmark: _Toc155687119][bookmark: _Toc175663106][bookmark: _Toc24460][bookmark: _Toc175663964][bookmark: _Toc167701526][bookmark: _Toc175664530]5.3.2	Security threats
If an attacker either changes the location information of an 5G NR Femto or is in position to mis-inform 5G NR Femto regarding its location. Thus a stolen 5G NR Femto could be used in unwanted place, the following problems may occur:
- Users: Users might have no service in primarily expected location. Emergency calls might be routed to the wrong location.
- Operator network: Provisioning of services meant for different location with potential impact on revenue.
If 5G Femto changes its location without reporting, customers may relocate Femto and make the provisioned location information invalid, the following problems may occur:
- Users: Emergency call from such Femto cannot be reliably located, or routed to correct emergency centre. This also violates governmental requirements in some counties.
- Operator: Lawful interception position reporting becomes impossible.
[bookmark: _Toc175663107][bookmark: _Toc167701527][bookmark: _Toc9380][bookmark: _Toc175663965][bookmark: _Toc155687120][bookmark: _Toc175664531]5.3.3	Potential security requirements
5G NR Femto location verification mechanism shall be supported to satisfy various security, regulatory and operational requirements of operators.

[bookmark: _Toc175663108][bookmark: _Toc167701528][bookmark: _Toc31858][bookmark: _Toc175663966][bookmark: _Toc175664532]5.4	Key Issue #4: UE access control
[bookmark: _Toc175663109][bookmark: _Toc167701529][bookmark: _Toc21813][bookmark: _Toc175663967][bookmark: _Toc175664533]5.4.1	Key issue details
SA2’s architecture assumes that the existing CAG concept defined for PNI-NPN is re-used for Femto access control. This key issue investigates UE access control mechanism to support the UE accessing to the cell of 5G NR Femto. 
Editor’s Note: Based on SA2 outcome, the access control mechanism to support UE moving between CAG cell of 5G NR Femto and CSG cell is FFS.
[bookmark: _Toc27161][bookmark: _Toc167701530][bookmark: _Toc175663968][bookmark: _Toc175663110][bookmark: _Toc175664534]5.4.2	Security threats
If a rogue UE accesses to an 5G Femto gNB with a given CAG ID, to which it does not belong to, the following types of attacks could potentially occur:
-  The wasting of resource of 5G NR Femto.
-  The Femto owner might end-up paying the charges for the rogue user.
[bookmark: _Toc167701531][bookmark: _Toc20186][bookmark: _Toc175663969][bookmark: _Toc175663111][bookmark: _Toc175664535]5.4.3	Potential security requirements
UE access control with CAG concept of 5G NR Femto shall be supported. 

[bookmark: _Toc29565][bookmark: _Toc175663970][bookmark: _Toc175663112][bookmark: _Toc167701532][bookmark: _Toc175664536]5.5	Key Issue #5: Protection of backhaul link between 5G NR Femto and 5GC
[bookmark: _Toc175663113][bookmark: _Toc167701533][bookmark: _Toc5454][bookmark: _Toc175663971][bookmark: _Toc175664537]5.5.1	Key issue details
5G NR Femto will connect with operator’s core network . The backhaul will carry signaling messages of the UE and 5G NR Femto, and the User Plane messages of UE. This key issue investigates the protection mechanism for the traffic on the backhaul link between 5G NR Femto and 5GC.
NOTE 1: This key issue will be further revised based on the progress of RAN3.
[bookmark: _Toc167701534][bookmark: _Toc175663114][bookmark: _Toc10077][bookmark: _Toc175663972][bookmark: _Toc175664538]5.5.2	Security threats
Not applicable.
[bookmark: _Toc167701535][bookmark: _Toc22170][bookmark: _Toc175663115][bookmark: _Toc175663973][bookmark: _Toc175664539]5.5.3	Potential security requirements
The transport of control plane data over backhaul shall be integrity, confidentiality and replay-protected.
The transport of user data over backhaul shall be integrity, confidentiality and replay-protected

[bookmark: _Toc29911][bookmark: _Toc167701536][bookmark: _Toc175663116][bookmark: _Toc175663974][bookmark: _Toc175664540]5.6	Key Issue #6: Hosting Party authentication
[bookmark: _Toc167701537][bookmark: _Toc16818][bookmark: _Toc175663975][bookmark: _Toc175663117][bookmark: _Toc175664541]5.6.1	Key issue details
The optional EAP-AKA-based hosting party authentication following the device authentication of the H(e)NB is documented in TS 33.320 [2], it needs to investigate whether the IKEv2 EAP-AKA authentication mechanism is appropriate for 5G Femto. 
This key issue proposes to investigate whether the IKEv2 EAP-AKA authentication mechanism is still appropriate for 5G Femto, whether any upgrade is needed, and the related procedure.
[bookmark: _Toc175663118][bookmark: _Toc8727][bookmark: _Toc167701538][bookmark: _Toc175663976][bookmark: _Toc175664542]5.6.2	Security threats
Identity authentication is the basis of security, if the hosting party is required, lack of authentication for the hosting party may lead to spoofing or impersonation attacks.
[bookmark: _Toc167701539][bookmark: _Toc175663977][bookmark: _Toc13051][bookmark: _Toc175663119][bookmark: _Toc175664543]5.6.3	Potential security requirements
When hosting party is required in 5G Femto, the related hosting party authentication mechanism shall be supported.

[bookmark: _Toc167701540][bookmark: _Toc5451][bookmark: _Toc175663978][bookmark: _Toc175663120][bookmark: _Toc175664544]5.7	Key Issue #7: Direct link between 5G NR Femtos
[bookmark: _Toc167701541][bookmark: _Toc28114][bookmark: _Toc175663121][bookmark: _Toc175663979][bookmark: _Toc175664545]5.7.1	Key issue details
A 5G NR Femto may establish a direct link to another 5G NR Femto. If the direct link is not protected, the traffic may be eavesdropped, or tampered etc. And if a fake or unauthorized 5G NR Femto connects to another 5G NR Femto, it may steal sensitive information from the 5G NR Femto and/or provision false information to the 5G NR Femto.
[bookmark: _Toc175663122][bookmark: _Toc175663980][bookmark: _Toc27265][bookmark: _Toc167701542][bookmark: _Toc175664546]5.7.2	Security threats
If traffic on the direct link between 5G NR Femtos is not confidentiality protected, sensitive information may be leaked to unauthorized entities.
If the integrity of the traffic on the direct link between 5G NR Femtos is not protected, the data may be modified.
A fake or unauthorized 5G NR Femto may steal sensitive information from another 5G NR Femto and/or provision false information to another 5G NR Femto.
[bookmark: _Toc175663981][bookmark: _Toc5017][bookmark: _Toc167701543][bookmark: _Toc175663123][bookmark: _Toc175664547]5.7.3	Potential security requirements
5GS shall support confidentiality, integrity, and replay protection for direct link between 5G NR Femtos.
5GS shall support authenticate and authorize the direct link between 5G NR Femtos.

[bookmark: _Toc167701544][bookmark: _Toc175663124][bookmark: _Toc175663982][bookmark: _Toc25876][bookmark: _Toc175664548]5.8	Key Issue #8: 5G NR Femto management system accessible on the public internet
[bookmark: _Toc19407][bookmark: _Toc167701545][bookmark: _Toc175663125][bookmark: _Toc175663983][bookmark: _Toc175664549]5.8.1	Key issue details
The 5G NR Femto management system(Femto MS) configures 5G NR Femto and installs software updates on the 5G NR Femto according to the operator’s policy. The Femto MS may be located inside the operator’s access or core network (accessible on the MNO Intranet) or outside of it (accessible on the public internet). 
When the Femto MS is accessible on the public internet, a fake or unauthorized 5G NR Femto may connect to the Femto MS, or a 5G NR Femto may connect to a fake Femto MS. And if the connection between 5G NR Femto and Femto MS is not protected, the traffic may be eavesdropped, or tampered etc.
[bookmark: _Toc459][bookmark: _Toc167701546][bookmark: _Toc175663126][bookmark: _Toc175663984][bookmark: _Toc175664550]5.8.2	Security threats
If the connection between 5G NR Femto and Femto MS is not confidentiality protected, sensitive information may be leaked to unauthorized entities.
If the integrity of the traffic between 5G NR Femto and Femto MS is not protected, the data may be modified.
A fake or unauthorized 5G NR Femto may steal sensitive information from Femto MS.
A fake or unauthorized Femto MS may provision false information to 5G NR Femto.
[bookmark: _Toc167701547][bookmark: _Toc175663127][bookmark: _Toc175663985][bookmark: _Toc28219][bookmark: _Toc175664551]5.8.3	Potential security requirements
5GS shall support confidentiality, integrity, and replay protection for the connection between 5G NR Femto and Femto MS.
5GS shall support mutual authentication and authorization between 5G NR Femto and Femto MS.

[bookmark: _Toc175663986][bookmark: _Toc175663128][bookmark: _Hlk157080873][bookmark: _Toc175664552]5.9	Key issue #9: 5GS Core network topology hiding from 5G NR Femto deployments 
[bookmark: _Toc175663987][bookmark: _Toc175663129][bookmark: _Toc175664553]5.9.1	Key issue details 
When a Femto cell connects to the operators’ core network, based on a deployment scenario the Femto may not be under direct control of the operator. The 5G NR Femto may be using unsecure public and/or 3rd party network to connect with the operator core. In such a deployment scenario, visibility of the operators’ core network toplogy to the5G NR Femto, this may make the operator’s network vulnerable to may threats.
[bookmark: _Toc175663130][bookmark: _Toc175663988][bookmark: _Toc175664554]5.9.2	Threats
Vsisbility of the operators’ core network toplogy to the 5G NR Femto connected over public unsecure networks, may make the operator’s network vulnerable to may threats by exposing it and provding insights about the network to potential rouge entities.


[bookmark: _Toc175663131][bookmark: _Toc175663989][bookmark: _Toc175664555]5.9.3	Potential security requirements 
[bookmark: _Hlk116579111]
The 5GS should support a mechanism to establish connectivity with the 5G NR Femto, to enable the femto cells to offer services while hiding the 5GS core network toplogy from the 5G NR Femto.
Editor’s Note: Solutions can consider re-using clause 4.2.5 from TS 33.320 [2] as much as possible.

[bookmark: _Toc48930863][bookmark: _Toc513475447][bookmark: _Toc175663132][bookmark: _Toc95076612][bookmark: _Toc22255][bookmark: _Toc106618431][bookmark: _Toc49376112][bookmark: _Toc167701548][bookmark: _Toc175663990][bookmark: _Toc56501565][bookmark: _Toc175664556]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc48930864][bookmark: _Toc95076613][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc106618432][bookmark: _Toc18236][bookmark: _Toc167701549][bookmark: _Toc513475448][bookmark: _Toc175663991][bookmark: _Toc175663133][bookmark: _Toc175664557]5.X.1	Key issue details
[bookmark: _Toc106618433][bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc95076614][bookmark: _Toc6601][bookmark: _Toc49376114][bookmark: _Toc175663992][bookmark: _Toc56501567][bookmark: _Toc167701550][bookmark: _Toc175663134][bookmark: _Toc175664558]5.X.2	Security threats
[bookmark: _Toc56501568][bookmark: _Toc95076615][bookmark: _Toc175663993][bookmark: _Toc49376115][bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc175663135][bookmark: _Toc106618434][bookmark: _Toc167701551][bookmark: _Toc4019][bookmark: _Toc175664559]5.X.3	Potential security requirements
[bookmark: _Toc7540][bookmark: _Toc175663994][bookmark: _Toc175663136][bookmark: _Toc95076616][bookmark: _Toc167701552][bookmark: _Toc106618435][bookmark: _Toc175664560]6	Solutions
[bookmark: _Toc167701553][bookmark: _Toc175663137][bookmark: _Toc15653][bookmark: _Toc175663995][bookmark: _Toc175664561]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
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[bookmark: _Toc175663996][bookmark: _Toc167701554][bookmark: _Toc175663138][bookmark: _Toc31977][bookmark: _Toc48930869][bookmark: _Toc56501632][bookmark: _Toc49376118][bookmark: _Toc106618436][bookmark: _Toc513475452][bookmark: _Toc95076617][bookmark: _Toc175664562]6.1	Solution #1: Reusing existing mechanism for Ownership Security
[bookmark: _Toc13318][bookmark: _Toc175663997][bookmark: _Toc175663139][bookmark: _Toc167701555][bookmark: _Toc175664563]6.1.1	Introduction
This solution addresses KI#1 Security of 5G NR Femto Ownership.
[bookmark: _Toc29349][bookmark: _Toc175663140][bookmark: _Toc167701556][bookmark: _Toc175663998][bookmark: _Toc175664564]6.1.2	Solution details
The 5G NR Femto owner or administrator is able to provide/update CAG information to the network. The owner or administrator can be assumed as an AF in the MNO domain or an AF external to MNO domain. To enhance the 5GS to support receiving and updating of CAG information, the authentication and authorization between AF and the UDM/UDR5GC NF needs to be supported.
The 5G NR Femto owner interacts with the 5GC NFUDM/UDR using Service-based Interfaces. The existing 5G security mechanism can be reused for the transfer of CAG information over the SBA interface between the owner and the 5GC NFUDM/UDR. When the owner is located in the operator’s network, the 5GC NFUDM/UDR uses Service-Based Interface as depicted in clause 13 of TS 33.501 [4] to communicate with the owner directly. When the owner is located outside the operator’s network, the NEF is used to exchange the messages between the owner and the UDM/UDR5GC NF. The security aspects of NEF is specified in clause 12 of TS 33.501[4].
Editor’s Note: The definition of 5G NR Femto Owner is to be align with SA2.
Editor’s Note: The specific 5GC NF that managing the received CAG information is to be aligned with SA2.
[bookmark: _Toc167701557][bookmark: _Toc175663141][bookmark: _Toc175663999][bookmark: _Toc30032][bookmark: _Toc175664565]6.1.3	Evaluation
TBDThis solution is align with the progress of system aspects in TR 23.700-45 [3], where the 5GC NF that managing the received CAG information is UDM/UDR. This solution realizes the authentication and authorization requirement between CAG owner or an authorized administrator and UDM/UDR using the existing SBI procedures, without great impact to the 5GC network functions and procedures.

[bookmark: _Toc167701558][bookmark: _Toc12903][bookmark: _Toc175664000][bookmark: _Toc175663142][bookmark: _Toc175664566]6.2	Solution #2: IKEv2 EAP-AKA-based authentication
[bookmark: _Toc175664001][bookmark: _Toc167701559][bookmark: _Toc175663143][bookmark: _Toc27085][bookmark: _Toc175664567]6.2.1	Introduction
This solution addresses KI#2.
This solution proposes to reuse IKEv2 certificate-based authentication as described in TS 33.320 [2] Clause 7.2. This solution also proposes to add IKEv2 EAP-AKA-based authentication as an option.
[bookmark: _Toc167701560][bookmark: _Toc32200][bookmark: _Toc175663144][bookmark: _Toc175664002][bookmark: _Toc175664568]6.2.2	Solution details
When IKEv2 certificate-based authentication is used for authentication between 5G NR Femto and SeGW, the procedure in TS 33.320 [2] Clause 7.2 can be reused.
When IKEv2 EAP-AKA-based authentication is used for authentication between 5G NR Femto and SeGW, the procedure is shown in Figure 6.2-1. The 5G NR Femto is provided by means of a UICC. Subscription data and authentication vectors can be configured in the AAA server, or AAA server can fetch them from UDM.
[image: ]
Figure 6.2-1 IKEv2 EAP-AKA-based authentication
1.	Following successful device integrity check, the 5G NR Femto sends an IKE_SA_INIT request to the SeGW.  
2.	The SeGW sends IKE_SA_INIT response to the 5G NR Femto.
3.	The 5G NR Femto sends IKE_AUTH request message with the 5G NR Femto’s identity in the IDi payload and the AUTH payload omitted to inform the SeGW that the 5G NR Femto wants to perform EAP authentication.
4.	The SeGW sends the Authentication Request message with an empty EAP AVP to the AAA Server, containing the identity received in IKE_AUTH request message received in step 3.
5.	The AAA Server shall fetch the subscription data and authentication vectors from UDM if the subscription data and authentication vectors are not configured in the AAA Server. The AAA Server initiates the authentication challenge.
6.	The SeGW sends IKE_AUTH response to 5G NR Femto. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.
7.	The 5G NR Femto processes the EAP challenge message and verifies the AUTN and generates the RES parameters.The 5G NR Femto sends the IKE_AUTH request with the EAP-Response/AKA-Challenge to the SeGW.
8.	The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.
9.	When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.
10.	The EAP Success message is forwarded to the 5G NR Femto over IKEv2 in IKE_AUTH response..
11.	The 5G NR Femto takes its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The IKE_AUTH request with the AUTH parameter is sent to the SeGW.
12.	The SeGW checks the correctness of the AUTH received from the 5G NR Femto. The MSK received in step 9 is used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages. Then the IKE_AUTH response with AUTH parameter is sent to the 5G NR Femto together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
13.	If the SeGW detects that an old IKE SA for that 5G NR Femto already exists, it will delete the IKE SA and send the 5G NR Femto an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in 5G NR Femto.
[bookmark: _Toc175664003][bookmark: _Toc175663145][bookmark: _Toc167701561][bookmark: _Toc16578][bookmark: _Toc175664569]6.2.3	Evaluation
This solution addresses KI#2 by reusing IKEv2 certificate-based authentication and adding IKEv2 EAP-AKA-based authentication as an option. 
When IKEv2 EAP-AKA-based authentication is used, the 5G NR Femto needs to be provided by means of a UICC, AAA server needs to be introduced to the 5GC, and the UDM needs to support AAA server, the interface between AAA, UDM needs to be further defined.
TBD.

[bookmark: _Toc175663146][bookmark: _Toc12996][bookmark: _Toc175664004][bookmark: _Toc167701562][bookmark: _Toc175664570]6.3	Solution #3: Solution to secure backhaul of 5G NR Femto
[bookmark: _Toc167701563][bookmark: _Toc17627][bookmark: _Toc175663147][bookmark: _Toc175664005][bookmark: _Toc175664571]6.3.1	Introduction
The proposed solution addresses the security requirement of key issue#2 and key issue#5. 
[bookmark: _Toc167701564][bookmark: _Toc175663148][bookmark: _Toc175664006][bookmark: _Toc19314][bookmark: _Toc175664572]6.3.2	Solution details
The SeGW network element at the border of security domains can be deployed. Here, the 5G NR Femto is in customer premises in one security domain, and the 5GS is in MNO in another security domain. The SeGW in the 3GPP system architecture sits at the front of any form of potential 5G NR Femto aggregation function, if exists, and interacts with 5G NR Femto as shown in figure 6.3.1.
[image: ]
Figure 6.3.1 Secure backhaul for 5G NR Femto
The SeGW can provide the following security properties to address KI#2 and KI#5: mutual authentication, topology hiding, confidentiality/integrity and anti-replay protection.
The HgNB and SeGW can inherit principles from clauses 4.3.1, 4.4.2, 4.4.3, and 7 of TS 33.320 [2].  
Editor's Note: Any form of aggregation in the 5G NR Femto backhaul is an architectural decision by RAN3/SA2.
[bookmark: _Toc167701565][bookmark: _Toc24965][bookmark: _Toc175664007][bookmark: _Toc175663149][bookmark: _Toc175664573]6.3.3	Evaluation
The solution is agnostic to system architecture options work in progress in TR 38.799 [6]. i.e., whether there is an 5G NR Femto Access Gateway for 5G NR Femto aggregation, or vCU provides aggregation capability, or there is no aggregation of any kind in the backhaul. 

[bookmark: _Toc16500][bookmark: _Toc175663150][bookmark: _Toc175664008][bookmark: _Toc175664574]6.4			Solution #4: UE access control using CAG verification
[bookmark: _Toc9248][bookmark: _Toc175663151][bookmark: _Toc175664009][bookmark: _Toc175664575]6.4.1		Introduction
This solution assumes that secure connection between 5G NR Femto and Serving Network is pre-established.

This solution proposes the following:
· Include Cell Access Mode, CAG ID and 5G NR Femto ID along with NAS Registration Request message from 5G NR Femto to AMF.
· If AMF receives the cell access mode as closed access mode, AMF requests UDM to provide allowed CAG list for the UE requesting for the NAS registration.
· If the CAG ID received from 5G NR Femto is in the allowed CAG list received from UDM, AMF proceeds with UE authentication procedure and subsequent security context establishments as per legacy procedures.
· If the CAG verification fails (CAG ID received from 5G NR Femto is NOT in the allowed CAG list received from UDM), NAS Registration Reject is sent from AMF with the cause for unauthorized CAG access (as per TS 24.501 [7] clause 9.11.3.2)
· This CAG verification can be done before proceeding for UE authentication procedure, or after completion of UE authentication procedure but before establishing NAS security context.


[bookmark: _Toc3045][bookmark: _Toc175663152][bookmark: _Toc175664010][bookmark: _Toc175664576]6.4.2		Solution details
Figure 6.4.2-1 shows the message sequence where CAG verification is done at AMF before UE authentication procedure.



[bookmark: _Ref165632127]Figure 6.4.2-1.: CAG verification before UE authentication
Figure 6.4.2-2 illustrates the message sequence where the CAG verification can be done after UE authentication procedure is successfully completed, but before NAS security context establishment.
In both scenarios, AMF requests UDM to provide allowed CAG list and checks if the CAG ID received from 5G NR Femto along with NAS registration request is in the received allowed CAG list. Implementations can re-use existing CAG verification which is performed at UDM, as per clause 5.4.2.2.2 (Step 2b) from TS 29.503 [X], in which case, 200 OK or 403 Forbidden responses can be sent by the UDM according to success or failure respectively.
If this succeeds, further steps are executed as per legacy. If it fails, NAS registration reject message is sent with cause as unauthorized CAG access (per TS 24.501 [7] clause 9.11.3.2).




[bookmark: _Ref165632167]Figure 6.4.2-2: CAG verification after UE authentication
This solution proposes re-use of the following:
· Clause 5.4.2.2.2 (Step 2b) from TS 29.503 [8] defines the CAG verification before UE authentication by the UDM.
· Solution proposes that reject to be done before or after UE authentication, if CAG verification fails.
· This can allow core networks to optimize the procedure based on number of times the CAG verification has failed, and reduce signaling for potentially malicious UEs and/or manual mode selection, i.e., based on the frequency of the registration attempt the network shall decide whether to reject the request before authentication to avoid signalling overhead (if there is re-try frequent) or after authentication (if updated Allowed CAG list to be provided to the UE), so that AMF send the CAG information in the protected NAS reject message.
· TS 24.501 [7] clause 9.11.3.2: Sending NAS registration reject message with existing cause as unauthorized CAG access if:
· CAG ID verification fails based on subscription data available at UDM.
· TS 23.501 [4] clause 5.30.3.4: AMF includes CAG information in the protected NAS reject message.
NOTE: Requiring CAG verification for each UE at core network can have additional load on the network.
[bookmark: _Toc175663153][bookmark: _Toc175664011][bookmark: _Toc8105][bookmark: _Toc175664577]6.4.3		Solution Evaluation
This solution has impacts on 5G NR Femtocell, AMF and UDM. This solution can help avoid significant amount of signaling if CAG verification fails.
This solution addresses key issue #4.
Editor’s Note: Further evaluation is FFS.

[bookmark: _Toc175664578]6.5			Solution #5: Security of 5G NR Femto Ownership
This solution assumes that an AF (web tool) is available to the femto owner to provide authenticated and authorized access to update the allowed CAG list. This is similar to 4G.
This solution proposes the following:
· Pre-provisioned femto owner credentials and/or operator CA signed certificate in UDM/UDR.
· Using AF (web tool), the femto owner presents the credentials and/or operator CA signed certificate for authentication and authorization.
· AF forwards these credentials and/or operator CA signed certificate to NEF.
· NEF further interacts with UDM/UDR to authenticate and authorize the femto owner. Only authenticated and authorized femto owners can update the allowed CAG list.


[bookmark: _Toc175664579]6.5.1		Solution details
Figure 1 shows the message sequence where femto manager authentication procedure using encrypted usrname and password.
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Figure 1: Femto manager authentication using username & password
Option 1: Using encrypted username and password.
Step 1: AF sends Nnef_ParameterProvision with encrypted username, password and CagIdList to NEF (It is assumed that Femto owner-AF and 5GC(UDM/UDR) have negotiated and agreed the encryption algorithm and mechanism).
Step 2: In this step, NEF requests UDM/UDR to verify the username and password using new Nudr_FemtoOwnerAuthentication request API. During Stage 3 standardization API name may be decided.
Step 3: In this step, UDM/UDR decrypts and verifies username and password with already stored username and password for that femto owner in UDM/UDR.
Step 4: UDM/UDR responds to NEF using new API Nudr_FemtoOwnerAutentication Response.
Step 5: After the successful authentication NEF initiates allowed CAG list add/modify/delete operations as it has already received allowedCagList as it is received in step 1.
Step 6: IF the authentication in Step 6 succeeds, existing mechanism may be used to add/modify/delete allowedCagList for a UE.
Step 7: IF the authentication fails in Step 5, NEF sends Nnef_ParameterProvision with new failure cause=un-authorized femto owner or CAG manager.
Option 2: using certificates issued by the operator CA.
Step 1: AF sends Nnef_ParameterProvision with certificate issued from operator’s CA and CagIdList to NEF.
Step 2: In this step, NEF requests UDM/UDR to verify the certificate received from the AF (femto owner) new Nudr_FemtoOwnerAuthentication request API. During Stage 3 standardization API name may be decided.
Step 3: In this step, UDM/UDR verifies certificate with already stored certificate for that femto owner in UDM/UDR.
Step 4: Same as the option 1 (step 4 - 7).

[bookmark: _Toc175664580]6.5.2		Solution Evaluation
Editor’s Note: The definition of 5G NR Femto Owner needs to be aligned with SA2.
TBD

[bookmark: _Toc175664581]6.6			Solution #6: Security of 5G NR Femto Ownership
This solution proposes the following:
· This solution assumes following.
a. DAC is pre-configured femto owner/manager’s biometric templates and other relevant information which may include government ID proof, etc., at the time of femto device procurement from the opetor’s store.
b. UDM/UDR is pre-configured with username, password, serial number of Femto, Social Security number / GovtID of femto owner/manager of HgNB ID, encryption alorithms. 
· Femto owner/manager reigsters with network as one time so that he can operate (add/delete/modify) on the allowed CAG list of the users.
· In this solution, “biometric templates” imply symmetric hashes derived from biometrics collected. This is similar to existing implementations in UEs supporting biometric based authentication where multiple biometrics are collected from the user and the templates are stored internally for future use.

[bookmark: _Toc175664582]6.6.1		Solution details
Figure 1 shows the message sequence where femto manager authentication procedure using encrypted usrname and password.

[image: ]
Figure 1: Multi-factor authentication based femto owner/manager registration procedure.
· DAC (Digital Asset Container) stores the biometric templates of the femto manager. DAC is managed by the operator and this enables operator to populate the DAC with femto manager details during the femto device procurement.
· End user visits operator’s store to purchase/procure the Femto device by providing Name, Phone number and Govt ID proof (E.g., SSN – Social Security Number) and biometric templates.
· Operator’s representative at store maps the end username, phone number with Femto serial number, HgNB ID, Installation location, CAG IDs supported by that Femto device in the operator’s database (it may be in UDM/UDR), permissions to operate on allowed CAG list for UE(s).
· UDM/UDR (or any equivalent NF) creates and stores the mapping based on the information received in step 2 & also verifies femto manager’s biometric templates form the DAC (Digital Asset Container).
· Femto owner establishes connectivity with operator using his USIM. (same as TS 23.502 clause 4.2.2.2.2). This step is done so that Femto owner can send the username, password, and phone number and other details on a secured network.
· Femto owner sings up using the AF (web-based tool) by providing the phone number, username, password, encryption algorithm and biometric templates.
· UDM/UDR and DAC verifies the femto managers biometric details.
· Femto owner receives OTP to his mobile.  
· Femto owner provides the OTP received from the operator.
· UDM/UDR verifies the OTP received from the Femto owner. Now Femto owner is registered with the operator’s network.
· Operator send the certificate(s) to the Femto owner (AF: web-based tool). This is the certificate(s) used by the femto owner to authenticate with core network while adding / modifying / deleting the allowed CAG list for UE(s).
· Femto one-time registration is successful. From now onwards, Femto owner/manager can add/modify/delete the allowed CAG List based on the need.

[bookmark: _Toc175664583]6.6.2		Solution Evaluation
Editor’s Note: The definition of 5G NR Femto Owner needs to be aligned with SA2.
TBD

[bookmark: _Toc175664584]6.7			Solution #7: Support of 5G NR Femto location security
This solution proposes the following:
· This solution assumes that LMF is pre-configured with the 5G NR Femto location when a new Femto is deployed.
· Location verification of the femto device is done by the core network with assistance from the UEs connected to the Femto.
a. Solution does not rely on the Femto to get the location.
· With the knowledge of Femtocell’s coverage region and the location information provided by the UEs connected to the network via the femtocell, the exact location of the Femtocell can be verified.
· Also, this solution proposes to inform Operator or an automation function about any Femto location verification failures.

[bookmark: _Toc175664585]6.7.1		Solution details
Figure 1 shows the message sequence where Core network (AMF) initiated location verification.
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Figure 1: Core network (AMF) initiated location verification.
Note: For the figure 1, 3GPP TS 23.273 Figure 6.11.1-1 is used as a base.
· 5G NR Femto sends NG Setup Request by including the 5G NR Femto ID as per TS 38.413.
· AMF responds with NG Setup Response indicating the NG connection is successful.
· UE registers with network and is in the RRC connected state.
· If 5G NR Femto ID is included in the NG Setup request, AMF decides to initiates  location verification of 5G NR Femto.
· AMF obtains UE location using NAS TRANSPORT messages for requesting the UE position, or, using MDT reports provided by the UE. For MDT reports, prior user-consent is verified before seeking the report from UEs connected with the Femto.
· NOTE: If the payload container type is set to "Location services message container" and is included in the UL NAS TRANSPORT, DL NAS TRANSPORT or CONTROL PLANE SERVICE REQUEST message, the payload container contents include location services message payload. This is as per existing 3GPP specification TS 24.501.

· After obtaining UE location, AMF requests LMF to verify the location information by sending new message Nlmf_DetermineFemtoLocation Request by including 5G NR Femto ID, Location information, optionally 5G NR Femto serial may be sent to AMF (during Stage 3 standardization API name may be decided). Any of the existing equivalent message may also be used.
· LMF verifies Location information received from AMF with operator configured location (optionally 5G NR Femto serial number may be considered). Here, LMF uses the 5G NR Femto location information and Femto range to verify whether the UE is within the configured range (coverage area) and checks the relative location to confirm that the 5G NR Femto is at the location where it is supposed to be.
· LMF responds to AMF with location verification of 5G NR Femto is success.
· If the verification is successful Femto services can be continued as normal.
· If the received location information from AMF (in step 6) is not within the range (coverage area) of the  configured/stored Femto location in the LMF then AMF sends Nlmf_DetermineFemtoLocation Response message to AMF with failure cause = “Femto/5G NR Femto device location has been changed as compared to assigned location”.
· AMF notifies operator to take corrective measures because the 5G NR Femto has moved from its location. Also, this can be an indication of a false/compromised 5G NR Femto. Operator can use this information to further apply analytics and derive patterns if any. In some implementations, this information can be sent to an automation function (like NWDAF/MDAF) which can take automated decisions based on analytics.
· Operator/automation function disables the services to 5G NR Femto due to the change of 5G NR Femto location. In some implementations, the operator/automation function can download factory software with a range of 0 meters, or, disable the broadcast/pilot channel, or any other such methods to ensure that the compromised 5G NR Femto cannot be used.
· Operator/automation function informs the Femto owner about the disabled services via SMS or other means. This can enable any genuine Femto owners to approach the operator and resolve the problem. Also, Operator/automation function may inform the LEA about this finding of false/compromised 5G NR Femto, if needed based on local regulations.
[bookmark: _Toc175664586]6.7.2		Solution Evaluation
Editor’s Note: How the AMF find the right LMF that can perform the 5G NR Femto location verification is FFS.
TBD

[bookmark: _Toc175663154][bookmark: _Toc175664012][bookmark: _Toc175664587]6.8	Solution #8: Security solution for backhaul link between 5G NR Femto and 5GC
[bookmark: _Toc175664013][bookmark: _Toc175663155][bookmark: _Toc175664588]6.8.1	Introduction
This solution addresses requirement in KI#5, based on the option1 and option2 architectures captured in TR 38.799[6]
The backhaul link between 5G NR Femto and 5GC can be split to two different basic interfaces: the interface between 5G NR Femto and the SeGW, and the interface between the SeGW and the 5GC. The interface between the SeGW and the 5GC can be further split into two interfaces based on whether a new function is introduced into 5GC. This solution covers the security for all 3 potential interfaces. 
[bookmark: _Toc175663156][bookmark: _Toc175664014][bookmark: _Toc175664589]6.8.2	Solution details
The protection of the interface between 5G NR Fetmo and the SeGW is based on IPsec, the keys used for IPsec is pre-configured and is based on certificate is addressed in other solution.
When a new NF is needed the protection of the interface between SeGW and NF is also based on NDS/IP as specified in TS 33.210 [9]. The protection of the interface between 5FTMF with other 5GC function reuses the protection for N2 or N3 as defined in TS 33.501[10].
When a new 5GC function is not needed, the protection of the interface between SeGW and the function in 5GC is the same as N2 or N3 as defined in clause 9 in TS 33.501[10].
[bookmark: _Toc175663157][bookmark: _Toc175664015][bookmark: _Toc175664590]6.8.3	Evaluation
TBD

[bookmark: _Toc175663158][bookmark: _Toc175664016][bookmark: _Toc175664591]6.9	Solution #9: Hosting party authentication using EAP-AKA’ 
[bookmark: _Toc175663159][bookmark: _Toc175664017][bookmark: _Toc175664592]6.9.1	Introduction
This solution addresses requirement in KI#6.
In this solution, EAP-AKA’ authentication between 5G NR Femto and 5GC is introduced. The solution is trying to reuse NSWO authentication defined in clause S.3.2 of TS 33.501[10]. 
[bookmark: _Toc175663160][bookmark: _Toc175664018][bookmark: _Toc175664593]6.9.2	Solution details
Similar as NSWO authentication, a new function is introduced as proxy for 5G NR Femto authentication naming as 5FMTF, short for 5G NR Femto Function. This function can be co-located with SeGW or an independent function deployed in the 5GC or co-located with NSWOF. The SeGW is a security gateway that is the same as described in TS 33.320[2].


Figure 6.Y.3-1: 5G NR Femto authentication using EAP-AKA’ authentication method
1. The 5G NR Femto establishes connection between the 5G NR FEMTO and the SeGW. 
2. The SeGW sends an EAP Identity/Request to the 5G NR FEMTO.
3. The 5G NR Femto sends an EAP Response/Identity message. The 5G NR Femto uses the SUCI in NAI format as its identity.
4. The EAP Response/Identity message is routed over SeGW towards the 5FMTF based on the realm part of the SUCI.
5. The 5FMTF sends the message Nausf_UEAuthentication_Authenticate Request with SUCI, Access Network Identity and 5FMT indicator towards the AUSF. 5FMT_indicator is used to indicate to the AUSF that the authentication request is for 5G NR Femto purposes. The 5FMTF sets the Access Network Identity to "5G: 5FMT".
6. Based on the 5FMT_indicator, the AUSF (acting as the EAP authentication server) sends a Nudm_UEAuthentication_Get Request to the UDM, including SUCI and the Access Network Identity and 5FMT indicator.
7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF. SIDF de-conceal SUCI to gain SUPI before UDM can process the request. Based on the 5FMT indicator and if 5FMT is allowed based on the subscription data, the UDM/ARPF selects the EAP-AKA´ authentication method and generate an authentication vector using the Access Network Identity as the KDF input parameter. The UDM includes the EAP-AKA’ authentication vector (RAND, AUTN, XRES, CK´ and IK´) and may include SUPI to AUSF in a Nudm_UEAuthentication_Get Response message.
8. The AUSF stores XRES for future verification. The AUSF sends the EAP-Request/AKA'-Challenge message to the 5FMTF in a Nausf_UEAuthentication_Authenticate Response message.
9. The 5FMTF sends the EAP-Request/AKA'-Challenge message to the SeGW.
10. The SeGW forwards the EAP-Request/AKA'-Challenge message to the 5G NR Femto.
11. At receipt of the RAND and AUTN in the EAP-Request/AKA'-Challenge message, the 5G NR Femto derives CK' and IK' using the Access Network Identity as the KDF input parameter. The 5G NR Femto may derive MSK from CK’ and IK’. When the 5G NR Femto is performing 5FMT authentication, the KAUSF does not be generated by the 5G NR Femto. 
12. The 5G NR Femto sends the EAP-Response/AKA'-Challenge message to the SeGW.
13. The SeGW forwards the EAP-Response/AKA'-Challenge message to the 5FMTF.
14. The 5FMTF send the Nausf_UEAuthentication_Authenticate Request with EAP-Response/AKA'-Challenge message to AUSF.
15. The AUSF verifies if the received response RES matches the stored and expected response XRES. If the AUSF has successfully verified, it continues as follows to step 16, otherwise it returns an error to the 5FMTF. The AUSF derives the required MSK key from CK’ and IK’, based on the 5FMT indicator received in step 5. The AUSF does not generate the KAUSF.
16. The AUSF sends Nausf_UEAuthentication_Authenticate Response message with EAP-Success and MSK key to 5FMTF. The AUSF may optionally provide the SUPI to 5FMTF. The AUSF/UDM does not perform the linking increased home control to subsequent procedures (as stated in present document clause 6.1.4).
17. The 5FMTF sends the EAP-success and MSK to SeGW. The EAP-Success message is forwarded from SeGW to the 5G NR Femto.
18. Upon receiving the EAP-Success message, the 5G NR Femto derives the MSK, if it has not derived the MSK earlier. The 5G NR FEMTO uses the first 256-bit of MSK as PMK to establish a secure connection with the SeGW.
[bookmark: _Toc175664019][bookmark: _Toc175663161][bookmark: _Toc175664594]6.9.3	Evaluation
TBD

[bookmark: _Toc175663162][bookmark: _Toc175664020][bookmark: _Toc175664595]6.10	Solution #10: Verify and authorise direct connections between 5G NR Femtos
[bookmark: _Toc175664021][bookmark: _Toc175663163][bookmark: _Toc175664596]6.10.1	Introduction
The proposed solution addresses the security requirements of KI#7.
[bookmark: _Toc175664022][bookmark: _Toc175663164][bookmark: _Toc175664597]6.10.2	Solution details
The requirements for direct links between 5G NR Femtos should follow the requirements for backhaul links in clause 4.4.5 of TS33.320 [2]. 
NOTE: The 5G NR Femto can only establish direct links with other base stations after the backhaul link has been established.  If the backhaul link is terminated, all direct links to other base stations must also be terminated.
The use of IKEv2/IPsec security procedures on the direct link is optional, and both 5G NR femtoes must be authorised to establish the direct link. The IKEv2/IPsec security protocol supports the operation of IKEv2 and enables mutual authentication through the use of certificates. The flow of certificate-based mutual authentication between 5G NR Femtos is shown in the figure below.
[image: ]
Figure 6.Y.2-1: 5G Femtos certificate authentication process
NOTE: 5G Femto should be equipped with a device certificate, which should be provided by a CA trusted by the operator (such as the operator's CA, the 5G Femto manufacturer or supplier), or by another party trusted by the operator.
1. 5G Femto A sends an IKE_SA_INIT request to Femto B.
2. Femto B responds with an IKE_SA_INIT response, requesting the certificate of Femto A.
3. Femto A sends an IKE_AUTH request to Femto B, this request carries the AUTH payload, Femto A’s certificate, and its identity in the IDi payload, with the  request for Femto B’s certificate.
Note: Remote (i.e., internal) IP address assignment during IKEv2 is independent from establishing a direct connection.
4. Femto B verifies the correctness of the AUTH payload received from Femto A and calculates the AUTH parameter to validate the second IKE_SA_INIT message. Femto B also validates the certificate received from Femto A.
5. Femto B sends an IKE_AUTH response to Femto A, containing its identity, the AUTH parameter, and its own certificate in the IDr payload.
6. Femto A validates Femto B's certificate.
7. If Femto B detects that an old IKE SA of this Femto A already exists, it deletes the old IKE SA and sends an INFORMATIONAL message with a Delete payload to inform Femto A to delete related data.
Editor's note: Authorisation steps can also be performed based on a allow/reject list configured by the 5G NR Femto. If the IKEv2/IPsec security mechanism is unavailable, authorisation can also be achieved by using management measures such as virtual LAN configuration. .
[bookmark: _Toc175664023][bookmark: _Toc175663165][bookmark: _Toc175664598]6.10.3	Evaluation
TBD.

[bookmark: _Toc175663166][bookmark: _Toc175664024][bookmark: _Toc175664599]6.11	Solution #11: Security solution for backhaul link between 5G NR Femto and 5G NRFemto MS
[bookmark: _Toc175663167][bookmark: _Toc175664025][bookmark: _Toc175664600]6.11.1	Introduction
This solution addresses requirement in KI#8.
[bookmark: _Toc175664026][bookmark: _Toc175663168][bookmark: _Toc175664601]6.11.2	Solution details
Clause 8.3.2.1 in TR 33.320[2] can be reused with the following modifications:
- Replace H(e)MS with 5G NRFemto MS.
- Replace H(e)NB with 5G NR Femto.
[bookmark: _Toc175663169][bookmark: _Toc175664027][bookmark: _Toc175664602]6.11.3	Evaluation
TBD

[bookmark: _Toc167701566][bookmark: _Toc14551][bookmark: _Toc175664028][bookmark: _Toc175663170][bookmark: _Toc175664603]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc95076618][bookmark: _Toc3789][bookmark: _Toc56501633][bookmark: _Toc106618437][bookmark: _Toc48930870][bookmark: _Toc513475453][bookmark: _Toc49376119][bookmark: _Toc167701567][bookmark: _Toc175663171][bookmark: _Toc175664029][bookmark: _Toc175664604]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc2971][bookmark: _Toc167701568][bookmark: _Toc175663172][bookmark: _Toc56501634][bookmark: _Toc175664030][bookmark: _Toc106618438][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc95076619][bookmark: _Toc513475454][bookmark: _Toc175664605]6.Y.2	Solution details
[bookmark: _Toc48930873][bookmark: _Toc106618439][bookmark: _Toc56501636][bookmark: _Toc95076620][bookmark: _Toc12169][bookmark: _Toc167701569][bookmark: _Toc49376122][bookmark: _Toc175663173][bookmark: _Toc513475455][bookmark: _Toc175664031][bookmark: _Toc175664606]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc175664032][bookmark: _Toc101360626][bookmark: _Toc167701570][bookmark: _Toc29034][bookmark: _Toc175663174][bookmark: _Toc39138089][bookmark: _Toc106618440][bookmark: _Toc48930874][bookmark: _Toc56501637][bookmark: _Toc95076621][bookmark: _Toc49376123][bookmark: _Toc513475456][bookmark: _Toc175664607]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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