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Decision/action requested

This pCR is to be approved to the technical report on the SID 256-bit algorithms [1].
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Rationale

For the current version of the TR [1] modifications on the conclusions clause are required.
The SID proposal as it has been agreed [2] does not include the Ultra Reliable Low Latency Communications (URLLC) to be an objective of this study item. The corresponding key issues description has been submitted [3] but was not discussed and has been noted. 

Basically, URLLC in not an objective and has not been really discussed, ergo, it is proposed to remove this from the conclusions.
4
Detailed proposal

******************* Start of 1st Change********************************************
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Conclusions

During the study, the following aspects on introducing new 256-bit encryption and integrity protection algorithms were discussed:

-
256-bit security,

-
relation with the long-term key and key hierarchy,

-
impacts on Access Stratum (AS) and Non-Access Stratum (NAS) protocols,

-
impacts on Dual Connectivity,

-
impacts on RRC-Reconnection,

-
impacts on handover and interworking mechanisms, and

-
backward compatibility.

No key issues were identified. Introduction of 256-bit key encryption and integrity protection algorithms was agreed. The algorithm identifier values for encryption and integrity protection algorithms based on AES-256, SNOW-5G and ZUC-256 are to be assigned in the normative work. It was concluded that there are currently no security threats to 128-NIA1,128-NIA2, 128-NIA3, 128-NEA1, 128-NEA2, 128-NEA3 specified in TS33.501[3] for the 5G System. The algorithm negotiations specified in TS33.501[3] already supports the adoption of new algorithms. 

******************* End of 1st Change******************************************

