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1
Decision/action requested

This pCR is to be approved to the technical report on the SID 256-bit algorithms [1].
2
References

[1]
TR 33.700-41, Study on enabling a cryptographic algorithm transition to 256-bits, Release 19
3
Rationale

For the current version of the TR [1] editorial modifications are requested.
4
Detailed proposal

******************* Start of 1st Change********************************************

Introduction 

Editor’s Note: The introduction clause content is left for future consideration.
******************* End of 1st Change******************************************

******************* Start of 2nd Change********************************************

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AES

Advanced Encryption Standard
AKA
Authentication and Key Agreement

AS

Access Stratum

IE
Information Element

NAS
Non-Access Stratum

SMC
Security Mode Command

UE

User Equipment
ZUC
Zu Chongzhi (a famous Chinese scientist)
******************* End of 2nd Change******************************************

******************* Start of 3rd Change********************************************

4
Assumptions
The 5G System supports already procedures for the selection and activation of the AS and NAS security based on the UE security capabilities and network configuration.

The UE security capabilities IE is defined in TS 24.501 [4] clause 9.11.3.54. The IE includes already space for the introduction of new 5G algorithms, for each type of algorithm (ciphering or integrity protection).

The NAS and AS SMC procedures described in TS 33.501 [3] in clauses 6.7.2 and 6.7.4 respectively enable the network and the UE to securely select and activate NAS and AS security based on the UE security capabilities and network configuration. Using NAS and AS SMC procedures to indicate UE the use of new 256-bit ciphering and integrity algorithms requires assigning an identity to these algorithms (which will then need to be reflected in the relevant specifications).
The UE security capabilities are sent to the network in an initial NAS message that can be unprotected. This is the reason why the 5G System supports a mechanism to protect against bidding down attacks by a man-in-the-middle tampering with the initial NAS message as pointed out in NOTE 1 of clause 6.7.2 of TS 33.501 [3]. This is the reason the UE security capabilities are replayed in the NAS SMC message.

Editor's Note: Further assumptions are ffs.
******************* End of 3rd Change******************************************

