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1
Decision/action requested

This contribution proposes a new key issue in TR 33.713.
2
References

3
Rationale

This contribution proposes a new key issue on exposure of inventory service result.
4
Detailed proposal
Start of Change

5.X
Key issue #X: Exposure of Inventory Service Result
5.X.1
Key issue details 

The inventory service is a fundamental process for AIoT devices, which includes both "inventory only" and "inventory and command" cases. In both scenarios, the mandatory steps involve AIoT paging and Device ID transmission. After these steps, the network can calculate the quantity of device IDs to obtain the result of the inventory service. 
The inventory service result may contain sensitive business information, such as the quantity of stock in a shopping mall. If this information falls into the hands of competitors, they may adjust their sales strategy to attract more customers from that shopping mall.
5.X.2
Security threats

An attacker could potentially calculate the quantity of devices within an area by observing the differences in reported device IDs after broadcasting an inventory message even if the IDs are encrypted. This could lead to the exposure of the inventory service result.
5.X.3
Potential security requirements 

The 5GS should support a method to prevent the exposure of the inventory service result.
End of Change
