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1
Decision/action requested

SA3 is kindly requested to approve the proposed solution. 
2
References

3
Rationale

This contribution proposes EN removals for solution#3 in TR 33.701.
· Editor's Note: the need for a UE to restart the connection after it gets the list of decommissioned RATs list is FFS.
· It is likely that FBS does authentication replay to allow UE to connect to 4G/5G core and subsequently, sends RRC connection release message with redirection to 2G/3G. This explanation is added in the solution.
· Editor's Note: whether an FBS can redirect the connected victim UE to 2/3G RATs is FFS.
· Provided references from TS 36.331 and TS 38.331 for this EN.
· Editor's Note: how a UE can abort the RRC connection is FFS.
· Provided reference from TS 38.331.

· Editor’s Note: How UE uses the information about decommissioned RATs can be left to UE implementation. This solution proposes one such example usage of this information.
· Following NOTE is added for this EN.

· NOTE: This solution proposes one approach to use the information about decommissioned RATs. However, implementations may vary depending on how this information is used to avoid bidding down attacks.
4
Detailed proposal

******** FIRST CHANGE ********
6.3

Solution #3: Mitigation against bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN

This solution proposes the following:

· When UE sends NAS registration request to the 5G core network, after successful NAS security context establishment with serving network, the serving network sends decommissioned RATs information to the UE along with registration accept message.

· In case of LTE, similar information can be included along with successful response to attach message.

· When UE receives this information about decommissioned RATs, it updates the cell search criteria to ensure that decommissioned RATs are not selected during cell search.

· If the UE receives a non-empty list of  decommissioned RATs, it aborts the RRC connection and disconnects with the cell and starts a fresh cell search.

· After this information is available with the UE, till it moves to another serving network where such decommissioned RATs information is either empty or different, UE can ignore any redirection message to move the UE to any of the decommissioned RATs.

· When UE moves to another serving network, if it receives an empty list or a different list of decommissioned RATs, it updates the cell search criteria accordingly.

6.3.1

Solution details
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Figure 6.3.1-1: Message flow showing steps to avoid UEs from connecting to decommissioned RATs

In the above message flow, the message flow till NAS Security context establishment is as per legacy procedures. This message flow includes the possible scenario when, as soon as UE powers on, UE connects with a FBS which can perform bidding down attack to a decommissioned RAT. 

· After NAS registration is complete, as part of NAS registration accept, the serving network informs the UE about the decommissioned RATs.

· UE updates the cell search criteria according to the list of decommissioned RATs to ensure that it does not select any cell belonging to those RATs.

· If UE has received a non-empty list of decommissioned RATs, it aborts that connection.



· As explained in TS 38.331 V18.1.0, clause 5.3.1.1: “The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.”
· NOTE: It is likely that a compromised/false BS performs authentication replays to allow the UE to initially connect to the 4G/5G core network, and then launches a bidding down attack by using RRC connection release with redirection message. Hence, it is important for the UE to abort the first connection after receiving a non-empty list of decommissioned RATs, and subsequently, use this information to ensure that bidding down attacks can be avoided.
· Subsequently, UE performs fresh cell search where it ignores / de-prioritizes decommissioned RATs. Subsequently, the legacy procedure ensures that the UE does not connect to decommissioned RATs, and connects to a valid RAT.

· After UE moves to RRC Idle state, when it goes through the RRC connection procedure again and if it receives RRC redirection message attempting to redirect the UE to 2G/3G RAT, it can ignore that message.
· As per TS 36.331 V18.1.0, clause 4.2.1, there is support for connection release with redirection information from E-UTRA RRC_CONNECTED to GERAN, UTRAN, CDMA2000 (HRPD Idle/ 1xRTT Dormant mode) and NR.
· As per TS 38.331 V18.1.0, clause 5.3.8.3, if the RRCRelease message includes redirectedCarrierInfo indicating redirection to eutra.
NOTE: This solution proposes one approach to use the information about decommissioned RATs. However, implementations may vary depending on how this information is used to avoid bidding down attacks.


6.3.2

Solution Evaluation

This solution ensures that when UE is roaming, it receives the list of decommissioned RATs from the serving network. UE uses this information to update the cell search criteria, and hence, this ensures that the UE does not connect to decommissioned RATs. Also, UEs can use this information to ignore redicrection messages.
This solution does not address the problem for legacy devices.
This solution impacts UEs and Core Network entities (serving AMF). Also, operators need to configure the decommissioned RAT information in serving AMFs according to the areas where older RATs are decommissioned.
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