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1
Decision/action requested

It is proposed to endorse the proposal in this discussion paper.
2
References

[1]

S3-231397 Reply LS R2-2213337 LS on security for selective SCG activation
3
Rationale

3.1 Selective SCG activation
The MN can determine to configure selective SCG activation if needed, the MN may provide several candidate SCG configuration(s) from one or more candidate SN to UE. The conditional reconfiguration still valid after the UE selected one target PSCell and executed the target cell access. And the UE is allowed to connect to the same SN several times without any further reconfiguration by the RAN. The figure 1 depicts the main steps for selective SCG activation.
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figure 1 Selective SCG activation
3.2 Security solution
In case of selective SCG activation, SA3 has agreed that same S-KgNB shall not be used while connected to SN #1 before and after being connected to SN #2 in S3-231397 [1]. Consider the candidate PSCells may belong to different SNs, when the UE accesses the PSCells belonging to different SNs, the same S-KgNB shall also not be used.
In order to generate different S-KgNB when UE accesses to PSCells from different SNs or when the switch back and forth to the same candidate SN, the MN can provide different S-KgNBs via using different SN counters for each SN, for the candidate PSCell, the same SN counter is provided to UE. When the UE accesses the SN at the first time, the UE derive the S-KgNB based on the SN counter via using existing mechanism. When the switches forth and back to the same SN, the UE can derive a new S-KgNB via horizontal key derivation method.
4
Detailed proposal

Proposes to use solution in clause 3.2 as baseline for normative work.
