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1
Decision/action requested

This contribution proposes a method for deriving the keys for selective SCG activation.
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Rationale

The proposed method for deriving the keys in selective SCG activation is essentially to use the method used in regular dual connectivity (i.e. no new freshness parameters or key derivations are needed). This is achieved by configuring sk-counters is to provide the UE with non-overlapping sets of multiple sk-counters for each SN. The UE changes the sk-counter sequentially upon every SN change and continues to use the same sk-counter after an intra-SN CPC. 

For example, if there are two candidate SNs, SN1 and SN2, the network may configure the UE initially with the following sets of sk-counters.  

· sk-counters for SN1 = {1, 2, 3}.

· sk-counters for SN2 = {4, 5, 6}.

If UE is initially connected to SN1 using sk-counter 1 and if the first CPC involves an SN change to SN2, then UE uses the sk-counter 4 after the CPC. If the next CPC involves an SN change back to SN1, then the UE uses the sk-counter 2 after the CPC.
Upon a CPC trigger, UE transmits RRC reconfiguration complete message to the MN, which then informs the target SN using the existing Xn/X2 message SN Reconfiguration Complete (same as in Rel-17 CPC). This way the UE and the target SN uses the same SN key for communication after the CPC.                 
4
Detailed proposal

It is proposed that SA3 agree the above keying method for selective SCG activation.
