3GPP TSG-SA3 Meeting #xxx 	S3-23x1
Berlin, 22 - 26 April 2023

Source: 	Nokia, Nokia Shanghai Bell	
Title: 	Discussion on Selective SCG
Document for: 	Discussion
Agenda Item: 	3	
[bookmark: Title][bookmark: DocumentFor][bookmark: _Hlk40295327]


This document for discussion on selective SCG is based on the incoming LS on security for selective SCG activation sent by RAN2 (R2-2213337) and is considering the security principles as agreed in outgoing LS ([1]).
The security analysis shows that the following design principles should be considered:
1. The same counter value or S-KgNB in repeated connections with a secondary cell cannot be reused. 
To avoid this reuse, counter value needs to be unique per cell and per connection. 
[bookmark: _Hlk134007094]The following figure depicts the existing concept for Dual Connectivity.
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Figure 1: Principle for current Dual Connectivity
Dual Connectivity Addition (existing) procedure:
[bookmark: _Hlk133994143](A) The MN and the UE established the RRC connection. The MN sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SN. The MN shall include the SN Counter parameter to indicate a new KSN is needed, and the UE shall compute the KSN for the SN.
(B) The MN sends SN Addition/Modification Request to the SN over the Xn-C to negotiate the available resources, configuration, and algorithms at the SN. The MN computes and delivers the KSN to the SN if a new key is needed.
(C) The UE and the SN perform a Random Access procedure.
Observation: Existing procedure is for one SN, and the SN addition is one at a time. There is MN-UE RRC signalling for every SN addition or change of SN. 

Extending DC to multiple SNs (SCG):

The MN decides to configure additional SNs the UE. 
Selective SCG means, UE selects the SN within the group to make the DC based on the conditions, without engaging in additional RRC signaling with the MN.
[bookmark: _Hlk133994467]Problem to be solved: How to ensure the UE can generate unique KSN for every SN in the group without additional RRC signalling.
[bookmark: _Hlk133994610]Solution proposal (1): Provide an initial value of the Counter (as it is today) and configure the UE to increment the counter for every SN addition to compute KSN.  When the UE establishes connection with SN, the SN request key for the UE from the MN.
Solution proposal (2): Provide a set of Counter values, each value dedicated for a target SN (similar to current behavior) and configure the UE to use the dedicated counter value for the particular SN addition to compute KSN. When the UE establishes connection with SN, the SN request key for the UE from the MN.
The following figure depicts the enhanced dual connectivity and the proposed new principle for selective SCG.
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Figure 2: Principle for Selective SCG based on Dual Connectivity

The MN is sending to the UE a RRC Reconfiguration Request (Conditional SCG Configuration, SCG Counter mode: Monotonic/Specific values). The UE is storing the SCG counter mode and Counter values.
In addition to (B), the MN indicates to all the secondary nodes (SNs) of the selective cell group (SCG) with the UE pre-amble or the UE ID and the security capabilities supported by the UE. The MN is sending key material to SN only after the UE established the connection with it, not before the UE is connected to it.
In addition to (C), the SN is requesting key material for the UE pre-amble/UE-ID from the MN. The MN computes the key material and sends this to the requesting SN. Both the SN and the UE is creating new RRC and UP keys.

Selective SCG design rules:
1. To avoid the RRC Reconfiguration message is repeated for every connection establishment, and to maintain the above security principle, the UE should be configured by the MN with a monotonically increasing counter or specific counter values pre-allocated per SN.
2. Any counter mis-synchronisations like misconfigurations (detected by the failure of security between the UE and the SN), can be handled as an error condition and re-synched over the RRC connection between the MN and the UE.
3. Any counter mis-synchronisations like counter wrap around situations, the current DC solution, KgNB re-keying is to be retained.


Call Flow on Selective SCG Activation:
The selective SCG activation basic function is the UE remains connected to the same PCell and is configured with several conditional reconfigurations, each with a different candidate target PSCell. Based on pre-defined conditions on measurements the UE results on a candidate target PSCell. The UE selects and executes one of these conditional reconfigurations, and thus is changing to the selected target PSCell.
The candidate target PSCells may be controlled by different SNs, so the execution of a conditional reconfiguration will sometimes change the serving SN. The serving SN will have different PDCP anchor points, and this the AS security content is different. The same counter value or S-KgNB in repeated connections with a secondary cell cannot be reused. To avoid this reuse, counter value needs to be unique per cell and per connection. 
The UE assumes that the MN provides a fresh SN (Clause 6.10.3.1). To align with existing Dual connectivity solution, target SN should be provided with the computed S-KgNB by the MN, only after the UE established the connection with it, not before the UE is connected to it. Both the SN and the UE is creating new RRC and UP keys.
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2. MN decides to configure UE for Conditional SCG Configuration. 




3. RRC Reconfiguration Request (Conditional SCG Configuration, SCG Counter mode: Monotonic/Specific values) 



4. UE Stores the SCG configuration, SCG Counter mode and Counter Values (if any)

5. RRC Reconfiguration Complete


6a. SN Addition/Modification Request (Pre-amble/UE ID, UE Security capability, etc)

6b. SN Addition/Modification Request (Pre-amble/UE ID, UE Sec capability, etc)


7. RRC RACH procedure to SN#1 


8. SN#1 determines UE based on Pre-amble/UE-ID


9: SN is requesting Key material for UI ID/pre-amble 

13: UE increments Count or use the specific Count value if configured and computes (S-KSN#1)  

10: MN is managing the counter value and computes the Key 


11: MN increments Count or uses the specific Count value and computes S-KSN#1. 
[bookmark: _Hlk126138894][bookmark: _Hlk126082312]SN Addition (S-KSN#1, UE ID)



12: sending the key to the SN#1 





14: RRC connection establishment using S-KSN#1




Figure 3: Detailed Call Flow on SCG activation





Conclusion:
It is proposed to create in TS 33.501 a new clause 6.10.2.4 for Selective SCG security mechanisms and procedures.

Please refer to document S3-23x2
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