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Discussion
3.1
Security issue
In the LS in [1] RAN2 expects the following scenarios to be supported:
As per the above scenario after executing a conditional reconfiguration, the UE may keep conditional reconfigurations to the other candidate target PSCells and continue switching between the candidate target PSCells multiple times, including to an earlier selected PSCell. This happens without any reconfiguration by the network (i.e. using the stored conditional reconfigurations). In this case, the UE derives the S-KgNB from the sk-counter in the executed conditional reconfiguration. The UE will use the same S-KgNB every time it is connected to PSCell#1a, i.e. before and after moving to SN#2. If the same value of sk-counter is included in the conditional reconfiguration for PSCell#1a and in the conditional reconfiguration for PSCell#1b, the UE will use the same S-KgNB before and after moving to SN#2 (step 12-13, figure1). According to the Chair Notes in RAN2#119-e meeting [3], it was agreed that the selective activation of cell groups should correspond to support of subsequent conditional changes (CPC) after a cell group change (normal or conditional). CPC procedure is specified in Figure 10.5.2-3 of TS 37.340 [4]. Therefore, following call flow can be considered for selective SCG activation, with some steps are omitted for simplicity.
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Figure 1: Source MN initiated procedure for SCG selective activation
However, using same S-KgNB is against the existing security procedure defined for PSCell change. 
3.2
Proposed solution

For selective SCG activation with one or more candidate PScells (including from one or more SNs), the following solution to be considered

Alternative 1: KSN derivation using horizontal key derivation 
The proposed solution works on horizontal key derivation principle. When the MN establishes security context between an SN and the UE for the first time for a given AS security context shared between the MN and the UE, the MN generates the KSN for the SN and sends it to the SN over the Xn-C. To generate the KSN, the MN associates a counter, called an SN Counter, with the current AS security context. Now when UE tries to access the SN#1 (switching back from SN#2), it uses previously derived KSN as the input for new key derivation. 
Alternative 2: KSN derivation using a Counter managed by the UE 
UE manages a counter for generating a key (KSN). When UE accesses to SN#1 (switching back from SN#2, step 12 in Fig.1) based on the CPC evaluation, the UE selects a new counter and generates KSN using it. Next, UE sends the counter to MN in RRC Connection Reconfiguration Complete message. Upon receiving the message with the counter, the MN generates KSN using the received counter and sends the KSN to SN#1 using SN Reconfiguration Complete.

Option 1: Using a new counter
i) The UE maintains a 16-bit counter, CounterselectiveSCG, in its AS security context. The CounterselectiveSCG is used when computing the KSN for Conditional PSCell Change (CPC). The UE maintains the value of the counter CounterselectiveSCG for a duration of the current 5G AS security context between UE and MN. 

ii) The UE sets the CounterselectiveSCG to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The UE sets the CounterselectiveSCG to ‘1’ after the first calculated KSN for CPC, and monotonically increments it for each additional calculated KSN for CPC. If the UE switches back to the same SN, the CounterselectiveSCG value will keep increasing, thus keeping the computed KSN fresh for CPC.

iii) The UE sends the same counter value (CounterselectiveSCG) that is used for the key derivation to the MN. MN derives the new KSN using the received CounterselectiveSCG, SN counter and the KNG-RAN and provides the new KSN to the SN. 
Option 2: Using existing SN counter
After receiving SN counters from MN (one SN counter per SN as currently being done), UE increases the largest SN counter by 1 and sets it to SCG pointer. When UE accesses to SN;
i) If the SN has not been connected to the UE before, the UE uses the SN counter that MN sent for the SN.
ii) If the SN was connected to the UE before, UE uses SCG pointer as a SN counter to generate KSN, sends the SN counter to MN, and increases SCG pointer by 1.
Alternative 3: KSN derivation using a Counter maintained at the UE + horizontal key derivation (with additional differentiator parameter like PCI, ARFCN-DL)

The proposed solution works on horizontal key derivation principle. When the MN establishes security context between a SN and the UE for the first time for a given AS security context shared between the MN and the UE, the MN generates the KSN for the SN and sends it to the SN over the Xn-C. To generate the KSN, the MN associates a counter, called an SN Counter, with the current AS security context. Now when UE tries to access the SN#1 (switching back from SN#2), it uses previously derived KSN as the input for new key derivation. 

Additionally the UE maintains a CounterselectiveSCG (different from counter provided by MN) and derives the KSN using this counter as a differentiator parameter along with the key KNG-RAN and sends the counter used to derive the KSN to the MN. MN then derives the KSN same ways as the UE using the received counter and provide the derived KSN to the SN. 

Additionally, includes Physical Cell ID and ARFCN-DL as a differentiator input to the KDF for horizontal key derivation.
Alternative 4: KSN derivation using a pre-configured Counter 
In this alternative, the MN pre-configures the UE with more than one SN-Counter to derive KSN when UE switches back to the same SN. Once the configured SN-Counters are consumed, then the UE deletes the conditional reconfiguration and request MN to provide new list of SN-Counters, or UE will not be able to activate SCG.
4
Proposal
Potential solutions are as follows:
1. KSN derivation using horizontal key derivation 

2. KSN derivation using a Counter managed by the UE

3. KSN derivation using a Counter maintained at the UE + horizontal key derivation (with additional differentiator parameter like PCI, ARFCN-DL)
4. KSN derivation using a pre-configured Counter
Samsung preference is to use solution alternative 2 (KSN derivation using a Counter managed by the UE).
the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1a controlled by SN #1;


the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1b controlled by SN #1.








