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**** Start of Changes****
[bookmark: _Toc19696852][bookmark: _Toc26876846][bookmark: _Toc35529476][bookmark: _Toc35529566][bookmark: _Toc126748104]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or nonspecific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
[3]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[4]	Void
[5]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[6]	3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification".
**** Next Changes****
[bookmark: _Toc19696865][bookmark: _Toc26876859][bookmark: _Toc35529489][bookmark: _Toc35529579][bookmark: _Toc126748117]4.2.2.1.4	RRC integrity check failure
Requirement Name: RRC integrity check failure
Requirement Reference: TS 33.501 [2], clause 6.5.1 
Requirement Description: "The RRC integrity checks are expected toshall be performed both in the ME and the gNB. In case failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message is expected toshall be discarded. This can happen on the gNB side or on the ME side;." as specified in TS 33.501 [2], clause 6.5.1.
Threat References: TR 33.926 [5], clause D.2.2.2, Control plane data integrity protection
Test Case: 
Test Name: TC-CP-DATA-RRC-INT-CHECK_gNB
Purpose:
Verify that RRC integrity check failure is handled correctly by the gNB.
Pre-Conditions:
Test environment with a UE. The UE may be simulated. RRC integrity protection is activated at the gNB.
Execution Steps
1a)	The UE sends a RRC message to the gNB without MAC-I; or
1b)	The UE sends a RRC message to the gNB with a wrong MAC-I.
2b)	The gNB verifies the integrity of the RRC message from the UE.
Expected Results:
The RRC message is discarded by the gNB after step 1a) or after step 2b).
Expected format of evidence:
Sample copies of the log files.
**** Next Changes****
[bookmark: _Toc19696871][bookmark: _Toc26876865][bookmark: _Toc35529495][bookmark: _Toc35529585][bookmark: _Toc126748123]4.2.2.1.10	Ciphering of user data based on the security policy sent by the SMF
Requirement Name: Ciphering of user data based on the security policy sent by the SMF
Requirement Reference: TS 33.501 [2], clause 5.3.2
Requirement Description: "The gNB is expected toshall activate ciphering of user data based on the security policy sent by the SMF" as specified in TS 33.501 [2], clause 5.3.2.
Threat References: TR 33.926 [5], clause D.2.2.8 – Security Policy Enforcement.
Test Case:
Test Name: TC-UP-DATA-CIP-SMF
Purpose: To verify that the user data packets are confidentiality protected based on the security policy sent by the SMF via AMF
Pre-Condition: 
-	The gNB network product shall be connected in emulated/real network environments. The UE and the 5GC may be simulated.
-	The tester shall have access to the NG RAN air interface.
-	The tester shall have knowledge of the RRC and UP ciphering algorithm and protection keys.
-	RRC ciphering is already activated at the gNB.
Execution Steps: 
1.	The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 
2.	Tester shall trigger the SMF to send the UP security policy with ciphering protection "required" or "not needed" to the gNB.
3.	The tester shall capture the RRC connection reconfiguration procedure between gNB to UE over NG RAN air interface. And filter the RRC connection reconfiguration message sent by gNB to UE.
4.	The tester shall decrypt the RRC connection Reconfiguration message and retrieve the UP ciphering protection indication presenting in the decrypted message.
5.	The tester shall verify if the UP security policy received at gNB is same as the UP ciphering protection indication notified by the gNB to the UE in the RRC connection Reconfiguration message.
6.	Tester shall capture the RRC connection Reconfiguration complete message sent between UE and gNB.
6a.	Tester shall capture the user plane data sent between UE and gNB using any network analyser.
7.	Tester shall check that the captured  UP data is activated/de-activated  according to the UP security policy.
Expected Results:  
When the received UP cipher protection indication is set to “required”, the captured user plane data appear to be garbled (i.e. no longer plaintext) and the user plane packets are confidentiality protected based on the UP security policy sent by the SMF.
When the received UP cipher protection indication is set to "not needed", the captured user plane data appear to be plaintext and the user plane packets are not confidentiality protected based on the UP security policy sent by the SMF.
Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot containing the operational results.
**** Next Changes****
[bookmark: _Toc19696877][bookmark: _Toc26876871][bookmark: _Toc35529501][bookmark: _Toc35529591][bookmark: _Toc126748129]4.2.2.1.16	Control plane data confidentiality protection over N2/Xn interface
Requirement Name: Control plane data confidentiality protection over N2/Xn interface
Requirement Reference: TS 33.501 [2], clauses 9.2 and 9.4
Requirement Description: "The transport of control plane data over N2 is expected toshall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn is expected toshall be integrity, confidentiality and replay-protected;." as specified in TS 33.501 [2], clauses 9.2 and 9.4. 
Threat References: TR 33.926 [5], clause D.2.2.1 – Control plane data confidentiality protection.
Test Case: the test case in clause 4.2.3.2.4 of TS 33.117 [3]
**** Next Changes****
[bookmark: _Toc19696878][bookmark: _Toc26876872][bookmark: _Toc35529502][bookmark: _Toc35529592][bookmark: _Toc126748130]4.2.2.1.17	Control plane data integrity protection over N2/Xn interface
Requirement Name: Control plane data integrity protection over N2/Xn interface
Requirement Reference: TS 33.501[2], clauses 9.2 and 9.4
Requirement Description: "The transport of control plane data over N2 is expected toshall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn is expected toshall be integrity, confidentiality and replay-protected;." as specified in TS 33.501 [2], clauses 9.2 and 9.4.  
Threat References: TR 33.926 [5], clause D.2.2.2 – Control plane data integrity protection.
Test Case: the test case in clause 4.2.3.2.4 of TS 33.117 [3].
**** Next Changes****
[bookmark: _Toc35529593][bookmark: _Toc126748131]4.2.2.1.18	Key update at the gNB on dual connectivity
Requirement Name: Key update at the gNB on dual connectivity
Requirement Reference: TS 33.501 [2], clause 6.10.2.1; clause 6.10.2.2.1;clause 6.10.3.1. 
[bookmark: _Hlk33108833]Requirement Description: "When executing the procedure for adding subsequent radio bearer(s) to the same SN, the MN is expected toshall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last KSN change. If the MN cannot allocate an unused radio bearer identity for a new radio bearer in the SN, due to radio bearer identity space exhaustion, the MN is expected toshall increment the SN Counter and compute a fresh KSN, and then is expected toshall perform a SN Modification procedure to update the KSN" as specified in TS 33.501 [2], clause 6.10.2.1.
"The MN is expected toshall refresh the root key of the 5G AS security context associated with the SN Counter before the SN Counter wraps around. Refreshing the root key is done using intra cell handover as described in subclause 6.7.3.3 of the present documentTS 33.501 [2]. When the root key is refreshed, the SN Counter is reset to '0' as defined above in that same clause;." as specified in TS 33.501 [2], clause 6.10.3.1.
NOTE:	The following testcases are only tested when the NR-NR DC, NE-DC and EN-DC scenarios are deployed.
Threat References: TR 33.926 [5], clause D.2.2.7 Key Reuse
Test Case 1: 
Test Name: TC_GNB_DC_KEY_UPDATE_DRB_ID
Purpose:
Verify that the gNB under test acting as a Master Node (MN) performs KSN update when DRB-IDs are about to be reused.  
Pre-Conditions:
-	Test environment with a gNB or ng-eNB acting as the Secondary Node (SN), which may be simulated
-	Test environment with a UE, SMF and AMF, which may be simulated
Execution Steps
1.	The gNB under test establishes RRC connection and AS security context with the UE.
2.	The gNB under test establishes security context between the UE and the SN for the given AS security context shared between the gNB under test and the UE; and generates a KSN sent to the SN.
3.	A SCG bearer is set up between the UE and the SN.
4.	The gNB under test is triggered to execute the SN Modification procedure to provide additional available DRB IDs to be used for SN terminated bearers (e.g. by the UE making multiple IMS calls, or by the SMF requesting PDU session modification and deactivation via the AMF), until the DRB IDs are reused.
Expected Results:
-	Before DRB ID reuse, the gNB under test generates a new KSN and sends it via the SN Modification Request message to the SN.
Expected format of evidence:
Evidence suitable for the interface, e.g. text representation of the captured SN Modification Request message.
Test Case 2: 
Test Name: TC_GNB_DC_KEY_UPDATE_SN_COUNTER
Purpose:
Verify that the gNB under test acting as a Master Node (MN) performs KNG-RAN( AS root key) update when SN COUNTER is about to wrap around.
Pre-Conditions:
-	Test environment with a gNB or ng-eNB acting as the Secondary Node (SN), which may be simulated
-	Test environment with a UE, SMF and AMF, which may be simulated.
Execution Steps
1.	The gNB under test establishes RRC connection and AS security context with the UE.
2.	The gNB under test establishes security context between the UE and the SN for the given AS security context shared between the gNB under test and the UE; and generates a KSN sent to the SN and increases the value of SN Counter.
3.	A SCG bearer is set up between the UE and the SN.
4.	The gNB under test is triggered to execute the SN Modification procedure to provide updated KSN to SN, until the SN Counter value wraps around.
Expected Results:
-	Before SN Counter wraps around, the gNB under test takes a new KNG-RAN into use by e.g. triggering an intra-cell handover or triggering a transition from RRC_CONNECTED to RRC_IDLE or RRC_INACTIVE and then back to RRC_CONNECTED.
Expected format of evidence:
Part of log that shows the SN Counter values before and after wrapping around and the intra-cell handover or the transition from RRC_CONNECTED to RRC_IDLE or RRC_INACTIVE and then back to RRC_CONNECTED. This part can be presented, for example, as a screenshot.
**** Next Changes****
[bookmark: _Toc126748132]4.2.2.1.19	UP security activation in Inactive scenario
Requirement Name: UP security activation in Inactive scenario
Requirement Reference: TS 33.501 [2], clause 6.8.2.1.3. 
Requirement Description: "If the UP security activation status can be supported in the target gNB/ng-eNB, the target gNB/ng-eNB is expected toshall use the UP security activations that the UE used at the last source cell. Otherwise, the target gNB/ng-eNB is expected toshall respond with an RRC Setup message to establish a new RRC connection with the UE." as specified in TS 33.501 [2], clause 6.8.2.1.3.
Threat Reference:  TR 33.926 [5], clause D.2.2.9 State transition from inactive state to connected state.
Test Name: TC_GNB_INACTIVE_TO_ACTIVE
 Purpose:
Verify that the target gNB/ng-eNB uses the UP security activation status to activate the UP security.
Pre-Conditions:
-	The gNB network product shall be connected in emulated/real network environments.
-	The UE may be simulated.
Execution Steps
1. The tester shall complete a Registration Procedure and PDU Session establishment procedure to make sure the gNB configure the UP security, and get the UP security activation status.
2. The gNB sends RRC Release message with a suspend config to the UE.
3. The tester deletes the UP security activation status of the UE.
4. The tester triggers the UE to send RRC Resume message.
Expected Results:
The gNB sends RRC Setup message to the UE.
Expected format of evidence:
Screenshot containing the operational results.
**** End of Changes****

