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[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
4.2.2.1.3	NAS based redirection from 5GS to EPS
Requirement Name: NAS based redirection from 5GS to EPS
Requirement Reference: TS 33.501 [7], clause 6.16.4., TS 23.501 [8], clause 5.31.3. 
Requirement Description: "When a UE initiates registration procedure with the AMF, the AMF may redirect the UE from 5GC to EPC by including a EMM cause indicating to the UE that it shall not use 5GC, as described in clause 5.31.3 in TS 23.501 [2]. The following requirements apply to Registration Reject message with an EMM cause which indicates to the UE that the UE shall not use 5GC: 
-	the AMF shall only send such a Registration Reject message once NAS security has been established between the AMF and the UE; and
-	the UE shall only act upon such Registration Reject message if received integrity protected and if UE has verified the integrity of the Registration Reject message successfully.
NOTE 1:	This solution does not apply to unauthenticated emergency calls. 
" as specified in TS 33.501 [7], clause 6.16.4. "
"In networks that support CIoT features in both EPC and 5GC, the operator may steer UEs from a specific CN type due to operator policy, e.g. due to roaming agreements, Preferred and Supported Network Behaviour, load redistribution, etc. Operator policies in EPC and 5GC are assumed to avoid steering UEs back and forth between EPC and 5GC.
" as specified in TS 23.501 [8], clause 5.31.3".
Threat Reference:  TBD
Test Name: TC_AMF_REDIRCTION_5GS_EPS
Purpose:
Verify that AMF under test does not send a Registration Reject message containing an EMM cause indicating to the UE that the UE shall not use 5GC, if NAS security is not established. .
NOTE 2: This test case only applies to the AMF under test which supports the security handling in CIoT.
Pre-Conditions:
	-	This test case is only applicable to an AMF under test which supports the security handling in CIoT.
-	Test environment with UE. The UE may be simulated. 
-	AMF under test is connected in emulated/real network environment.
	-	Tester configures the operator policy of the AMF that all the UEs sending initial registration request should be 		redirected from 5GS to EPS.
Execution Steps
1. UE initiates initial registration procedure with the AMF.
2. The AMF under test determines that the UE shall not use 5GC, and needs to redirect the UE from 5GC to EPC.
3. The AMF under test sends a Registration Reject message with a 5GMM cause indicating to the UE that the UE shall not use 5GC.
Expected Results:
The NAS SMC is performed before sending the Registration Reject message.
Expected format of evidence:
Screenshot containing the operational results.
********** END OF 1st  CHANGE **********
********** START OF 2nd CHANGE **********
4.2.2.7	RRCRestablishment in Control Plane CIoT 5GS Optimization
Requirement Name: RRCRestablishment in Control Plane CIoT 5GS Optimization
Requirement Reference: TS 38.413 [9], clause 8.3.8.2
Requirement Description: "Upon receiving the RAN CP RELOCATION INDICATION message, the AMF shall authenticate the request using the NAS-level security information received in the UL CP Security Information IE and if the authentication is successful initiate the Connection Establishment Indication procedure including NAS-level security information in the DL CP Security Information IE.
In case the AMF cannot authenticate the UE's request, the CONNECTION ESTABLISHMENT INDICATION message does not contain security information, and the NG-RAN node shall fail the RRC Re-establishment. 
In case of authentication failure, the NG-RAN node and the AMF should locally release the allocated NG resources, if any." as specified in TS 38.413 [9], clause 8.3.8.2. 
[bookmark: OLE_LINK34][bookmark: OLE_LINK41][bookmark: OLE_LINK42]Threat References: TR 33.926 [5], clause K.2.9.1 –Failed Verification of UE Identity during RRC Reestablishment Procedure for CP CIoT 5GS Optimization.
Test Case:
Test Name: TC_AMF_REEST_CP_CIOT
Purpose: To verify that the verification of RRC Reestablishment is applied correctly.
Pre-Condition: 
-	This test is only applicable if the AMF under test is able to support the CIoT scenario.
-	Test environment with UE and ng-eNB, which may be simulated. The UE is using Control Plane CIoT 5GS Optimization.
-AMF
Capability:
Ability to support the CIoT senario.
Execution Steps: 
A.	Test Case 1
1)	The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2)	The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF.
B.	Test Case 2
1)	The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2)	The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF. The ng-eNB modifies UL NAS MAC in UL CP Security Information
Expected Results:  
For test case 1, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is included.
For test case 2, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is not included.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF 2nd  CHANGE **********
********** START OF 3rd CHANGE **********
4.2.2.8.1	Validation of S-NSSAIs in PDU session establishment request
Requirement Name: validation of S-NSSAIs in PDU session establishment request
Requirement Reference: TS 24.501 [5], clause 5.4.5.2.5
Requirement Description:" 
13)	if the Request type IE is set to "initial request" and the S-NSSAI IE contains an S-NSSAI that is not allowed by the network, then the AMF shall send back to the UE the 5GSM message which was not forwarded as specified in subclause 5.4.5.3.1 case e) or case f);" as specified in TS 24.501 [5], clause 5.4.5.2.5.
Threat References: TR 33.926 [6], clause K.2.X, Incorrect Validation of S-NSSAIs 
Test Case: 
Test Name: TC_VALIDTATION_SNSSAI_IN_PDU_REQUEST
Purpose:
Verify that S-NSSAIs which are not within Allowed NSSAI list are not accepted by the AMF under test in PDU session establishment procedure.
Pre-Conditions:
-	This test is only applicable, if the AMF under test supports the Network Slice Specific Authentication and Authorization scenario.
-	Test environment with UE, UDM, SMF and NSSAAF, which may be simulated. 
-	The tester configures UDM with an S-NSSAI that require Network Slice-Specific Authentication and Authorizationin in UE’s subscription information.
-AMF
Capability:
Ability to support Network Slice Specific Authentication and Authorization scenario.
Execution Steps
A.	Test Case 1
1)	The UE sends the S-NSSAI that require NSSAA to the AMF under test using registration request message.
2)	After receiving the NSSAA request from the AMF, the NSSAAF sends EAP success to AMF.
3)	The UE sends PDU session establishment request to the AMF with the S-NSSAI.
B.	Test Case 2
1)	The UE sends the S-NSSAI that require NSSAA to the AMF under test using registration request message.
2)	After receiving the NSSAA request from the AMF, the NSSAAF sends EAP failure to AMF. 
3)	The UE sends PDU session establishment request to the AMF with the S-NSSAI.
Expected Results:
For test case 1, the AMF continues the PDU session establishment procedure by sending a Nsmf_PDUSession_CreateSMContext Request to the SMF.
For test case 2, the AMF aborts the PDU session establishment procedure by sending back the 5GSM message to the UE.
Expected format of evidence
[bookmark: _Hlk134610174]Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF 3rd  CHANGE **********
********** START OF 4th CHANGE **********
4.2.2.9.1	NSSAA revocation 
Requirement Name: NSSAA revocation
Requirement Reference: TS 33.501 [7], clause 16.5 
Requirement Description: " If no S-NSSAI is left in Allowed NSSAI for an access after the revocation, and no Default NSSAI can be provided to the UE in the Allowed NSSAI or a previous NSSAA failed for the Default NSSAI over this access, then the AMF shall execute the Network-initiated Deregistration procedure for the access as described in subclause 4.2.2.3.3 in TS 23.502 [8], and it shall include in the explicit De-Registration Request message the list of Rejected S-NSSAIs, each of them with the appropriate rejection cause value. "
as specified in TS 33.501[7], clause 16.5
Threat References: TR 33.926, clause K.2.X 
Test Case: 
Test Name: TC_NSSAA_REVOCATION
Purpose:
Verify that AMF deregisters UE when, after slice specific authorization revocation, there is no allowed NSSAI or Default NSSAI that can be used by UE. 
Pre-Conditions:
-	This test case is only applicable to AMF supporting Network Slice Specific Authentication and Authorization.
-	Test environment with UE. The UE may be simulated.
 -	The AMF under test is configured with one S-NSSAI in the Allowed NSSAI and no default S-NSSAI. 
Execution Steps
A message requesting the AMF under test to revoke the authorization of the S-NSSAI in the Allowed NSSAI is simulated and sent the AMF under test. 
Expected Results:
The Deregistration Request message is sent by the AMF under test to the UE.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
NOTE 1:	This test case is only applicable to AMF supporting Network Slice Specific Authentication and Authorization.
********** END OF 4th  CHANGE **********
