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[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
4.2.2.3.3	NAS integrity algorithm selection and use
Requirement Name: NAS integrity algorithm selection and use
Requirement Reference: TS 33.501 [7], clause 6.7.1 
Requirement Description: "The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithm and UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see sub-clause 6.7.2 of the present document). The AMF shall select the NAS algorithm which have the highest priority according to the ordered lists." as specified in TS 33.501 [7], clause 5.5.2.
Threat References: TR 33.926 [6], clause K.2.3.2, NAS integrity selection and use
Test Case: 
Test Name: TC_NAS_INT_SELECTION_USE_AMF
Purpose:
Verify that the AMF selects the NAS integrity algorithm which has the highest priority according to the ordered list of supported integrity algorithms and is contained in the 5G security capabilities supported by the UE. 
Verify that the selected NAS security algorithm is being used.
Pre-Conditions:
	-	Test environment with a UE containing its 5G security capabilities, AUSF and UDM. The UE, AUSF and UDM 		may be simulated. 
	-	The list of ordered NAS integrity algorithms are configured on the AMF under test.
	-	The tester is able to configure the list of ordered NAS integrity algorithms on the AMF under test.
Execution Steps:
1) 	The UE sends a Registration Request with Initial Registration type to the AMF under test.
2) 	The tester filters the Security Mode Command and Security Mode Complete messages.
3) 	The tester examines the selected integrity algorithm in the SMC against the list of ordered NAS integrity algorithm and the 5G security capabilities supported by the UE. The tester examines the MAC verification of the Security Mode Complete at the AMF under test.
4)	The tester changes the default order of the list of ordered NAS integrity algorithms on the AMF to another valid configuration and repeats step 1-3.
Expected Results:
The selected integrity algorithm has the highest priority according to the list of ordered NAS integrity algorithm and is contained in the UE 5G security capabilities.
The MAC verification of the Security Mode Complete message is successful.
Expected format of evidence:
Logs and communication flow saved in a .pcap file.
********** END OF CHANGE **********

