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[5]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[6]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
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4.2.2.1.2	RES* verification failure handling
Requirement Name: RES* verification failure handling
Requirement Reference: TS 33.501 [7], clause 6.1.3.2.2 
Requirement Description: 
"The SEAF shall proceed with step 10 in Figure 6.1.3.2-1 and after receiving the Nausf_UEAuthentication_Authenticate RequestResponse message from the AUSF in step 12 in Figure 6.1.3.2-1, proceed as described below:
-	If the AUSF has indicated in the Nausf_UEAuthentication_Authenticate Response message to the SEAF that the verification of the RES* was not successful in the AUSF, or 
-	if the verification of the RES* was not successful in the SEAF, 
then the SEAF shall either reject the authentication by sending an Authentication Reject to the UE if the SUCI was used by the UE in the initial NAS message or the SEAF/AMF shall initiate an Identification procedure with the UE if the 5G-GUTI was used by the UE in the initial NAS message to retrieve the SUCI and an additional authentication attempt may be initiated. 
Also, if the SEAF does not receive any Nausf_UEAuthentication_Authenticate RequestResponse message from the AUSF as expected, then the SEAF shall either reject the authentication to the UE or initiate an Identification procedure with the UE." 
As specified in TS 33.501 [7], clause 6.1.3.2.2.
Threat References: TR 33.926 [6], clause K.2.2.3, RES* verification failure 
Test Case: 
Test Name: TC_RES*_STAR_VERIFICATION_FAILURE
Purpose:
1)	Verify that the SEAF/AMF correctly handles RES* verification failure detected in the SEAF/AMF or/and in the AUSF, when the SUCI is included in the initial NAS message. 
2)	Verify that the SEAF/AMF correctly handles RES* verification failure detected in the SEAF/AMF or/and in the AUSF, when the 5G-GUTI is included in the initial NAS message.
3)	Verify that the SEAF/AMF correctly handles a missing Nausf_UEAuthentication_Authenticate Response message from the AUSF.
Procedure and execution steps:
Pre-Conditions:
Test environment with UE and AUSF. The UE and the AUSF may be simulated. 
Execution Steps
A.	Test Case 1
1)	The UE sends RR with SUCI to the SEAF/AMF under test, to trigger the SEAF/AMF under test to initiate the authentication, i.e. to send Nausf_UEAuthentication_Authenticate Request to the AUSF.
2)  The AUSF, after receiving the request from the SEAF/AMF under test, responds with a Nausf_UEAuthentication_Authenticate Response message with an authentication vector to the SEAF/AMF under test. 
3)	The UE, after receiving the Authentication Request message from the SEAF/AMF under test, returns an incorrect RES* to the SEAF/AMF under test in the NAS Authentication Response message, which will trigger the AMF to compute HRES*, compare HRES* with HXRES* and send an authentication request to the AUSF. The tester captures the value of RES* in the request.
4) The AUSF returns to the AMF under test the indication of RES* verification failure.

B.	Test Case 2
1)	The UE sends RR with a 5G-GUTI to the SEAF/AMF under test, to trigger the SEAF/AMF under test to initiate the authentication, i.e. to send Nausf_UEAuthentication_Authenticate Request to the AUSF.
2)  The AUSF, after receiving the request from the SEAF/AMF under test, responds with a Nausf_UEAuthentication_Authenticate Response message with an authentication vector to the SEAF/AMF under test.
3)	The UE, after receiving the Authentication Request message from the SEAF/AMF under test, returns an incorrect RES* to the SEAF/AMF in the NAS Authentication Response message, which will trigger the AMF to compute HRES* and compare HRES* with HXRES*, and send an authentication request to the AUSF. The tester captures the value of RES* in the request.
4) The AUSF returns to the AMF under test an indication of RES* verification failure.

C.	Test Case 3
1)	The UE sends RR with SUCI to the SEAF/AMF under test, to trigger the SEAF/AMF under test to initiate the authentication, i.e. to send Nausf_UEAuthentication_Authenticate Request to the AUSF.
2)  The AUSF, after receiving the request from the SEAF/AMF under test, responds with a Nausf_UEAuthentication_Authenticate Response message with an authentication vector to the SEAF/AMF under test. 
3)	The UE returns RES* to the SEAF/AMF under test in the NAS Authentication Response message, which will trigger the AMF to compute HRES*, compare HRES* with HXRES*, and send to the received RES* to the AUSF.
4) The AUSF returns to the AMF under test an indication of RES* verification failure.

D	Test Case 4
1)	The UE sends RR with 5G-GUTI to the SEAF/AMF under test, to trigger the SEAF/AMF under test to initiate the authentication, i.e. to send Nausf_UEAuthentication_Authenticate Request to the AUSF.
2)  The AUSF, after receiving the request from the SEAF/AMF under test, responds with a Nausf_UEAuthentication_Authenticate Response message with an authentication vector to the SEAF/AMF under test. 
3)	The UE returns RES* to the SEAF/AMF under test in the NAS Authentication Response message, which will trigger the AMF to compute HRES*, compare HRES* with HXRES*, and send to the received RES* to the AUSF.
4) The AUSF returns to the AMF under test an indication of RES* verification failure.
Test E:
1)	The tester triggers the UE to send a Registration Request with SUCI to the SEAF/AMF under test, to trigger the SEAF/AMF under test to initiate the authentication, i.e. to send Nausf_UEAuthentication_Authenticate Request to the AUSF.
2)  The AUSF, after receiving the request from the SEAF/AMF under test, responds with a Nausf_UEAuthentication_Authenticate Response message with an authentication vector to the SEAF/AMF under test. 
3)	The UE returns RES* to the SEAF/AMF under test in the NAS Authentication Response message, which will trigger the AMF to compute HRES*, compare HRES* with HXRES*, and send the received RES* to the AUSF.
4) 	The tester prepares the AUSF to not return the Nausf_UEAuthentication_Authenticate Response message and therefore trigger a timeout at the SEAF/AMF.

Test F:
1)	The tester triggers the UE to send a Registration Request with 5G-GUTI to the SEAF/AMF under test, to trigger the SEAF/AMF under test to initiate the authentication, i.e. to send Nausf_UEAuthentication_Authenticate Request to the AUSF.
2)  The AUSF, after receiving the request from the SEAF/AMF under test, responds with a Nausf_UEAuthentication_Authenticate Response message with an authentication vector to the SEAF/AMF under test. 
3)	The UE returns RES* to the SEAF/AMF under test in the NAS Authentication Response message, which will trigger the AMF to compute HRES*, compare HRES* with HXRES*, and send the received RES* to the AUSF.
4) 	The tester prepares the AUSF to not return the Nausf_UEAuthentication_Authenticate Response message and therefore trigger a timeout at the SEAF/AMF.
NOTE: The timeout timer is the NAS timer T3520.
Expected Results:
For test case 1 and 3, the SEAF/AMF rejects the authentication by sending an Authentication Reject to the UE.
For test case 2 and 4, the SEAF/AMF initiates an Identification procedure with the UE to retrieve the SUCI.
For test case E and F, the SEAF/AMF rejects the authentication to the UE or initiate an Identification procedure with the UE.
For test case A and B, a null value RES* is in the Nausf_UEAuthentication_Authenticate Request message sent from the SEAF/AMF to the AUSF. (stated in TS 29.509 [10], clause 5.2.2.2.2)
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF 2nd CHANGE **********

