Discussion of conclusions and potential solutions of ProSe Ph2

Topic 1: Way forward of conclusion of KI#1
7.1	Key Issue #1: Security for UE-to-UE Relay discovery
The following text is taken as a conclusion for the UE-to-UE Relay discovery:
The two sets of discovery security materials are used for UE-to-UE Relay discovery message protection. One is used for protecting direct discovery set. The other one is used for protecting the U2U relay discovery message. 
Provisioning of discovery security materials for the direct discovery set reuses the security material provisioning mechanism for Restricted 5G ProSe Direct Discovery as specified in TS 33.503[6].
Provisioning of discovery security materials for the U2U relay discovery message reuses the security material provisioning mechanism for 5G ProSe UE-to-Network Relay discovery as specified in TS 33.503 [6].
Editor’s Note: Further conclusion is FFS.
Question 1: Can PKMF also provision security materials for protecting direct discovery set?
(Background: Operators may not be involved in U2U relay applications, such as pure V2X application scenarios)
Option 1: Yes
Option 2: No
Conclusion:

Question 2: How are the two sets of security materials used to protect UE-to-UE relay discovery messages?
Option 1: There is no specific method to explicitly control the protection of U2U discovery messages, that is, the two sets of security materials are always fully applied to the direct discovery set and the relay discovery set. (The security mechanism used depends on the provisioned keys)
Option 2: Use an indication in the message to enable/disable the use of two sets of security materials to protect the direct discovery set and the relay discovery set, respectively.
Option 3: Use a security parameter in the message to control in detail how the direct discovery security materials protect the direct discovery set, such as enabling only integrity/confidentiality protection or disable all security protection.
Conclusion:

Question 3: For the scenario of UE-to-UE Relay Communication with integrated Discovery:
Option 1: SA3 does not define additional discovery mechanisms.
Option 2: SA3 defines a mandatory discovery mechanism.
Option 3: SA3 defines an optional discovery mechanism.
Conclusion:

Topic 2: Way forward of conclusion of KI#3
7.3 Key issue #3: Authorization in the UE-to-UE Relay Scenario
For Key Issue #3, the following statement is agreed:
The PCF based service authorisation as defined in TS 23.304 [3] is reused as the basis for normative work of service authorisation for UE-to-UE Relay operation.
Authorization in the UE-to-UE Relay Scenario is performed during discovery security material provision procedure and U2U relay discovery procedure.
During hop-by-hop PC5 link establishment in Layer 3 and Layer 2 UE-to-UE Relay Communication, when the Layer 3 and Layer 2 UE-to-UE Relay is in 3GPP coverage, the existing procedures specified in clause 6.3 in TS 33.503 [6] can be re-used between the Ends UE (Source UE and/or Target UE) and (Layer 3 and Layer 2) the UE-to-UE Relay for authorization.
Editor’s Note: Futher conclusion is FFS.
Question 1:?
Proposal:?
Conclusion:

Topic 3: Way forward of conclusion of KI#4
7.3 Key issue #3: Authorization in the UE-to-UE Relay Scenario
For Key Issue #4, the following is agreed:
· For Layer 3 UE-to-UE relay communication privacy, enhanced Link Identifier Update (LIU) procedure, Sol#2 is used as basis for normative work.
Editor’s Note: further conclusion is FFS.
Question 1:?
Proposal: ?
Conclusion:

Topic 4: Contributions for discussion
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Topic 5: Any other business 




