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*** 1st CHANGE ***
4	Architecture for AKMA
[bookmark: _Toc42179520][bookmark: _Toc42246793][bookmark: _Toc129960199][bookmark: _Toc51245726][bookmark: _Toc42177167]4.1	Reference model
Figure 4.1-1 shows a fundamental network model of AKMA, as well as the interfaces between them. 


Figure 4.1-1: Fundamental Network Model for AKMA
NOTE:	Figure 4.1-1 shows the case where AAnF is deployed as a standalone function. Deployments can choose to collocate AAnF with AUSF or with NEF according to operators' deployment scenarios. 
Figure 4.1-2 shows the AKMA architecture using the reference point representation.



[bookmark: _Toc129960200][bookmark: _Toc42246794][bookmark: _Toc42177168][bookmark: _Toc51245727][bookmark: _Toc42179521]Figure 4.1-2: AKMA Architecture in reference point representation for (a) internal AFs of HPLMN and (b) external AFs 
The AKMA service requires a new logical entity, called the AKMA Anchor Function (AAnF). 
The AKMA Architecture in Figure 4.1-2 is applicable to both roaming scenario and non-roaming scenario:
-	non-roaming: UE is in HPLMN and accessing an AF;
-	roaming scenario#1: UE is in VPLMN and accessing an internal HPLMN AF;
-	roaming scenario#2: UE is in VPLMN and accessing an internal VPLMN AF;
-	roaming scenario#3: UE is in VPLMN and accessing an external AF in the Data Network.
*** Next CHANGE ***
[bookmark: _Toc51245736][bookmark: _Toc129960209][bookmark: _Toc42177176][bookmark: _Toc42246802][bookmark: _Toc42179529]4.4	Security requirements and principles for AKMA
[bookmark: _Toc51245737][bookmark: _Toc129960210]4.4.0	General
The following security requirements are applicable to AKMA:
-	AKMA shall reuse the same UE subscription and the same credentials used for 5G access.
-	AKMA shall reuse the 5G primary authentication procedure and methods specified in TS 33.501 [2] for the sake of implicit authentication for AKMA services.
 -	The SBA interface between the AAnF and the AUSF shall be confidentiality, integrity and replay protected.
-	The SBA interface between AAnF and AF/NEF shall be confidentiality, integrity and replay protected.
-	The AKMA Application Key (KAF) shall be provided with a maximum lifetime.
NOTE:	Roaming aspects are not considered in the present document.

*** Next CHANGE ***
4.X	Roaming
4.X.1	AKMA roaming requirements
-	The roaming subscriber shall be able to utilize the AKMA feature provided by the home network.
-	The home network shall be able to control whether its subscriber is authorized to use the service in the visited network.
*** Next CHANGE ***
4.Y	Use of Authentication Proxy
4.Y.1      Architecture of using AP
An Authentication Proxy (AP) is a proxy which takes the role of an AF and delegates a group of Application Servers (ASs). It may reside between the UE and the AS as depicted in the figures below. The AP helps the ASs behind the AP to execute AKMA procedures to save the consumption of signalling resources and AAnF computing resources. It may also relieve the AS of security tasks. The use of an AP is fully compatible with the architecture specified in this document.  
The AP can assure the ASs that the request is coming from an authorized subscriber of the MNO.


Figure 4.Y.1-1: Environment and reference points of AP when AP is internal 



Figure 4.Y.1-2: Environment and reference points of AP when AP is external
If the Ua* is HTTP based, the UE is configured with the FQDN of AS, and the AP is a reverse proxy to handle the communication between the UE and the AS. The AP takes the role of an AF. The AKMA Application Key (i.e. KAF), which is utilized between the UE and the AP, is derived based on the FQDN of the AS.
If the Ua* is not HTTP based, it’s left to implementation, e.g., how the AP identifies the traffic towards corresponding AS may be pre-configured in the AP by the operator who deploys the AP.
4.Y.2 	AP-AS reference point
The HTTP protocol is run over the AP-AS reference point. 
Confidentiality and integrity protection can be provided for the reference point between the AP and the AS using NDS/IP mechanisms as specified in TS 33.210 [5]. For traffic between different security domains, the Za reference point shall be operated. For traffic inside a security domain, it is up to the operator to decide whether to deploy the Zb reference point. 
4.Y.3 	Example of using AP for TLS tunnels
When the TLS based protocol is used as Ua* profile, the AP can be used to handle the TLS security relation with the UE and relieves the AS of this task. When an HTTPS request is destined towards an AS behind an AP, the AP terminates the TLS tunnel and performs UE authentication. The AP proxies the HTTP requests received from UE to one or many application servers. The AP may add an assertion of identity of the subscriber for use by the AS, when the AP forwards the request from the UE to the AS.


Figure 4.Y.3-1: Environment and reference points of AP for TLS tunnels when AP is internal


Figure 4.Y.3-2: Environment and reference points of AP for TLS tunnels when AP is external
*** END of CHANGES ***
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