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1
Decision/action requested

Proposal of Reply LS to ETSI SAGE related to Milenage-256.
2
References
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S3-212329, Reply LS from SA3 to ETSI SAGE on "256-bit Milenage", SA3#103 e-meeting (May 2021)

3
Rationale

ETSI SAGE sent LS on Specification of the 256-bit air interface algorithms [1] containing a note related to the specification of Milenage-256. 
"As a side note: The specifications of Milenage-256 is still ongoing. One version using Rijndael-256 is ready, but the one based on AES-128 has outstanding issues that need further work."

But, ETSI SAGE proposal is not aligned with SA3 decision regarding Milenage-256. In S3-212329 [2], Reply LS from SA3 to ETSI SAGE on "256-bit Milenage", SA3 kindly asked ETSI SAGE to proceed with the specification of Milenage-256 based on AES-128-256 with Feistel construction. Consequently, the specification of Milenage-256 is not supposed to rely on Rijndael-256. 
Having two options for Milenage-256, one based on AES-128 and one based on Rijndael-256, is not recommended since it would create market fragmentation. There are already two approaches for AKA (Authentication and Key Agreement) procedure based on 256-bit algorithm: Milenage-256 and Tuak, which is already 256-bit compliant. There is no need to introduce 3rd option. 
Consequently, it is proposed to send Reply LS to ETSI SAGE indicating that SA3 is interested in publishing specification for Milenage-256 based only on AES-128-256 with Feistel construction. 
Additionally, it would be beneficial to inform ETSI SAGE that the design of Milenage-256 should also take into account SA3 decision to modify AKA to avoid keystream re-use during re-synchronization, as explained in informative Annex J of TS 33.102 (Rel-17).
4
Detailed proposal

It is proposed that SA3 review and approve the proposal for Reply LS in S3-231115.
