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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	
	
	

	Don't know
	
	
	X
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	FS_256_Algo
	Study on supporting 256-bit algorithms for 5G
	Preceding study on 5G System support of 256-bit algorithms



Dependency on non-3GPP (draft) specification: None identified
3	Justification
SA3 previously studied the support of 256-bit algorithms for 5G, resulting in TR 33.841. Identifying several unanswered questions in the TR as well as a lack of documentation of requirements for next-generation algorithms, we find there is a necessity for SA3 to clearly determine these aspects. During the SA3 #109 meeting, ETSI SAGE also came back with their response on the evaluation of the current candidate algorithms which adds more justification to study the essential prerequisites for the transition to 256-bit cryptographic algorithms now.

4	Objective
This study aims to address key requirements for transitioning the 5G system to 256-bit cryptographic algorithms, which are not yet covered in TR 33.841. Considering the findings and conclusions from this preceding work, the following points should be addressed as part of this study:
- Studying security challenges and candidate solutions concerning negotiation of key size and MAC length between UE and network, incl.:
	- what are the potential risks of supporting 128-bit and 256-bit cryptography in parallel;
- which entities need to be involved in the negotiation; and
- how to ensure consistent use of 256-bit cryptography, incl. how to ensure that effective key length equals key bit length.
- Documenting the desired functional properties, specifically the degree of parametrization, on 256-bit algorithms
- Creating a summary of requirements to be met by 256-bit algorithms along with a comparison of candidate algorithms considered for adoption:
	- ETSI SAGE evaluation status
- type of algorithm and operating mode
	- performance limits
Depending on the findings of the study, SA3 may also consider optimized algorithms for evaluation by ETSI SAGE. 
5	Expected Output and Time scale
	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	tbd

	Study on cryptographic algorithm transition to 256 bits
	TSG SA#101
	TSG SA#102
	Cho, Minkyoung, KDDI, Minkyoung.cho@tohmatsu.co.jp




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
Cho, Minkyoung, KDDI, minkyoung.cho@tohmatsu.co.jp

7	Work item leadership
SA3 

8	Aspects that involve other WGs
None identified yet

9	Supporting Individual Members
	Supporting IM name

	BSI (DE)

	NEC

	NIST

	Orange

	

	



