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1	Decision/action requested
With this discussion paper, we would like SA3 to discuss and acknowledge the complexity in regards to the transition to 256-bit algorithms than what is currently anticipated or accepted.
2	References 
[1]	TR 33.841 Study on the support of 256-bit algorithms for 5G
[2]	TS 31.102 Study on Universal Subscriber Identity Module (USIM) application 
3	Potential issues with the transition to 256-bit cryptographic algorithms requiring further study
In preparation for the adoption of 256-bit cryptographic algorithms, it is critical to address some of the potential risks associated with such a transition. This discussion paper highlight some of the complexity in introducing 256-bit cryptographic algorithms to the 5G system. Specifically, it outlines 1) a number of associated security risks and 2) open questions requiring SA3 to specify the intended netwok behavior.
Security Risks
First, there is a risk of inconsistent key sizes being used at different points of the key hierarchy. In the current 5G system, the UDM/APRF and USIM derive 256-bit keys during the primary authentication procedure. Truncation to 128-bits used for NAS and AS security is performed independently in the AMF and the gNB. If either of these NFs do not support 256-bit cryptographic algorithms, there is a possibility for the resulting NAS and AS keys to be of different length. This can result in a different level of protection on the NAS and AS layer.
Second, a similar risk can be identified in in 5G NSA deployment scenarios. If the radio access network (NR) supports 256-bits, yet the core network (EPC) does not, it may not be possible to ensure a consistent use of 256-bit security between the network and the UE. It is unclear what the expected behavior would be.
Third, ensuring ‘true’ 256-bit security may be at risk due to lack of sufficient entropy provided by the long-term key provisioned in UDM and USIM. According to TS 31.102 [2], it is still possible to provision USIMs with long-term keys of 128-bit length. Regardless of the actual key length, the primary authentication will be result in a 256-bit length KAUSF, thus technically allowing for the derivation of 256-bit NAS and AS keys. However, 256-bit cryptographic keys derived from a 128-bit secret do not provide true 256-bit security. 
Open Questions
The issue on whether longer MAC lengths are needed has remained as an open question in the previous study item TR 33.841 [1]. With NIST’s recommendation to use MAC key lengths of 64-bits instead of the current 32-bits (though allowing MAC lengths as short as 32-bits), the impact of MAC tag lengths on the overall system is still unclear. Along with this issue, the issue on existence of different key sizes supported in the UE and network implementations in parallel is raised as a potential challenge. In the transition to 256-bits, if the negotiation of key sizes between the UE and the network is not secured, this could allow for bid down attacks resulting in a weaker cryptographic protection. As much as this transition period is critical to look out for potential security risks, this implies a need to thoroughly discuss on securely negotiating the key sizes and MAC lengths for NAS and AS security.  
Another open question is the expected setting of the ABBA parameter. During primary authentication, 5G networks can set the ABBA parameter to indicate support for new security features that may not have been present in earlier 3GPP Releases. The introduction of 256-bit cryptographic algorithms seems like a suitable use case for defining a new parameter value. The ABBA parameter is set between the UE and the SEAF in the visiting core network. As such, it can provide indications of security capabilities, but it needs to be specified what this capability means exactly: Does it mean NAS is to be protected with 256-bits cryptography? Does it mean that RAN may support 256-bits cryptography? 
Conclusion
As the above security risks and open questions show, there is more complexity when introducing 256-bit algorithm to the 5G system compared to simply adding another 128-bit algorithm. Even if solutions to some of these issues may be evident, it seems prudent to thoroughly study these problems and document SA3’s conclusions as well as the expected behavior of the 5G System. In addition to the risks above, there is a possibility for further issues to arise for deploying 256-bit cryptography. Therefore, it is proposed to properly document and study these issues and potential solutions in preparation for a transition to 256-bit cryptographic algorithms. 

4	Proposals
In this discussion paper, we outline potential risks in stake for transition to 256-bit algorithms. We believe these points should be studied further within a study item and thus, be documented with thorough research.
Proposal 1: Initiate a follow-up activity to the Release 16 study on the support of 256-bit algorithms for 5G, specifically aiming to clarify the following points:
- Studying security challenges and candidate solutions concerning negotiation of key size and MAC length between UE and network, incl.:
	- what are the potential risks of supporting 128-bit and 256-bit cryptography in parallel;
- which entities need to be involved in the negotiation; and
- how to ensure consistent use of 256-bit cryptography, incl. how to ensure that effective key length equals key bit length.
- Documenting the desired functional properties, specifically the degree of parametrization, on 256-bit algorithms
- Creating a summary of requirements to be met by 256-bit algorithms along with a comparison of candidate algorithms considered for adoption
Proposal 2: Once the answers to the questions posed above are identified, create a summary of requirements to be met by 256-bit algorithms along with an evaluation of all candidate algorithms considered for adoption in the 3GPP system.
Proposal 3: Based on the outcome of the previous activities, consider additional candidate algorithms to be evaluated by ETSI SAGE.

