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Comments

This document proposes content regarding TLS 1.3 for clause 6 of the TR 33.703. 
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ECIES




Elliptic Curve Integrated Encryption Scheme

MIKEY-SAKKE

Multimedia Internet KEYing – Sakai-Kasahara Key Encryption
PQC




Post Quantum Cryptography
SDO




Standards Development Organizations

SECG




Security Engineering & Consulting Group
SUCI




Subscription Concealed Identifier
DH




Diffie-Hellman
ECDHE



Elliptic Curve Diffie-Hellman Ephemeral
ECDSA



Elliptic Curve Digital Signature Algorithm
FIPS




Federal Information Processing Standards
KEM




Key Encapsulation Mechanism
ML-DSA



Module-Lattice-Based Digital Signature Standard
ML-KEM



Module-Lattice-Based Key-Encapsulation Mechanism Standard
NIST




National Institute of
Standards and Technology
PQ





Post Quantum
PSK




Pre-Shared Key
RSA




Rivest-Shamir-Adleman
SLH-DSA



Stateless Hash-Based Digital Signature Standard
TLS




Transport Layer Security
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6.X
TLS 1.3

6.X.1
Overview
The IETF TLS Working Group has introduced multiple drafts to enable a smooth transition to PQC in TLS 1.3. These proposals address both key exchange and authentication. These mechanisms collectively aim to maintain interoperability, minimize latency, and provide quantum-resistant security during and after the PQC transition.
Most of the IETF drafts presented here refer to the following NIST FIPS publications:

a) Module-Lattice-Based Key-Encapsulation Mechanism Standard [a10].

b) Module-Lattice-Based Digital Signature Standard [a11].

c) Stateless Hash-Based Digital Signature Standard [a12].
6.X.2
List of Documents

6.X.2.1
IETF Standards Track Drafts

· “Use of SLH-DSA in TLS 1.3” [a9] proposes to use the NIST specified SLH-DSA [a12] in TLS 1.3.
· “Use of Composite ML-DSA in TLS 1.3” [a8] proposes composite signatures (e.g., ML-DSA + RSA/ECDSA) to ensure resilience against single-algorithm failures.
· “Extended Key Update for TLS 1.3” [a6] introduces a mechanism to refresh ephemeral DH material mid-session, restoring forward secrecy for long-lived connections.
· “TLS key share prediction” [a7] optimizes handshake latency by predicting server-preferred groups. During PQ migration, predicting multiple KEMs increases ClientHello size, while predicting only “old” or “new” KEMs risks extra round trips.
6.X.2.2
IETF Informational Drafts

· “Use of ML-DSA in TLS 1.3” [a5] proposes to use the NIST specified ML-DSA [a11] in TLS 1.3.
· “ML-KEM Post-Quantum Key Agreement for TLS 1.3” [a3] proposes to use the NIST specified ML-KEM [a10] in TLS 1.3.
· “Hybrid key exchange in TLS 1.3” [a2] specifies combining multiple key exchange algorithms (e.g., classical ECDHE with a PQ KEM) so that session security holds if at least one component remains secure. 
· “Post-quantum hybrid ECDHE-MLKEM Key Agreement for TLSv1.3” [a4] defines three hybrid key agreements for TLS 1.3: X25519MLKEM768, SecP256r1MLKEM768, and SecP384r1MLKEM1024.
6.X.2.1
IETF Author Drafts

· “KEM-based pre-shared-key handshakes for TLS 1.3” [a1] specifies using long-term KEM public keys as PSKs, avoiding symmetric key secrecy/diversification issues and aligning with AuthKEM concepts.
6.X.3
3GPP Considerations

Editor’s Note: This clause includes considerations, e.g., which ciphersuites should SA3 consider during normative work on PQC transition. This clause does not include any conclusions.

* * * End of Changes * * * *

