3GPP TSG-SA3 Meeting #115 
S3-23xxxx

Athens, February 26 - March 01, 2024               


   

(revision of S3-yyxxxx)
Source:
China Telecom, ZTE, Huawei, HiSilicon
Title:
New KI on dedicated NFs in the customer premises
Document for:
Approval

Agenda Item:
5.3
1
Decision/action requested

This contribution proposes to add new KI on dedicated NFs in the customer premises.
2
References

[1]
3GPP TS 22.261: "Service requirements for the 5G system; Phase 1"

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system"
3
Rationale

The contribution proposes to add new KI on dedicated NFs in the customer premises.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: Dedicated NFs in the customer premises
5.X.1
Key issue details
Clause 8.2 of TS 22.261[1] documented the scenario where dedicated network entities of NPN can be deployed in customer premises that are outside the control of the PLMN operator and proposed the requirement that the 5G system shall enable a PLMN to host an NPN without compromising the security of that PLMN.
Compared to operators, the security of customer premises might be weaker than that of operator’s core network. Therefore, there is a risk of unauthorized control to the dedicated NFs by attackers. Attackers may utilize compromised dedicated NFs to collect PLMN’s topology, send malformed messages or launch DDoS attacks to PLMN etc.
For scenario where only dedicated UPF is deployed in the customer premises, NDS/IP shall be supported to ensure confidentiality, integrity and replay protection as described in clause 9.9 in TS 33.501[2]. 

For scenario where dedicated UPF and part of CP functions are deployed in the customer premises, SBA security shall be supported to ensure confidentiality, integrity and replay protection as described in clause 13 in TS 33.501[2]. 
However, existing NDS/IP or SBA security cannot protect PLMN from attacks from the compromised dedicated NFs, such as DDoS, malformed signaling messages, topology information exposure etc.
5.X.2
Security threats
If a dedicated NF is compromised by an attacker, the following problems may occur:
-
The attacker may collect topology information of the PLMN and use the information to direct further attacks at the PLMN.
-
The attacker may send malformed signaling messages to NFs in operator premises to degrade NFs’ ability to process normal signaling messages.

-
The attacker may send messages to the NFs in the operator premises with wrong NF types according to 3GPP specifications. For example, a comprised dedicated AMF may send messages to the UPF in the operator premises to discover vulnerabilities of the UPF.
-
The attacker may launch DDoS attacks to flood and disrupt the PLMN.

5.X.3
Potential security requirements
5GS should support mutual topology information hiding of the PLMN and the customer premises network.
5GS should support the means to block malformed signaling messages sent from dedicated NFs in the customer premises.
5GS should support the means to block messages with wrong NF types sent from dedicated NFs in the customer premises according to 3GPP specifications.

5GS should support the means to mitigate DDoS attack from dedicated NFs in the customer premises to the PLMN.
5GS should support the means to authenticate the dedicated NFs in the customer premises.
*************** End of the change ****************

