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1	Decision/action requested
Propose to approve the Annexure B skeleton described in this contribution
[bookmark: _Toc215057395][bookmark: _Toc214824712]*** Start of Change ***

B.2.1	Risk Analysis of MAC-CEs
Editor’s Note: This clause contains risk analysis output in a tabular easy to grasp format.
	MAC-CE
	Function
	Threat
	Risk
	Classification

	Timing Advance Command (TA CE)
	Adjust UE uplink timing
	Timing Advance spoofing
	uplink desync, RACH failure
	Critical

	Power Headroom Report (PHR CE)
	Report the remaining power margin
	Power Headroom spoofing
	energy drain or DoS
	Major

	Buffer Status Report (BSR CE)
	Indicates UE buffer occupancy
	Buffer Status Report spoofing
	resource starvation or DoS
	Major

	Delay Status Report (DSR CE)
	Reports on the delay status of buffered uplink data
	Delay Status Report spoofing
	resource starvation or DoS
	Major

	SCell Activation/Deactivation CE
	Enables/disables SCells in CA
	Spoofing of SCell enablement/disablement
	Throughput degradation and DOS (battery drain)
	Major

	Discontinuous Reception Command (DRX Command CE)
	Control UE sleep/wake cycles
	Spoofing of DRX Command CE
	Stealth DOS (Immediate loss of downlink availability)
	Major

	Beam Measurement Report CE
	UE beam measurement feedback
	Beam measurement spoofing/flooding
	gNB overload
	Major

	Beam Failure Recovery CE
	Trigger beam recovery
	Beam Failure spoofing
	Forced handover storms
	Critical

	Antenna Switch/Beam Index CE
	Report or switch beam index
	Spoofing of Antenna Switch/Beam Index CE
	Immediate throughput degradation

Packet loss without obvious RF interference
	Major

	LTM Cell Switch Command CE
	Instructs a UE to switch to a new serving cell
	LTM trigger spoof
	Data loss or premature release
	Critical

	Candidate Cell TCI States Activation/Deactivation MAC CE
	Enables efficient beam management during mobility in 5G NR
	Spoofing of Candidate Cell TCI States Activation/Deactivation MAC CE
	Downlink reception failure
	Major




B.2.2	Risk Prioritization
Editor’s Note: This clause contains agreement on risk prioritization.
The following provides risk severity together with risk prioritization:
Critical Severity (Cat A) – direct impact on network stability or synchronization
· Timing Advance spoofing leading to uplink desync, RACH failure
· Beam Failure spoofing leading to forced handover storms
· LTM trigger spoof leading to data loss or premature release
Major Severity (Cat B) – scheduler/QoS manipulation or traffic misreporting
· Buffer/Delay Status Report spoofing leading to resource starvation or DoS
· Power Headroom spoof leading to energy drain or DoS
· Multi-cell activation replay leading to DU desynchronization
· Beam measurement flood leading to gNB overload
· TCI state activation/deactivation spoofing leading to TCI state desynchronization
Moderate Severity (Cat C) – privacy or efficiency impact
· DRX pattern leakage leading to activity profiling
· Beam index cycling leading to energy drain and DoS
Minor Severity (Cat D) – low impact, handled by upper layers
· Legacy CE replay leading to compatibility error

*** End of Change ***

