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1	Decision/action requested
Propose to approve the Annexure B skeleton described in this contribution
[bookmark: _Toc215057395][bookmark: _Toc214824712]*** Start of Change ***
Annex B
[bookmark: _Toc215057396]Risk analysis of MAC-CE
Editor’s Note: Structure of annex is FFS.
Editor’s Note: Format of the framework capturing risk analysis is FFS.
Editor’s Note: Methodology for the risk analysis is FFS.
[bookmark: _Toc214824713][bookmark: _Toc215057397]B.1	General
In LTE and 5GNR, security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. The risk of Medium Access Control (MAC) layer needs to be analysed. This Annex captures the security and privacy risk analysis of the MAC-CEs from clause 6.1.3 of TS 38.321.
The MAC Control Element (MAC-CE) is a signaling message used at the MAC layer to manage time-critical control functions. For example, MAC-CEs are used for Layer 2 operations, conveying control information for resource management, scheduling, power control, and link maintenance. MAC-CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. 
Editor’s Note: The alignment of above paragraph with RAN2 is FFS.

B.2	Risk Analysis Methodology
Editor’s Note: This clause describes agreed methodology for analyzing risks resulting from potential exploitation of functionality of MAC-CE control messages at the MAC layer.

B.2.1	Identified MAC-CEs
Editor’s Note: This clause identifies MAC-CEs depending on its criticality.

B.2.2	Risk Analysis of identified MAC-CEs
Editor’s Note: This clause contains risk analysis output in a tabular easy to grasp format.
	MAC-CE
	Function
	Threat
	Risk
	Classification




B.3	Risk Treatment Principles
Editor’s Note: This clause contains agreed principles taking into account RAN WGs input.

B.4	Risk Tolerance
Editor’s Note: This clause contains risk tolerance / acceptance criteria.
*** End of Change ***

