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The proposed 6G security work tasks are:
WT#1 Security architecture: Study the overall 6G security architecture. It may include the following topics:
· security anchor

· key hierarchy

· control plane security, e.g. new NAS security

· user plane security

· trusted/untrusted non-3GPP access
WT#2 Authentications: Study authentication mechanisms and procedures between UE and 3GPP network. It may include the following topics:
· authentication framework

· authentication identifiers and credentials

· primary authentication

· secondary authentication

· authentication enhancement for network slice

· lightweight authentication mechanism
WT#3 RAN security: Study RAN security architecture, mechanisms and procedures. It may include the following topics:
· RAN security requirements

· key hierarchy and key handling in RAN

· RRC and UP security

· security handling in mobility, i.e. handover security

· low layer security, e.g. MAC CE security

· false base station, e.g. SIB security

WT#4 Privacy protection: It may include the following topics:
· Study on privacy leakage threats and security requirements in 6G System, such as UE identifies or location leakage, as well as solutions to address these security requirements, including enhancing existing privacy protection mechanisms such as SUCI, 5G-GUTI, privacy aspects of RAN level temporary identifiers, etc.

· Study the security aspect of user consent framework

· Study the user privacy preference configuration framework for data framework

· Study newly introduced privacy issues in 6G systems, such as privacy threats caused by digital identities, and solutions to address these security issues.
WT#5 NTN security: Study the enhancement of NTN in 6G system. It may include the following topics:
· Security for UE-Satellite-UE communication.

· Lightweight authentication for satellite terminals to reduce signal overhead.

· Security for unified satellite access and feeder links and inter satellite links.

· Due to resource limitation of satellite, study the UPF on ground has the security anchor instead of security anchor onboard.
WT#6 AI security: Study the security aspects of AI in 6G, e.g. AI security and AI agent security.
WT#7 Identity management: Study the security aspects of user identity management in 6G systems, such as linking user identifiers with 3GPP subscriptions, decentralized identity management, identity authentication, third party trust management, etc.
WT#8 Data framework security: Study security threats, requirements and solutions related to data framework. It may include the following topics:
· data transmission security

· storage security

· usage security

WT#9 Computing security: Study security aspects of computing for UE, core network and application server in 6G, such as user authorization, service authorization, etc.
WT#10 Sensing security: Study the security aspects of the Integration of Sensing and Communication (ISAC) over 3GPP access. It may include the following topics:
· sensing data transmission security
· user consent in ISAC system

WT#11 Network domain security: It may include the following topics:
· Study the security communication between network elements either in one PLMN or in different PLMNs; 

· Study security management aspects of the network domain, e.g. security data collection, security policy management, provisioning and enforcement, etc.

WT#12 Security for interworking and migration: Study the security aspects of interoperability between 6G and early systems, such as security issues and solutions for migrating to 6GS or interoperability with 5GS.
WT#13 Cryptography algorithms: Study cryptographic algorithms for 6G system, e.g. using 256-bit security algorithms, Post Quantum Cryptography, etc.
WT#14 Cellular IoT security: Study the potential security solutions suitable to cellar IoT devices in 6G system. It may include the following topics:
· light weight authentication procedure

· efficient key negotiation mechanism

· efficient small data secure transmission protocol

