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Decision/action requested

It is proposed to discuss the SA3 6G SID.
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Rationale

At the beginning of 5G security study outlined in TR 33.899 [1], 17 security areas are categorized. For each security area, multiple key issues are identified with security threats, security requirements, and the corresponding security solutions, which are independently analyzed. However, there are some overlapping issues across different security areas, which could introduce ambiguities in key issue discussion and solution allocation. For example, key issue #3.2 ‘refreshing keys’ under security area #3 ‘security context and key agreement’, and key issue #4.9 ‘security aspects of N2 handover’ under security area #4 ‘RAN security’ are highly interdependent. To enhance the clarity and consistency, it is proposed to discuss the correlated key issues under the same security area in the 6G security study to avoid overlapping or inconsistency. Taking the independence of security procedures or security termination points as the criterion for splitting the security areas, it is proposed that 6G system security study should cover the following security areas:
Security area #1: Authentication
Security area #2: NAS Security
Security area #3: AS Security
Security area #4: Privacy
Security area #5: Exposure Security
Security area #6: Security for Architecture Enhancement 
Security area #7: Network Side Security
Security area #8: Interworking & Migration Security
· Security area #1: Authentication
The unified primary authentication, re-authentication enhancement, and non-subscriber authentication are proposed to be discussed under this security area. As the foundation of 6G security, it is proposed that 6G primary authentication mechanism should support both the terrestrial access and non-terrestrial access. With this target, a unified primary authentication framework can be designed in the initial phase. 
For the design of re-authentication in 6G, if the trust relationship between PLMNs and authentication anchor need to be reconsidered, potential enhancement for re-authentication becomes essential to ensure the secured service continuity during inter-operator handover and/or mobility. 
In addition, non-subscriber authentication could represent a paradigm shift from 5G subscriber-centric model, in order to enable secure onboarding of digital identities, users or non-3GPP devices behind the UE.  
Proposal 1: 
Study authentication framework as a separate work task (WT#1) of the 6G security SID, including primary authentication for UE under TN/NTN access, re-authentication enhancement, and non-subscriber (e.g. digital identity, user, non-3GPP device) authentication.
· Security area #2: NAS security

To enhance 6GC efficiency, there are discussions in SA2 for supporting the modular NAS, which is a NAS connection established directly between the UE and 6GC NF, without being forwarded by the AMF. However, the support of modular NAS challenges the existing NAS security. In 5G, the AMF is the security termination point of NAS connections, performing the NAS encryption and integrity protection. Without the involvement of the AMF, how to establish NAS security between UE and 6GC NF should be studied from the start of 6G. 
In addition to the NAS security establishment and activation, the NAS security in mobility cases should also be considered. Given the 6G mobility cases, e.g. mobility between different operators, mobility between different access types, etc, the corresponding security requirements and security procedures may need to be re-analyzed and enhanced. 
Proposal 2: 
Study NAS security as a separate work task (WT#2) of the 6G security SID, including NAS security for supporting modular NAS, and enhancements for NAS security in mobility cases, with the coordination with SA2.
· Security area #3: AS security
The evolution of RAN architecture will be the primary motivation for investigating 6G AS security. Any changes to the deployment and functionality of the CU/DU or CU-UP/CU-DP will significantly influence the design of 6G AS key hierarchy, 6G AS security context handling, and 6G AS security establishment. Depending on the RAN2/3 progress, the enhancement of existing AS security mechanisms may need to be enhanced to accommodate the 6G RAN architecture. 
Similar to 6G NAS security, the mobility case in AS security should also be considered. How to ensure security during UE mobility while achieving fast handover remains a constant objective in 6G. 
One more critical aspect of AS security is lower-layer security (e.g. MAC layer security). During the study of LTM, several security threats due to the unprotected MAC CE have been identified. Addressing these security threats of lower-layer transmission over the air interface is one of the priorities in 6G AS security.
Proposal 3: 
Study AS security as a separate work task (WT#3) of the 6G security SID, including AS security for potential 6G RAN architecture changes, enhancements for AS security in mobility cases, and lower-layer security, with coordination with RAN2/RAN3.
· Security area #4: Privacy
Privacy protection is an indispensable component of 6G security study, particularly given the possibly various data types collected by the network for 6G features and high sensitivity of personal data. 
Firstly, identity privacy protection requires reassessment and enhancement. While the UE permanent identifier (e.g., SUPI) is protected during over-the-air transmission in 5G, its exposure outside the home network remains unprotected. By re-considering the trust relationship between PLMNs or across different network partitions in the 6G security architecture, the exposure of UE permanent ID and other identifiers (e.g. user ID, digital ID) may need to be re-evaluated. 
Secondly, a unified privacy control framework could offer significant benefits for 6G security. The existing 5G privacy protection relies on disparate approaches (e.g. user consent-based approach or privacy profile-based approach) and enforcement points (e.g. GMLC for LCS service, NWDAF for AI service), which induces the complexity and redundancy of protection mechanisms. Especially, when considering the protection of data privacy in 6G data framework, analyzing the unified privacy control framework could help identify a unified and independent NF among 6GC NFs that could provide the required privacy control for different services.
Proposal 4: 
Study overall privacy aspect as a separate work task (WT#4) of the 6G security SID, including identity privacy and unified privacy control framework. 

· Security area #5: Exposure security
Network exposure security enables the operators to securely provide service/data for the potential consumers (e.g. the AFs, UEs). For 6G, network exposure security will evolve with new use cases agreed by SA2, SA6 and RAN. On the one hand, as described in SA2 6G SID [2], new services including computing and data framework need to do the secure exposure for the existing consumers, which leads to potential finer level granularity authorization requirements. On the other hand, the new services like sensing may need to expose the service/data differently in terms of comsumers (e.g. the base station) and exposure path (e.g. the base station may need to expose the sensing data to the AF directly), which requires potential enhancements for exposure security.
Proposal 5: 
Study exposure security as a separate work task (WT#5) of the 6G security SID, including exposure security considering new use cases agreed by SA2, SA6 and RAN. 
· Security area #6: Security for architecture enhancement
The consistency between the 6G architecture study and 6G security study should be guaranteed in the 6G initial study. Emerging designs of 6G architecture may introduce additional security threats due to potentially new attack surfaces, which require new security mechanisms. 
For example, WT#5 of the SA2 SID [2] identifies a data framework to enable efficient and scalable data handling (including collection, transmission, and processing), a new plane, e.g. data plane may be introduced accordingly. Based on the progress of SA2, the corresponding security analysis and study on the data plane should be started as early as possible. 
Another example is the enhancement of the user plane. Besides the application data between the UE and external DNN, more types of traffic are expected to be transmitted over the user plane into the operator network, e.g. NAS signaling. Considering the deployment of UPF and the traffic type, the user plane security mechanisms may need adjustment. 
Additionally, any enhancement to the legacy security procedures which can not be categorized in the previous work tasks can be covered in this work task.

Proposal 6: 
Study security for architecture enhancement as a separate work task (WT#6) of the 6G security SID, including security for data plane, security enhancement for user plane, with coordination with SA2. 
· Security area #7: Network side security

This security area covers the security in 6G system where the UE is not involved in the procedures. Typically, the security of service-based architecture (SBA) and network domain security (NDS) can be categorized as network side security. Depending on SA2 design or probably RAN design on 6G SBA, potential enhancement on SBA security may be needed. The discussion on trust relationship between PLMNs or between PLMN and NPN in 6G system may also help identify new network side security issues to be studied.
· Security area #8: Interworking & migration

Security for interworking & migration between different generations of systems is a typical security area. At least the security procedures during handover and idle mode mobility between 6GS and 5GS/LTE should be addressed. Depending on SA2 progress, other scenarios may include dual registration and dual steering between 6GS and 5GS/LTE, for which the security should also be studied.
Security areas #7 and #8 can either be studied as separate work tasks or merged into WT#6.
According to the approved SA2 6G SID in SP-250806 [2], besides the work tasks related to 6G system architecture, five work tasks for 6G features are also included, i.e. 6G AI study in WT#3, 6G ISAC study in WT#4, 6G computing study in WT#6, 6G NTN study in WT#7, and 6G Cellular IoT study in WT#8. To ensure consistency between different WGs, the security of these features could also be included in the 6G Security SID. In our view, the security mechanisms for 6G NTN access could be discussed together with the security mechanisms for 6G TN access, the security mechanisms for 6G Cellular IoT could be largely related to the security mechanisms for 6G UE and 6G TN access, and the security mechanisms for 6G computing may depend on the security mechanisms for privacy and authorization. Therefore, it is proposed to merge the study of 6G NTN security, 6G Cellular IoT security and 6G computing security into the corresponding work tasks for 6G system security, e.g. including the authentication under NTN access and the authentication of 6G CIoT into WT #1, including the privacy protection of 6G computing into WT#4. To sum up, for 6G feature related security, it is proposed to add the following two independent work tasks to the 6G Security SID.
· ISAC Security
According to the SA2 6G SID [2] approved at TSG SA #108, the 6G ISAC WT will consider more sensing modes to be supported and more sources of sensing data. Specifically, for 6G sensing, the sensing modes, e.g. base station serving as the sensing transmitter while UE serving as the sensing receiver, need to be supported. And the UE/non-3GPP device may be able to collect more types of sensing data source. The authentication, authorization, sensing data protection, and sensing privacy should be thoroughly investigated by considering the potential new sensing modes and sensing data sources introduced by SA2 and RAN. 
Proposal 7: 
Study ISAC security and privacy as a separate work task of the 6G security SID, including authentication, authorization, sensing data protection, and sensing privacy. 
· AI Security
In SA2 6G SID [2], the 6G AI WT indicates that SA2 will focus on investigating the support and the use of AI in 6G (e.g. the AI agent, AI framework). It is necessary for SA3 to investigate potential security issues (incl. AI agent authentication and authorization) and the corresponding solutions dpending on SA2 progress. Moreover, SA3 should also cover the 6G AI framework security and privacy aspects (e.g. the secure AI life cycle management, privacy protection mechanism for the AI framework) if SA2 develops the architecture for AI framework. 
Proposal 8: 
Study AI security and privacy as a separate work task of the 6G security SID, including security and privacy protection mechanisms for AI agent and AI framework. 
Based on the above analysis on the proposed work tasks, potential coordination between the work tasks can be identified as follows:

· WT#2 may need coordination with WT#1, e.g. for root key derivation for NAS security, and coordination with WT#6, e.g. for NAS security over appropriate plane; 

· WT#3 may need coordination with WT#2, e.g. for root key derivation for AS security, and coordination with WT#6, e.g. for AS user plane security;

· WT#4 may need coordination with WT of ISAC security and WT of AI security for identifying privacy requirements;

· WT#5 may need coordination with WT#4 for privacy sensitive information exposure, and coordination with WT of ISAC security and WT of AI security for exposure authorization; 
Proposal 9: 
Coordination across different work tasks will be required to minimize overlapping and avoid inconsistent discussion or duplicated study. 
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Detailed proposals
Proposal 1: 
Study authentication framework as a separate work task (WT#1) of the 6G security SID, including primary authentication for UE under TN/NTN access, re-authentication enhancement, and non-subscriber (e.g. digital identity, user, non-3GPP device) authentication.

Proposal 2: 
Study NAS security as a separate work task (WT#2) of the 6G security SID, including NAS security for supporting modular NAS, and enhancements for NAS security in mobility cases, with the coordination with SA2.

Proposal 3: 
Study AS security as a separate work task (WT#3) of the 6G security SID, including AS security for potential 6G RAN architecture changes, enhancements for AS security in mobility cases, and lower-layer security, with coordination with RAN2/RAN3.

Proposal 4: 
Study overall privacy aspect as a separate work task (WT#4) of the 6G security SID, including identity privacy and unified privacy control framework. 

Proposal 5: 
Study exposure security as a separate work task (WT#5) of the 6G security SID, including exposure security considering new use cases agreed by SA2, SA6 and RAN. 
Proposal 6: 
Study security for architecture enhancement as a separate work task (WT#6) of the 6G security SID, including security for data plane, security enhancement for user plane, with coordination with SA2. 

Proposal 7: 
Study ISAC security and privacy as a separate work task of the 6G security SID, including authentication, authorization, sensing data protection, and sensing privacy. 
Proposal 8: 
Study AI security and privacy as a separate work task of the 6G security SID, including security and privacy protection mechanisms for AI agent and AI framework. 
Proposal 9: 
Coordination across different work tasks will be required to minimize overlapping and avoid inconsistent discussion or duplicated study. 
