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Decision/action requested

It is proposed to discuss security for 6G localized network.
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References

[1]
  3GPP TR 22.870: "Study on 6G Use Cases and Service Requirements".

3
Rationale

TR 22.870[1] clause 5.9.6 Use case on 6G Local Area Networks,  clause11.9 Use case on 6G localized network for vertical, clause 11.10 Use case on in-vehicle local communication propose use cases on 6G localized network for different vertical scenarios.

In clause 11.10 Use case on in-vehicle local communication:

[PR 11.9.6-1] Subject to an agreement between a PLMN operator and authorized 3rd party, operator policies and regulatory requirements, the 6G network shall support a mechanism to authorize UEs owned by a trusted authorized 3rd party (e.g. vertical industry) to access services provided by a localized network (deployed by the PLMN operator for the authorized 3rd party).  

[PR 11.9.6-2] Subject to an agreement between a PLMN operator and authorized 3rd party, operator policies and regulatory requirements, the 6G network shall support a mechanism to authorize and authenticate UEs owned by a trusted authorized 3rd party to access services from the PLMN operator.
Security requirement analysis: 6G network shall provide mechanisms to authenticate and authorize with different granularity, e.g. users, network elements, 3rd parties.

Preferring more convenient lightweight management, the vertical requires to have the capability to authorize or authenticate UEs locally within the local network. The UE that is only authorized and authenticated by the local network for the vertical can only access the services provided by the local network. If the UE also requires access to the PLMN, the interaction between local operator’s network for the vertical and PLMN is needed, while AAA server and NSSAAF may not be required.

Security requirement analysis: 6G network shall provide mechanisms for localized networks to  authenticate and authorize UEs locally.
In clause 11.10 Use case on in-vehicle local communication:

[PR 11.10.6-2] Subject to regulatory requirements and operator policy, the 6G network shall allow the operator to provide the required control information including configurations to the local network that enables it to provide necessary configurations for the local communication and to operate also out of coverage of the mobile network.
Security requirement analysis: 6G network shall provide mechanisms for integrity protection, replay protection and confidentiality protection to information needed for local control when it is transferred to localized networks. 6G network shall provide mechanisms for integrity and confidentiality protection to information needed for local control when it is stored in localized networks. 

[PR 11.10.6-3] Subject to regulatory requirements and the operators’ policy, the 6G system shall provide the possibility of local authorization for a new device or UE joining the local network.
Security requirement analysis: 6G network shall provide mechanisms for localized networks to  authenticate and authorize devices/UEs locally.

In clause 5.9.6 Use case on 6G Local Area Networks:

The event organizer has signed SLA with OpX to deploy local area network during the event period. The offered network services need to be activated on demand......
Scenario2: Temporary local area network......
OpX deploys a local area network (LAN#2) based on existing base stations and computing resources of PLMN and non-3GPP access with configured validity period (e.g. duration of the event). The staff can interact with each other within individual work groups via LAN#2 while the audience (e.g. Alice) within the stadium can connect to LAN#2 to get latest event information, watch holographic presence and communicate with remote friends (e.g. Bob). The users outside the stadium can still access PLMN via the base stations as usual, but cannot access LAN#2. Meanwhile, the remote audience enjoy the live in immersive experience as if they attend the event in person. When the event finishes, the network resources of LAN#2 will be automatically returned to PLMN without any impact on other services.
Security requirement analysis: 6G network shall provide mechanisms to support differentiated identities for localized networks, e.g. identities of network elements in localized networks which can be created and deleted on demand. 6G network shall provide mechanisms to support dynamic authentication and authorization on demand.

Scenario3: Service Continuity between PLMN and local area network
OpX deploys a local area network (LAN#3) on cargo dock with dedicated functionalities for high reliable communication, massive IoT communication and 3GPP sensing service. When a truck is authorized to enter this area for landing with goods, it can access LAN#3 to report the information to the local authority platform as well as remote application platform simultaneously. When it leaves this area, the truck will continue reporting sensor data to remote application platform through PLMN. Bob, the fleet manager on board, can keep watching the live of the sports event during the truck enters in and out of this area.

Security requirement analysis: 6G network shall provide mechanisms to coordinate the security mechanism of localized networks to ensure service continuity between PLMN and localized networks.
4
Detailed proposal

Considering the security requirement analysis, it is kindly suggested that SA3 study the security for 6G Localized network. The work tasks are proposed in a parallel contribution.
