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1
Decision/action requested

It is proposed to approve the key isuue.
2
References
[1]
S3-235091 New SID on study on enabling a cryptographic algorithm transition to 256-bits.
[2]
TS 33.501 Security architecture and procedures for 5G system.

3
Rationale

Current 5G 3gpp security specification [2] describes the procedures of how the different variants of 128-bit algorithm for both ciphering and integrity protection is negotiated (with UE security capabilities) and selected algorithms exchanged in a secured way in Security mode command between UE and gNB. With 128-bit integrity algorithm, the UE and AMF computes a 32-bit message authentication code (MAC-I).
One of the objectives from Rel-19 study S3-235091[1] is to study the impacts to the current 5GS system when supporting both 128-bit and 256-bit algorithms in parallel and the adoption of 256-bit algorithms in existing deployments where 128 bits is already supported. Below key issue proposes to study this further. 

4
Detailed proposal

*** 1st CHANGE ***

X.1
Key issue # X: 256-bit algorithm MAC size negotiation in AS procedures
X.1.1
Key issue details 

This key issue studies the potential support of the extension of different MAC sizes between UE and gNB. Also, the extension of the NAS security mode command procedure is adapted with newly extended MAC sizes. With extension of the new algorithms, the impact of truncations of MAC sizes to be analyzed. 

The following items need to be analysed/studied:

1)
the KgNB persist for a short time, the AS keys change fast (re-keyed with PDCP count wraparound) and the risk of replay attack using broken keys is possible only in a short time window.

2)
Lengthening the MAC keys takes away from RF bandwidth, which could be used for the UP. At lower level this is precious and to be decided only after deciding whether really required.

3)
Whether the combined AEAD mode helps or how it impacts the MAC length is another point to analyzed.

X.1.2
Threats

The adversary is replaying and/or altering AS procedures and is therefore driving a bidding down attack, i.e., the UE/CN is selecting and configuring MAC size with weaker level of security.

The adversary is replaying and/or altering AS procedures and is therefore driving a denial-of-service attack, i.e., the UE/CN is selecting an invalid MAC size and is driving the peer side into a denial-of-service. 

The adversary is replaying KgNB broken keys.

The adversary is replaying and/or altering AS procedures with the aim to lengthen the MAC size that is taking away RF bandwidth from the user plane, i.e., the asversary is driving a Denial-of-Service on user plane.
X.1.3
Potential security requirements 

The UE and the gNB shall support hardened AS procedures for the selection of MAC sizes for ciphering and integrity protection. 
*** END OF 1st CHANGE***
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