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- Separate entity with AUSF and UDM
- Separate entity with PLMN subscription

Here is the conclusion from TR 23.700-07 for access to SNPN using credential from separate entity hosting AUSF and UDM.
[bookmark: _Toc57233920][bookmark: _Toc57383839]8.1.6	Conclusions for scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity offering AUSF and UDM
The scenario where the separate entity hosts UDM, AUSF and owns the subscription is supported. It is proposed to adopt the following conclusion principles:
-	Discovery of AUSF/UDM in the separate entity can be supported by cross network service discovery and registration procedure as specified in TS 23.502 [6] clause 4.17.5 where Home PLMN is replaced by the separate entity. In order to facilitate selection of the separate entity owning the subscription (i.e. AUSF, UDM in the Home SNPN), the SUPI/SUCI provided by the UE contains a Home Network Identifier. When the SUPI type is an IMSI, the Home Network Identifier should comprise of PLMN ID + NID that points to the external entity; if SUPI is a Network Specific Identifier, the domain name corresponds to the realm part and the realm should identify the external entity.
-	It is recommended to enhance Nudm, Nausf, Namf and Nsmf services to support access to an SNPN using credentials from a separate entity that has UDM and AUSF, with the limitation that Session Management procedures are only supported for PDU Sessions terminating in the SNPN.
And:
- Here is the conclusion from TR 23.700-07 for access to SNPN using credential from separate entity using PLMN subscription.
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The following enhancements will be progressed in the normative phase on how to perform SNPN access network authentication of a UE based on 3GPP identities and credentials supplied by the PLMN:
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-	UE configuration enhancements as described in clause 8.1.4. -> out of scope for this CR
-	PLMN controlled information for SNPN selection in the UE can be updated using the UE Parameters Update via UDM Control Plane Procedure as defined in TS 23.502 [6] clause 4.20.2 or Steering of Roaming (SoR) as defined in TS 23.122 [5] Annex C. -> no changes to TS expected
-	Network selection and registration.
-	To enable a UE with PLMN subscription to select an SNPN, the UE needs to enter SNPN access mode.
-	Once the UE has entered SNPN access mode, SNPN selection is performed as described in clause 8.1.4.
-	Once an SNPN has been selected the UE attempts registration using the PLMN credentials.
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Figure 4.2.3-1 depicts the non-roaming reference architecture. Service-based interfaces are used within the Control Plane.


Figure 4.2.3-1: 5G System architecture
NOTE:	If an SCP is deployed it can be used for indirect communication between NFs and NF services as described in Annex E. SCP does not expose services itself.
Figure 4.2.3-2 depicts the 5G System architecture in the non-roaming case, using the reference point representation showing how various network functions interact with each other.


NOTE 1:	N9, N14 are not shown in all other figures however they may also be applicable for other scenarios.
NOTE 2:	For the sake of clarity of the point-to-point diagrams, the UDSF, NEF and NRF have not been depicted. However, all depicted Network Functions can interact with the UDSF, UDR, NEF and NRF as necessary.
NOTE 3:	The UDM uses subscription data and authentication data and the PCF uses policy data that may be stored in UDR (refer to clause 4.2.5).
NOTE 4:	For clarity, the UDR and its connections with other NFs, e.g. PCF, are not depicted in the point-to-point and service-based architecture diagrams. For more information on data storage architectures refer to clause 4.2.5.
NOTE 5:	For clarity, the NWDAF and its connections with other NFs, e.g. PCF, are not depicted in the point-to-point and service-based architecture diagrams. For more information on network data analytics architecture refer to TS 23.288 [86].

Figure 4.2.3-2: Non-Roaming 5G System Architecture in reference point representation
Figure 4.2.3-3 depicts the non-roaming architecture for UEs concurrently accessing two (e.g. local and central) data networks using multiple PDU Sessions, using the reference point representation. This figure shows the architecture for multiple PDU Sessions where two SMFs are selected for the two different PDU Sessions. However, each SMF may also have the capability to control both a local and a central UPF within a PDU Session.


Figure 4.2.3-3: Applying non-roaming 5G System architecture for multiple PDU Session in reference point representation
Figure 4.2.3-4 depicts the non-roaming architecture in the case of concurrent access to two (e.g. local and central) data networks is provided within a single PDU Session, using the reference point representation.


Figure 4.2.3-4: Applying non-roaming 5G System architecture for concurrent access to two (e.g. local and central) data networks (single PDU Session option) in reference point representation
Figure 4.2.3-5 depicts the non-roaming architecture for Network Exposure Function, using reference point representation.


Figure 4.2.3-5: Non-roaming architecture for Network Exposure Function in reference point representation
NOTE 1:	In figure 4.2.3-5, Trust domain for NEF is same as Trust domain for SCEF as defined in TS 23.682 [36].
NOTE 2:	In figure 4.2.3-5, 3GPP Interface represents southbound interfaces between NEF and 5GC Network Functions e.g. N29 interface between NEF and SMF, N30 interface between NEF and PCF, etc. All southbound interfaces from NEF are not shown for the sake of simplicity.
Figure 4.2.3-6 and Figure 4.2.3-7 depict the 5G System architecture (in service-based and reference point based representation respectively) for SNPN with separate entity owning the UE(s) subscription and with SNPN allowing access to UE(s) with credentials assigned by separate entity.


Figure 4.2.3-6: 5G System architecture with access to SNPN using credential from Separate entity - service-based interface representation


Figure 4.2.3-7: 5G System architecture with access to SNPN using credential from Separate entity - reference point representation
[bookmark: _Toc20149634][bookmark: _Toc27846425][bookmark: _Toc36187549][bookmark: _Toc45183453][bookmark: _Toc47342295][bookmark: _Toc51768993][bookmark: _Toc59095343]4.2.4	Roaming reference architectures
Figure 4.2.4-1 depicts the 5G System roaming architecture with local breakout with service-based interfaces within the Control Plane.


Figure 4.2.4-1: Roaming 5G System architecture- local breakout scenario in service-based interface representation
NOTE 1:	In the LBO architecture. The PCF in the VPLMN may interact with the AF in order to generate PCC Rules for services delivered via the VPLMN. The PCF in the VPLMN uses locally configured policies according to the roaming agreement with the HPLMN operator as input for PCC Rule generation. The PCF in VPLMN has no access to subscriber policy information from the HPLMN.
NOTE 2:	An SCP can be used for indirect communication between NFs and NF services within the VPLMN, within the HPLMN, or in within both VPLMN and HPLMN. For simplicity, the SCP is not shown in the roaming architecture.
Figure 4.2.4-3 depicts the 5G System roaming architecture in the case of home routed scenario with service-based interfaces within the Control Plane.


Figure 4.2.4-3: Roaming 5G System architecture - home routed scenario in service-based interface representation
NOTE 3:	An SCP can be used for indirect communication between NFs and NF services within the VPLMN, within the HPLMN, or in within both VPLMN and HPLMN. For simplicity, the SCP is not shown in the roaming architecture.
NOTE 4:	UPFs in the home routed scenario can be used also to support the IPUPS functionality (see clause 5.8.2.14).
Figure 4.2.4-4 depicts 5G System roaming architecture in the case of local break out scenario using the reference point representation.


Figure 4.2.4-4: Roaming 5G System architecture - local breakout scenario in reference point representation
NOTE 5:	The NRF is not depicted in reference point architecture figures. Refer to Figure 4.2.4-7 for details on NRF and NF interfaces.
NOTE 6:	For the sake of clarity, SEPPs are not depicted in the roaming reference point architecture figures.
The following figure 4.2.4-6 depicts the 5G System roaming architecture in the case of home routed scenario using the reference point representation.


Figure 4.2.4-6: Roaming 5G System architecture - Home routed scenario in reference point representation
For the roaming scenarios described above each PLMN implements proxy functionality to secure interconnection and hide topology on the inter-PLMN interfaces.


Figure 4.2.4-7: NRF Roaming architecture in reference point representation
NOTE 7:	For the sake of clarity, SEPPs on both sides of PLMN borders are not depicted in figure 4.2.4-7.
[bookmark: _Toc20149635][bookmark: _Toc27846426]Operators can deploy UPFs supporting the Inter PLMN UP Security (IPUPS) functionality at the border of their network to protect their network from invalid inter PLMN N9 traffic in home routed roaming scenarios. The UPFs supporting the IPUPS functionality in VPLMN and HPLMN are controlled by the V-SMF and the H-SMF of that PDU Session respectively. A UPF supporting the IPUPS functionality terminates GTP-U N9 tunnels. The SMF can activate the IPUPS functionality together with other UP functionality in the same UPF, or insert a separate UPF for the IPUPS functionality in the UP path (which e.g. may be dedicated to be used for IPUPS functionality). Figure 4.2.4-9 depicts the home routed roaming architecture where a UPF is inserted in the UP path for the IPUPS functionality. Figure 4.2.4-3 depicts the home routed roaming architecture where the two UPFs perform the IPUPS functionality and other UP functionality for the PDU Session.
NOTE 8:	Operators are not prohibited from deploying the IPUPS functionality as a separate Network Function from the UPF, acting as a transparent proxy which can transparently read N4 and N9 interfaces. However, such deployment option is not specified and needs to take at least into account very long lasting PDU Sessions with infrequent traffic and Inter-PLMN handover.
The IPUPS functionality is specified in clause 5.8.2.14 and TS 33.501 [29].


Figure 4.2.4-9: Roaming 5G System architecture - home routed roaming scenario in service-based interface representation employing UPF dedicated to IPUPS
[bookmark: _Toc20149882][bookmark: _Toc27846681][bookmark: _Toc36187812][bookmark: _Toc45183716][bookmark: _Toc47342558][bookmark: _Toc51769259][bookmark: _Toc59095611][bookmark: _Toc36188014][bookmark: _Toc45183919][bookmark: _Toc47342761][bookmark: _Toc51769462][bookmark: _Toc59095814][bookmark: _Toc20150219][bookmark: _Toc27847027][bookmark: _Toc36188159][bookmark: _Toc45184070][bookmark: _Toc47342912][bookmark: _Toc51769614][bookmark: _Toc59095967]NEXT CHANGE
5.9.2	Subscription Permanent Identifier
A globally unique 5G Subscription Permanent Identifier (SUPI) shall be allocated to each subscriber in the 5G System and provisioned in the UDM/UDR. The SUPI is used only inside 3GPP system, and its privacy is specified in TS 33.501 [29].
The SUPI may contain:
-	an IMSI as defined in TS 23.003 [19], or
-	a network-specific identifier, used for private networks as defined in TS 22.261 [2].
-	a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [84].
-	a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [84].
A SUPI containing a network-specific identifier shall take the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in TS 23.003 [19].
When UE needs to indicate its SUPI to the network (e.g. as part of the Registration procedure), the UE provides the SUPI in concealed form as defined in TS 23.003 [19].
In order to enable roaming scenarios, the SUPI shall contain the address of the home network (e.g. the MCC and MNC in the case of an IMSI based SUPI).
In case of SNPN with separate entity hosting subscription, the IMSI based SUPI shall also include NID along with the MCC and MNC as part of home network address that points to the separate entity. If SUPI is a Network Specific Identifier in the form of username@realm, the domain name corresponds to the realm part and the realm should identify the separate entity.
For interworking with the EPC, the SUPI allocated to the 3GPP UE shall always be based on an IMSI to enable the UE to present an IMSI to the EPC.
The usage of SUPI for W-5GAN is further specified in TS 23.316 [84].
NEXT CHANGE
5.30.2	Stand-alone non-public networks
[bookmark: _Toc51769463][bookmark: _Toc59095815]5.30.2.0	General
SNPN 5GS deployments are based on the architecture depicted in clause 4.2.3, the architecture for 5GC with untrusted non-3GPP access (Figure 4.2.8.2.1-1) for access to SNPN services via a PLMN (and vice versa) and the additional functionality covered in clause 5.30.2. In this Release, direct access to SNPN is specified for 3GPP access only.
SNPN also supports access to UE(s) using credentials assigned by a separate entity. An architecture in which the separate entity hosts UE’s subscription is shown in figure 4.2.3-6, 4.2.3-7. For such an architecture, the limitation is that the Session Management procedures (i.e. PDU Sessions) terminate in the SNPN.
Interworking with EPS is not supported for SNPN. Also, emergency services are not supported for SNPN. Furthermore, roaming is not supported for SNPN, e.g. roaming between SNPNs. Handover between SNPNs, between SNPN and PLMN or PNI NPN are not supported. CIoT 5GS optimizations are not supported in SNPNs.
[bookmark: _Toc20150087][bookmark: _Toc27846886][bookmark: _Toc36188017][bookmark: _Toc45183922][bookmark: _Toc47342764][bookmark: _Toc51769466][bookmark: _Toc59095818]NEXT CHANGE
5.30.2.3	UE configuration and subscription aspects
An SNPN-enabled UE is configured with subscriber identifier (SUPI), credentials for each subscribed SNPN identified by the combination of PLMN ID and NID. If an SNPN-enabled UE is configured with an N3IWF, it is also configured with an identifier of the country where the configured N3IWF is located.
A subscriber of an SNPN is either:
-	identified by a SUPI containing a network-specific identifier that takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in TS 23.003 [19] clause 28.7.2. The realm part of the NAI may include the NID of the SNPN; or
-	identified by a SUPI containing an IMSI.
An SNPN-enabled UE supports the SNPN access mode. When the UE is set to operate in SNPN access mode the UE only selects and registers with SNPNs over Uu as described in clause 5.30.2.4.
Emergency services are not supported in SNPN access mode.
NOTE 1:	Voice support with emergency services in SNPN access mode is not specified in this release.
If a UE is not set to operate in SNPN access mode, even if it is SNPN-enabled, the UE does not select and register with SNPNs. A UE not set to operate in SNPN access mode performs PLMN selection procedures as defined in clause 4.4 of TS 23.122 [17]. For a UE capable of simultaneously connecting to an SNPN and a PLMN, the setting for operation in SNPN access mode is applied only to the Uu interface for connection to the SNPN. Annex D.4 provides more details.
NOTE 2:	Details of activation and deactivation of SNPN access mode are up to UE implementation.
If the UE has credentials supplied by the PLMN and subscription from PLMN, the UE needs to enter SNPN access mode in order to select SNPN. Once the UE has entered SNPN access mode, SNPN selection is performed as described in clause 5.30.2.4. Once an SNPN has been selected the UE attempts registration using the PLMN credentials.
NEXT CHANGE
6.3.4	AUSF discovery and selection
In the case of NF consumer based discovery and selection, the following applies:
-	The AMF performs AUSF selection to allocate an AUSF Instance that performs authentication between the UE and 5G CN in the HPLMN. The AMF shall utilize the NRF to discover the AUSF instance(s) unless AUSF information is available by other means, e.g. locally configured on AMF. The AUSF selection function in the AMF selects an AUSF instance based on the available AUSF instances (obtained from the NRF or locally configured in the AMF).
-	The UDM shall utilize the NRF to discover the AUSF instance(s) unless AUSF information is available by other means, e.g. locally configured on UDM. The UDM selects an AUSF instance based on the available AUSF instance(s) obtained from the NRF or based on locally configured information, and information stored (by the UDM) from a previously successful authentication.
AUSF selection is applicable to both 3GPP access and non-3GPP access.
The AUSF selection function in AUSF NF consumers or in SCP should consider one of the following factors when available:
[bookmark: _GoBack]1.	Home Network Identifier (e.g., MNC and MCC) of SUCI/SUPI (by an NF consumer in the Serving network) along with NID identification for separate entity (if NID is available in the Home Network Identifier within the SUCI provided by the UE or the UE provides a realm that identifies the separate entity; otherwise, it uses the NID provided by the NG-RAN) in the case of SNPN and Routing Indicator.
NOTE 1:	The UE provides the Routing Indicator to the AMF as part of the SUCI as defined in TS 23.003 [19] during initial registration. The AMF can provide the UE's Routing Indicator to other AMFs as described in TS 23.502 [3].
NOTE 2:	In the case of SNPN, the AMF uses the NID that is part of Home Network Identifier available in the SUCI provided by the UE. If the SUCI does not include the NID, then it uses the selected NID provided by the NG-RAN together with the selected PLMN ID (from SUCI/SUPI) as the SUCI/SUPI does not always include the NID.
	When the UE's Routing Indicator is set to its default value as defined in TS 23.003 [19], the AUSF NF consumer can select any AUSF instance within the home network for the UE.
2.	AUSF Group ID the UE's SUPI belongs to.
NOTE 3:	The AMF can infer the AUSF Group ID the UE's SUPI belongs to, based on the results of AUSF discovery procedures with NRF. The AMF provides the AUSF Group ID the SUPI belongs to other AMFs as described in TS 23.502 [3].
3.	SUPI; e.g. the AMF selects an AUSF instance based on the SUPI range the UE's SUPI belongs to or based on the results of a discovery procedure with NRF using the UE's SUPI as input for AUSF discovery.
In the case of delegated discovery and selection in SCP, the AUSF NF consumer shall send all available factors to the SCP.
[bookmark: _Toc20150231][bookmark: _Toc27847039][bookmark: _Toc36188171][bookmark: _Toc45184082][bookmark: _Toc47342924][bookmark: _Toc51769626][bookmark: _Toc59095980]NEXT CHANGE
6.3.8	UDM discovery and selection
The NF consumer or the SCP performs UDM discovery to discover a UDM instance that manages the user subscriptions.
If the NF consumer performs discovery and selection, the NF consumers shall utilize the NRF to discover the UDM instance(s) unless UDM information is available by other means, e.g. locally configured on NF consumers. The UDM selection function in NF consumers selects a UDM instance based on the available UDM instances (obtained from the NRF or locally configured).
The UDM selection functionality is applicable to both 3GPP access and non-3GPP access.
The UDM selection functionality in NF consumer or in SCP should consider one of the following factors:
1.	Home Network Identifier (e.g. MNC and MCC) of SUCI/SUPI, along with NID identification for separate entity (if NID is available in the Home Network Identifier within the SUCI provided by the UE or the UE provides a realm that identifies the separate entity; otherwise, it uses the NID provided by the NG-RAN) in the case of SNPN, and UE's Routing Indicator.
NOTE 1:	The UE provides the Routing Indicator to the AMF as part of the SUCI as defined in TS 23.003 [19] during initial registration. The AMF provides the UE's Routing Indicator to other NF consumers (of UDM) as described in TS 23.502 [3].
NOTE 2:	In the case of SNPN, the AMF uses the NID that is part of Home Network Identifier available in the SUCI provided by the UE. If the SUCI does not include the NID or the UE does not provide a realm that identifies the separate entity, then it uses the selected NID provided by the NG-RAN together with the selected PLMN ID (from SUCI/SUPI) as the SUCI/SUPI does not always include the NID.
	When the UE's Routing Indicator is set to its default value as defined in TS 23.003 [19], the UDM NF consumer can select any UDM instance within the home network of the SUCI/SUPI.
2.	UDM Group ID of the UE's SUPI.
NOTE 3:	The AMF can infer the UDM Group ID the UE's SUPI belongs to, based on the results of UDM discovery procedures with NRF. The AMF provides the UDM Group ID the SUPI belongs to other UDM NF consumers as described in TS 23.502 [3].
3.	SUPI or Internal Group ID; the UDM NF consumer selects a UDM instance based on the SUPI range the UE's SUPI belongs to or based on the results of a discovery procedure with NRF using the UE's SUPI or Internal Group ID as input for UDM discovery.
4.	GPSI or External Group ID; UDM NF consumers which manage network signalling not based on SUPI/SUCI (e.g. the NEF) select a UDM instance based on the GPSI or External Group ID range the UE's GPSI or External Group ID belongs to or based on the results of a discovery procedure with NRF using the UE's GPSI or External Group ID as input for UDM discovery.
In the case of delegated discovery and selection in SCP, NF consumer shall include one of these factors in the request towards SCP.
END CHANGE
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