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1.
Discussion
In the last SA2#145E meeting the topic of what the 5GS should do when the UE is not using the DNS configuration provided by the CN raised some controversy. This document proposes a new solution that allows application to decide whether or not to use the DNS configuration provided by the CN. The principles of the solutions are as follows:

-
if the UE application wants to be guaranteed to reach the EASDF/DNS resolver/DNS server indicated by the CN, it uses the newly introduced Edge DNS Client (EDC). The EDC is a 3GPP compliant DNS client located in the UE that communicates with the EASDF/DNS resolver/DNS server indicated by the CN irrespective of whether the OS in the UE overwrites (other) DNS settings. The communication between UE application and EDC happens via Application Program Interfaces (APIs).
-
if the UE application wants to use other DNS settings than those indicated by the CN or it wants to leave such decision to the OS it can use the regular, non-3GPP compliant DNS client.

2.
Text proposal
It is proposed to agree the following changes vs. TS 23.548:
>>>>BEGINNING OF CHANGES<<<<
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

C-DNS
Central DNS

C-NEF
Central NEF

C-PSA UPF
Central PSA UPF

EAS
Edge Application Server

EASDF
Edge Application Server Discovery Function
EDC
Edge DNS Client
EHE
Edge Hosting Environment

L-DN
Local part of DN

L-DNS
Local DNS

L-NEF
Local NEF

L-PSA UPF
Local PSA UPF
>>>>NEXT CHANGE<<<<
4.2
Reference Architecture for Supporting Edge Computing

4.2.1
Reference Architecture

The reference architectures for supporting Edge Computing are based on the reference architectures specified in clause 4.2 of TS 23.501 [2]. The following reference architectures are further depicting the relationship between the 5GS and EHE for non-roaming and LBO roaming scenarios.

Figure 4.2-1 depicts 5GS architecture for non-roaming scenario supporting Edge Computing with UL CL/BP.
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Figure 4.2-1: 5GS providing access to EAS with UL CL/BP for non-roaming scenario

Figure 4.2-2 depicts 5GS architecture for non-roaming scenario supporting Edge Computing without UL CL/BP.
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Figure 4.2-2: 5GS providing access to EAS without UL CL/BP for non-roaming scenario

Figure 4.2-3 depicts 5GS architecture for LBO roaming scenario supporting Edge Computing with UL CL/BP.
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Figure 4.2-3: 5GS providing access to EAS with UL CL/BP for LBO roaming scenario

Figure 4.2-4 depicts 5GS architecture for LBO roaming scenario supporting Edge Computing without UL CL/BP.
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Figure 4.2-4: 5GS providing access to EAS without UL CL/BP for LBO roaming scenario

NOTE 1:
Only some of the 5GS NFs are shown in the above reference architecture figures. In the above figures, the split between the UPF acting as UL CL/BP and the UPF acting as local PSA is illustrative.

NOTE 2:
Only the control plane of EASDF is depicted in the figure, the user plane between the EASDF and the UPF (i.e. over which the DNS messages are exchanged) is part of N6. Additionally, the EADSF may have direct connectivity with the local parts of one or more Data Networks.
4.2.X
Architecture for EDC
Figure 4.2.X-1 depicts the Edge DNS Client (EDC) architecture in the UE
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Figure 4.2.X-1: EDC architecture in the UE
>>>>NEXT CHANGE<<<<
5
Functional Description for Supporting Edge Computing

5.1
EASDF

5.1.1
Functional Description

The Edge Application Server Discovery Function (EASDF) includes one or more of the following functionalities:

-
Registering to NRF for EASDF discovery and selection.

-
Handling the DNS messages according to the instruction from the SMF, including:

-
Receiving DNS message handling rules from SMF

-
Exchanging DNS messages from the UE

-
Forwarding DNS messages to C-DNS or L-DNS for DNS query

-
Adding EDNS Client Subnet (ECS) option into DNS query for an FQDN

-
Notifying EASDF related information to SMF

-
Terminates the DNS security, if used.

The EASDF has user plane connectivity with the PSA UPF over N6 for the transmission of DNS signalling exchanged with the UE.

Multiple EASDF instances may be deployed within a PLMN.

The interactions between 5GC NF(s) and the EASDF take place within a PLMN.

5.1.2
EASDF Discovery and Selection

The EASDF discovery and selection is defined in clause 6.3 in TS 23.501 [2].
5.X
EDC
5.X.1
Functional Description
The Edge DNS Client (EDC) is a 3GPP compliant DNS client located in the UE that includes the following functionalities:
-
Receives the EASDF/DNS resolver/DNS server's settings from the SMF.
-
Provides API to the application client in the UE to send DNS queries towards the EASDF/DNS resolver/server indicated by the SMF in the ePCO.
-
Sends DNS queries towards the EASDF/DNS resolver/DNS server indicated by the SMF.
-
Forwards DNS responses received from the EASDF/DNS resolver/DNS server to the application client in the UE.
NOTE: the details of the EDC provided APIs are defined by Stage 3.
>>>>NEXT CHANGE<<<<
6.2.1
General

In Edge Computing deployment, an application service may be served by multiple Edge Application Servers typically deployed in different sites. These multiple Edge Application Servers that host service may use a single IP address (anycast address) or different IP addresses. To start an Edge Application Service, the UE needs to know the IP address(es) of the Application Server(s) serving the Service. The UE may do a discovery to get the IP address(es) of a suitable Edge Application Server (e.g. the closest one), so that the traffic can be locally routed to the Edge Application Server and service latency, traffic routing path and user service experience can be optimized.

EAS Discovery is the procedure by which a UE discovers the IP address(es) of a suitable Edge Application Server(s) using Domain Name System (DNS). EAS Re-discovery is the EAS Discovery procedure that takes place when the previously discovered Edge Application Server cannot be used or may have become non-optimal (e.g. at edge relocation).

DNS server may be deployed in different locations in the network as Central DNS (C-DNS) resolver/server or as Local DNS (L-DNS) resolver/server.

NOTE 1:
The C-DNS server and/or L-DNS resolvers/servers can use an anycast address.

NOTE 2:
The C-DNS server or L-DNS resolvers/servers can contact any other DNS servers for recursive queries, which is out of scope of this specification.

NOTE 3:
This specification describes the discovery procedure based on 5GS NFs as to ensure the UE is served by the application service closest to the UE's point of attachment. However, this does not exclude other upper layer solution that can be adopted by operator or service provider, like the EAS Discovery procedure defined in TS 23.558 [5], or other alternatives shown in Annex A and Annex B. How those other solutions work, or whether they are able to guarantee the closest application service for the UE, is out of the scope of this specification.

In order to provide a translation of the FQDN of an EAS into the address of an EAS as topologically close as possible to the UE, the Domain Name System may use following information:

-
The source IP address of the incoming DNS Query; and/or,

-
an EDNS Client Subnet (ECS) option (as defined in RFC 7871 [6]).

NOTE 4:
UE IP address can be subject to privacy restrictions, which means that it is not to be sent to Authoritative DNS / DNS Resolvers outside the network operator within EDNS Client Subnet option or as Source IP address of the DNS Query. UE source IP address can be protected by using NAT mechanism.

EAS (re-)discovery procedures described in this specification should use the top level domains (TLDs) in the public namespace by default. 

If a private namespace is used, an Edge Computing Service Provider (ECSP) can provision DNS information in the EAS Deployment information via AF request with its AF-service-identifier, or DNN and NSSAI. Since private namespaces do not have a common root server or naming, the DNS information for each ECSP should be stored individually to prevent any overwriting of resolution entries.

NOTE 5: 
The DNS information provided by ECSP in the EAS deployment information can be used to select the DNS settings for a PDU Session mainly if the PDU Session is specific for the ECSP services.

If the UE applications want to discover/access EAS by using the mechanisms defined in this TS, the DNS queries generated by the UE shall be sent to the EASDF or to the DNS resolver/server indicated by the SMF. To guarantee this to happen, the UE shall send the DNS query via the EDC as described in clause 6.2.X. Considerations on consequences if the UE does not send DNS queries to the EASDF/DNS resolver/DNS server indicated by the SMF are described in Annex C.
6.2.X
EDC based DNS query to reach CN indicated EASDF or DNS resolver/server 

In order to take advantage of the EAS discovery procedures described in subclauses 6.2.2 and 6.2.3, it is essential that the DNS query generated by the UE reaches the EASDF, the DNS server or the DNS resolver indicated by the SMF. Traditional DNS clients can be affected by the OS configuration/settings and this may lead to the DNS query sent to other resolvers than the one indicated by the SMF at PDU Session Establishment/Modification.

To guarantee that an application client in the UE to reach the EASDF/DNS server/DNS resolver independently of the OS behaviour:

1)
The application client in the UE sends the DNS query by calling the related EDC-1 API,
2)
The EDC sends the DNS query to the ESDAF/DNS server/resolver indicated by the SMF,

3)
Once received, the EDC forwards the DNS response to the API invoker.
>>>>NEXT CHANGE<<<<
6.2.3.2.2
EAS Discovery Procedure with EASDF

For the case that the UE DNS Query is to be handled by EASDF, the following applies.

-
The AF may provide EAS deployment information to UDR, including the list of FQDNs supported by applications for each DNAI, the IP address range(s) corresponding to each DNAI and the DNS server identifier (consisting of IP address and port) for each DNAI, as defined in clause 5.6.7 of TS 23.501 [2]. The AF may update the information as described in clause 4.3.6.2 of TS 23.502 [3].

-
During the PDU Session establishment procedure, the SMF gets the EAS deployment information via the PDU Session related policy information from PCF or the SMF is preconfigure with the EAS deployment information the and the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session.


If the SMF, based on local configuration, decides that the interaction between EASDF and DNS Server in the DN shall go via an UPF, the SMF sends corresponding N4 rules to this UPF to instruct this UPF to forward DNS message between EASDF and the external DNS server. In this case, the routing of DNS messages between EASDF and DNS Server described in this clause are transferred via this UPF transparently.

NOTE 1:
Based network configuration, one UPF is used to transmit DNS signalling between EASDF and DNS server. The N4 session between the SMF and this UPF is not related to a specific PDU Session but provides rules targeting Downlink traffic from DNS servers to the EASDF and associated with the traffic of multiple UE(s); the traffic forwarding between EASDF and this UPF is realized by IP in IP tunnelling .The EASDF provides the SMF with the source address it uses to contact DNS servers and with the destination address where it expects to receive the tunnelled traffic.


The UE sends DNS Query to the EASDF. The SMF may configure the EASDF with DNS message handling rules to forward DNS messages of the UE to a relevant DNS server and/or report when detecting DNS messages.  The DNS message handling rule includes information used for DNS message detection and associated action(s). It is defined as following:

-
Precedence of the DNS message handling rule

-
DNS message detection template (includes at least one of the following):

-
DNS message type = DNS Query or DNS Response:

-
If DNS message type = DNS Query:

-
Source IP address (i.e. UE IP address).

-
Array of (FQDN ranges).

-
If DNS message type = DNS Response:

-
Array of FQDN ranges and/or array of EAS IP address ranges.

NOTE 2:
For DNS message type = Query, the UE IP address provided at DNS context creation is considered if not provided explicitly as part of the template.

-
Action(s) (includes at least one action) the possible actions include:

-
Report DNS message content to SMF.

-
Send the DNS message to a preconfigured DNS server/resolver or an indicated DNS server as following (The indicated DNS server is included in the DNS handling rule):

-
Including the information to build optional EDNS Client Subnet option in the DNS message (The information for the EASDF to build the EDNS Client Subnet option is included in the DNS handling rule).

Editor's note:
It is FFS whether the information for the EASDF to build the ECS option may contain more than one IP address to deal with following cases: 1) some EAS may be deployed on the part of the DN with public IP addressing space while other EAS may be deployed on the part of the DN with private IP addressing space, 2) there may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA + ULCL UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location, 3) there may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF.

-
Replacement of the DNS message target address with the indicated DNS Server Address; if no DNS Server Address is provided by the SMF, then the EASDF is to forward the DNS message to a locally preconfigured DNS server/resolver.

-
Buffer the DNS message and report DNS message content to the SMF.

-
Send the buffered DNS response message to UE.

When the EASDF forwards a DNS request, it uses its own address as the source address of the DNS message.

The SMF may use following information to create DNS message handling rules associated with a PDU session:

-
Local configuration associated with the (DNN, S-NSSAI) of the PDU Session; and/or

-
EAS deployment information provided by the AF or preconfigured in the SMF; and/or

-
Information derived from the UE location such as candidate L-PSA (s);

-
PDU Session information, like PDU Session L-PSA(s) and ULCL/BP;

NOTE 3:
For example, the SMF can derive the IP address for ECS based on the N6 IP address(es) associated with serving L-PSA(s) locally configured or in the NRF.

NOTE 4:
Providing in DNS EDNS Client Subnet option an IP address associated with the L-PSA UPF protects the privacy of the (IP address of the) UE.

-
If the FQDN in a DNS Query matches the FQDN(s) provided by the SMF, based on instructions by SMF, one of the following options is executed by the EASDF:

-
Option A: The EASDF includes the EDNS Client Subnet (ECS) option into the DNS Query message as defined in RFC 7871[6] and sends the DNS Query message to the DNS server for resolving the FQDN. The DNS server may resolve the EAS IP address considering the EDNS Client Subnet option and sends the DNS Response to the EASDF;
-
Option B: The EASDF sends the DNS Query message to a Local DNS server which is responsible for resolving the FQDN within the corresponding L-DN. The EASDF receives the DNS Response message from the Local DNS server.

NOTE 5:
Option B does not support the scenario where the PSA UPF for transferring DNS query between EASDF and DNS server, or the EASDF has no direct connectivity with the Local DNS servers.


The SMF instructions for a matching FQDN may as well indicate EASDF to contact SMF. SMF then provides the EASDF with a DNS message handling rule;

-
If the DNS Query from the UE does not match a DNS message handling rules set by the SMF, then the EASDF may simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution;

-
When the EASDF receives a DNS Response message, the EASDF may notify the EAS information (i.e. EAS IP address(es), optionally the EAS FQDN and optionally the corresponding IP address within the ECS DNS option) to the SMF if the DNS message reporting condition (i.e. the EAS IP address or FQDN is within the IP/FQDN range) provided by the SMF is met. The SMF may then select the target DNAI based on the EAS information and trigger UL CL/BP and L-PSA insertion as specified in clause 6.3.3 in TS 23.501 [2] based on the Notification.

NOTE 6:
To avoid SMF overloading caused by massive reporting, the overload control mechanisms defined in clause 6.4 of TS 29.500 [9] can be used.


The information to build the EDNS Client Subnet option or the Local DNS server address provided by the SMF to the EASDF are part of the DNS message handling rules to handle DNS queries from the UE. This information is related to DNAI(s) for that FQDN(s) for the UE location. The SMF may provide DNS message handling rules to handle DNS queries from the UE to the EASDF when the SMF establishes the association with the EASDF for the UE and may update the rules at any time when the association exists. For the selection of the candidate DNAI for an FQDN for the UE, the SMF may consider the UE location, network topology and information of EAS deployment information received as part of PDU Session related policy information for the PDU Session while it is provided/modified/deleted as defined in TS 23.503 [4] clause 6.4 or be preconfigured into the SMF. The EAS deploymen information is provisioned by the AF via the procedure of AF influence on traffic routing as defined in in clause 5.6.7.1 of TS 23.501 [2] and in clause 4.3.6.2 of TS 23.502 [3]. After the UE mobility, if the provided Information for EDNS Client Subnet option or the Local DNS server address needs be updated, the SMF may send an update to DNS message forwarding rules to the EASDF.

NOTE 7: To protect the SMF (e.g. to block DOS from the EASDF), the EASDF IP address for DNS Query Request is only accessible from the UE IP address via UPF.

Editor's note:  The procedure for AF provisioning of the EAS Deployment information is FFS.

Once the UL CL/BP and L-PSA have been inserted, the SMF may decide that the DNS messages for the FQDN are to be handled by Local DNS resolver/server from now on. This option is further described in clause 6.2.3.2.3.

The SMF may instruct the EASDF not to report DNS messages to SMF corresponding to some FQDN ranges and/or EAS IP address ranges e.g. once the UL CL/BP and L-PSA have been inserted. After the removal of the L-PSA, the SMF may instruct the EASDF to restart the reports of the DNS messages.


[image: image6.emf]SMF EASDF UE

2. Select 

EASDF

3. Neasdf_DNSContext_Create Request

4. easdf_DNSContext_Create Response

7. DNS Query

DNS 

Server

12. DNS query

14.Neasdf_DNSContext_Notify Request

19. DNS response

UPF

ULCL/BP 

UPF

L-PSA 

UPF PSA 

13. DNS Response

16. ULCL/BP insertion

8. Neasdf_DNSContext_Notify Request

9. Neasdf_DNSContext_Notify Response

15.Neasdf_DNSContext_Notify Response

5. Neasdf_DNSContext_Update Request

6. Neasdf_DNSContext_Update Response

17. NeasdfDNSContext_Update Request

18. Neasdf_DNSContext_Update Response

10. Neasdf_DNSContext_Update Request

11. Neasdf_DNSContext_Update Response

1. PDU Session Establishment 

Procedure

DNSContext Creation Procedure

DNSContext Update Procedure


Figure 6.2.3.2.2-1: EAS discovery procedure with EASDF

1.
UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502 [3].

2.
During the PDU Session Establishment procedure, the SMF selects EASDF as described clause 6.3 of TS 23.501 [2].


If the SMF, based on local configuration, decides that the interaction between EASDF and DNS Server in the DN shall go via the PSA UPF, the SMF configures PSA UPF within N4 rules to forward the DNS message between EASDF and DN.


The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.

3.
The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, DNN, callback URI, DNS message handling rules) to the selected EASDF.


This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].


The EASDF creates a DNS context for the PDU Session and stores the UE IP address, the callback URI and DNS message handling rule(s) into the context.


The EASDF is provisioned with the DNS message handling rule(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.

4.
The EASDF invokes the service operation Neasdf_DNSContext_Create Response.


5.
The SMF may invoke Neasdf_DNSContext_Update Request (EASDF Context ID, DNS message handling rules) to EASDF. The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.

6.
The EASDF responds with Neasdf_DNSContext_Update Response.

7.
The UE sends DNS Query message to the EASDF. To guarantee that the DNS Query is sent to the EASDF, the UE shall use the EDC based query described in 6.2.X.
8.
If the DNS Query message matches a DNS message handling rule for reporting, the EASDF sends the DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request.

9.
The SMF responds with Neasdf_DNSContext_Notify Response.

10.
If DNS message handling rule for the FQDN received in the report need to be updated, e.g. provide updates to information to build the EDNS Client Subnet option information, the SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules) to EASDF.


For Option A, the DNS handling rule includes corresponding IP address to be used to build the EDNS Client Subnet option. For Option B, the DNS handling rule includes corresponding Local DNS Server IP address. The EASDF may as well be instructed by the DNS handling rule to simply forward the DNS Query to a pre-configured DNS server/resolver.

11.
The EASDF responds with Neasdf_DNSContext_Update Response.

12.
The EASDF handles the DNS Query message received from the UE as the following:

-
For Option A, the EASDF adds the EDNS Client Subnet option into the DNS Query message as specified in RFC 7871[6] and sends it to C-DNS server;

-
For Option B, the EASDF sends the DNS Query message to the Local DNS server.


If no DNS message detection template within the DNS message handling rule provided by the SMF matches the requested FQDN in the DNS Query, the EASDF may simply send a DNS Query to a pre-configured DNS server/resolver.

13.
EASDF receives DNS Responses from the DNS system and determines that a DNS Response can be sent to the UE.

14.
The EASDF may send an DNS message reporting to the SMF by invoking Neasdf_DNSContext_Notify request including EAS information if the EAS IP address or the FQDN in the DNS Response message matches the reporting condition provided by the SMF. The DNS message reporting may contain multiple EAS IP address if the EASDF has received multiple EAS IP address(es) from the DNS servers it has contacted. The DNS message reporting may contain the FQDN and the ECS option received in the DNS Response message.


Per the received DNS message handling rule, the EASDF does not send the DNS Response message to the UE but waits for SMF instructions (in step 17) , i.e. buffering the DNS Response message.

15.
The SMF invokes Neasdf_DNSContext_Notify Response service operation.

16.
The SMF may perform UL CL/BP and Local PSA selection and insert UL CL/BP and Local PSA.


Based on received EAS information received from the EASDF, other UPF selection criteria, as specified in clause 6.3.3 in TS 23.501 [2], and Service Experience or DN performance analytics for an Edge Application as described in 3GPP TS 23.288 [10], the SMF may determine the DNAI and determine the associated N6 traffic routing information for the DNAI. The SMF may perform UL CL/BP and Local PSA selection and insertion as described in TS 23.502 [3]. In case of UL CL, the traffic detection rules and traffic routing rules are determined by the SMF based on IP address range(s) per DNAI included the PCC rules as defined in clause 5.6.7 in TS 23.501 [2]. Or the SMF determines the traffic detection rules and traffic routing rules based on the IP address range(s) per DNAI included in the preconfigured EAS deployment information.

17.
The SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules).


The DNS message handling rule indicates the EASDF to send a DNS Response buffered in Step 14 to UE. The DNS message handling rule may indicate the EASDF not to send further DNS Response message corresponding to FQDN ranges and/or EAS IP address ranges for the selected DNAI.

18.
The EASDF responds with Neasdf_DNSContext_Update Response.

19.
The EASDF sends the DNS Response to UE. If the EDC based DNS query was used in Step 7, the EDC receives the DNS Response and forwards it to the application client in the UE.
During PDU Session Release procedure, the SMF removes the DNS context by invoking Neasdf_DNSContext_Delete service.
>>>>NEXT CHANGE<<<<
6.2.3.2.3
EAS Discovery Procedure with Local DNS Server/Resolver

For the case that the DNS message is to be handled by Local DNS resolver/server, the DNS Query is routed to the Local DNS resolver/server corresponding to the DNAI where the L-PSA connects. The SMF selects the Local DNS server address based on local configuration or based on EAS deployment information in AF request as specified in clause 6.2.3.2.2. Based on the operator's configuration, one of the following options may apply when UL CL/BP and Local PSA have been inserted (during or after PDU Session Establishment):

-
Option C: The SMF chooses a Local DNS server based on the DNAI corresponding to the inserted local PSA and on local configuration and AF provided EAS deployment information when applicable, and configures it to the UE as new DNS server. In addition, the SMF also configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to route traffic destined to the L-DN including the DNS Query messages to the L-PSA. The L-DNS server resolves the DNS Query either locally or recursively by communicating with other DNS servers.

-
Option D: If the SMF has been configured that DNS Queries for an FQDN (range) query can be locally routed on the UL CL, then the subsequent DNS queries for the FQDN (range) will be locally routed to a Local DNS server.

NOTE 1:
Option D assumes that ULCL steering is based on L4 information (i.e. DNS port number) and that ULCL has visibility of the DNS traffic (i.e. FQDN in the DNS Query message). The UPF may be instructed by the SMF to apply different forwarding of non-ciphered UL DNS traffic based on the target domain of the DNS Query. Option D requests modification of destination IP address of DNS messages. Whether this is allowed or not is subject to local regulations. Option D does not apply to DoH or DoT messages.
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Figure 6.2.3.2.3-1: EAS discovery with Local DNS server/resolver

1.
The SMF inserts UL CL/BP and Local PSA.


UL CL/BP/Local PSA insertion can be triggered by DNS messages as described in clause 6.2.3.2.2. Or, the SMF may pre-establish the UL CL/BP and Local PSA before the UE sends out any DNS Query message (e.g. upon UE mobility). In this case, the SMF includes the IP address of Local DNS Server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3] or in a network initiated PDU Session Modification procedure. The UE configures the Local DNS Server as DNS server for that PDU Session.


The UL CL/BP and Local PSA are inserted or changed as described in TS 23.502 [3]. In the case of IPv6 multi-homing, the SMF may also send an IPv6 multi-homed routing rule along with the IPv6 prefix to the UE to influence the selection of the source Prefix for the subsequent DNS queries as described in TS 23.501 [2] clause 5.8.2.2.2.

When the UL CL/BP and Local PSA are inserted or simultaneously changed, the SMF configure the UL CL/BP for DNS Query handling:

-
For Option C, the SMF configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to forward UE packets destined to the L-DN to the Local PSA. The packets destined to L-DN includes DNS Query messages destined to Local DNS Server.

Steps 2 and 3 are performed for option C:

2.
If the UL CL/BP and Local PSA are inserted after PDU Session Establishment, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.


If, based on operator's policy or UE's mobility, the Local DNS Server IP Address in the local Data Network needs to be notified or updated to UE, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.

3.
The UE responds with PDU Session Modification Complete.


The UE configures the Local DNS Server as the DNS server for the PDU Session. The UE sends the following DNS Queries to the indicated Local DNS Server.


If EASDF was used as the DNS server for the PDU Session, the SMF may invoke Neasdf_DNSContext_Delete service to remove the DNS context in the EASDF.

NOTE 2:
The UE does not need to know that the new DNS server is "local".


For the Split-UE in the option C case, the new address of Local DNS Server cannot be provided to the TE or the TE OS from the ME, Annex C documents mitigations for this scenario.

4.
UE sends a DNS Query message. In the case of IPv6 multi-homing the UE selects the source IP prefix based on the IPv6 multi-homed routing rule provided by SMF. To guarantee that the DNS Query is sent to the Local DNS Resolver/Local DNS Server, the UE shall use the EDC based query described in 6.2.X.
5.
The DNS Query message is forwarded to the Local DNS Server and handled as described in following:

-
For Option C, the target address of the DNS Query is the IP address of the Local DNS Server. The DNS Query is forwarded to the Local DNS Server by UL CL/BP and Local PSA. The Local DNS Server resolves the FQDN of the DNS query by itself or communicates with other DNS server to recursively resolve the EAS IP address.

-
For Option D: The Local PSA sends the DNS traffic to the Local DNS Server that resolves the FQDN target of the DNS query by itself or that communicates with a C-DNS server to recursively resolve the EAS IP address.

NOTE 3:
The Local PSA can send the DNS traffic to the Local DNS Server via tunnelling or via IP address replacement. If IP address replacement is used, the SMF instructs the Local PSA to modify the packet's destination IP address (corresponding to EASDF) to that of the target DNS.

6.
The Local PSA receives DNS Response message from Local DNS server, it forwards it to the UL CL/BP and the UL CL/BP forwards the DNS Response message to UE. If the EDC based DNS query was used in Step 4, the EDC receives the DNS Response and forwards it to the application client in the UE.
NOTE 4:
If IP address replacement has been enforced at step 5, the Local PSA replaces the source IP address to EASDF IP according to SMF instruction.

If SMF decides to remove the UL CL/BP and Local PSA as defined in TS 23.502 [3] clause 4.3.5.5, e.g. due to UE mobility, the SMF sends a PDU Session Modification Command to configure the new address of the DNS server on UE (e.g. to set it to the address of EASDF).
>>>>NEXT CHANGE<<<<
8
UE Services and Descriptions

8.X
EDC Services

8.X.1
General

The following table illustrates the EDC Services and Service Operations.

Table 8.X.1-1: NF services provided by the EDC
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nedc_DNSquery
	Create
	Request/Response
	Application client (API invoker) inside the UE


8.X.2
Nedc_DNSquery service
8.x.2.1
General

Service description: This service enables the consumer to create a DNS Query that is then sent to the EASDF/DNS Resolver/DNS Server indicated by the CN.

8.x.2.2
Nedc_DNSquery_Create service operation

Service operation name: Neasdf_DNSContext_Create.

Description: Sends a DNS Query to the EASDF/DNS Resolver/DNS Server indicated by the CN.

Input, Required: DNS Query message.

Input, Optional: None.

Output, Required: If successful, IP address of the EAS.

Output, Optional: None.
>>>>END OF CHANGES<<<<
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