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1. Overall Description:
RAN2 has started the study on control and user plane aspects for 6GR.

Security considerations are critical to ensure that protocol design aligns with security needs. It is essential that the radio interface security requirements be made available as early as possible.

During development of 5G, the system was designed such that the PDCP layer provided ciphering and integrity protection for both user data and RRC signaling, ensuring secure transmission of information above the PDCP layer. However, several control elements have also been defined in the MAC layer since it allowed lower latency. For reference, the list of MAC CEs in 5G is defined in TS 38.321 chapter 6.1.3. It is possible that some of these may also be defined in 6G L2 specifications, e.g. in MAC specification.

[bookmark: _Hlk212135528]During the initial RAN2 discussions on AS security, security for lower layer control information was raised as a potential topic for study and concerns were expressed about the impacts, such as potential overhead (e.g., increased message exchange/size in handover signaling, large security overhead for small messages) and processing requirements (e.g. for some lower layer information such as BSR, PHR etc, with very stringent timing requirements for processing and inclusion in the UL slot). If there is lower layer information that is critical to protect, RAN2 would appreciate the opportunity to work jointly with SA3 on an ongoing basis to develop a solution.


2. Actions:
To SA3:
ACTION: 

RAN2 respectfully requests SA3 to provide information on the following aspects:
· Identification of only the critical lower layer control information that requires protection considering the above concerns from RAN2. 
· What type of protection (e.g., integrity protection and/or ciphering protection) is required for such critical information. 
· What kind of overhead could the protection of the critical information per above incur 
· Any other information that SA3 deems important for RAN2 to understand.

RAN2 would also greatly appreciate it if SA3 could provide input as soon as possible to ensure the input is considered to facilitate the definition of optimal 6G protocol stack design and their functions and ensure meeting the June 2026 deadline.


3. Date of Next TSG-RAN2 Meetings:
TSG-RAN2 	Meeting #132	17-21 November 2025	Dallas, USA
TSG-RAN2 	Meeting #133	 09-13 February   2025	Stor-Göteborg, Sweden




