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1. Overall Description:
RAN2 has started the study on control and user plane aspects for 6GR.

Security considerations are critical to ensure that protocol design aligns with security needs. It is essential that the radio interface security requirements be made available as early as possible.

During development of 5G, the system was designed such that the PDCP layer provided ciphering and integrity protection for both user data and RRC signaling, ensuring secure transmission of information above the MAC layer. However, several control elements have also been defined in the MAC layer since it allowed lower latency. For reference, the list of MAC CEs in 5G is defined in TS 38.321 chapter 6.1.3. and it is possible that some of these may also be defined in 6G might use similar MAC lower layer control information.  specification.	Comment by Ericsson: (Nithin) We also share our concern with Apple that such leading statements should be avoided especially when none of this has been discussed in RAN2. RAN2 should make an informed decision based on inputs from SA3 on the design of such lower layer signaling for 6G. Such a statement might give the wrong impression and can be easily misconstrued. This part should be removed and then it is also inline with the agreement made after the long drawn discussion.	Comment by Apple - Naveen Palle: Alexey (Vodafone), understand and agree that we want SA3 to use 5G for making their analysis easier. But we have not even started the architecture discussion in RAN2 for protocol stack, and stating MAC specification would already imply to them that we will be using MAC CEs, which is going too far. The intent, as stated by companies online - is to see the impact from having "some" critical information exchanged at L2 (which was for shorter latency, otherwise we would not need MAC CEs to do for eg mobility).  We do agree that there are many other MAC CEs in 5G which are not for that.

Also we do not agree to the comments from Qualcomm that MAC CEs are there where information is originated and terminate in MAC. There is far more impact that just that, including having the dependency of that information with RRC and whole LTM is based on doing something else at other layers than just MAC communication.  And the fact that such information is being carried via MAC CE unprotected.

During the initial RAN2 discussions on AS security, security for lower layer control information was raised as a potential topic for study and concerns were expressed about the impacts, such as potential overhead (e.g. overhead incurred by MAC-I and/or the processing requirements). Also, the delay and processing requirements incurred in the protection itself were mentioned during discussion which might have adverse effects (e.g. in case of LTM mobility) if security mechanisms are to be applied at lower layer control information in 6G If there is lower layer information that is critical to protect, RAN2 would appreciate the opportunity to work jointly with SA3 on an ongoing basis to develop a solution.	Comment by Ericsson: (Nithin) Echoing some of the previous comments, we also prefer to remove such characterisations for overhead. We can trust our SA3 colleagues to discern such overhead aspects 😊. 

Or just say ‘such as potential overhead and processing’ as was agreed


RAN2 respectfully requests SA3 to provide information on the following aspects:
· Identification of only the critical lower layer control information that requires protection on L2 considering the above concerns from RAN2 
· What type of protection (e.g. Integrity protection and/or ciphering protection) is required for such critical information. 
· What kind of overhead could the protection of the critical information per above incur (in terms of number of bits)	Comment by Ericsson: (Nithin) This was agreed to be removed in the previous version right? We also agree it should be removed
· Any other information that SA3 deems important for RAN2 to understand

RAN2 would also greatly appreciate it if SA3 could provide input as soon as possible to ensure the input is considered to facilitate the definition of optimal 6G protocol stack design and their functions and ensure meeting the June 2026 deadline.

2. Actions:
To SA3:
ACTION: 

RAN2 respectfully requests SA3 to provide information on the following aspects:
· Identification of only the critical lower layer control information that requires protection on L2 considering the above concerns from RAN2 
· What type of protection (e.g., integrity protection and/or ciphering protection) is required for such critical information. 
· What kind of overhead could the protection of the critical information per above incur (in terms of number of bits)	Comment by Ericsson: (Nithin) Same as above. 
· Any other information that SA3 deems important for RAN2 to understand

RAN2 would also greatly appreciate it if SA3 could provide input as soon as possible to ensure the input is considered to facilitate the definition of optimal 6G protocol stack design and their functions and ensure meeting the June 2026 deadline.


3. Date of Next TSG-RAN2 Meetings:
TSG-RAN2 	Meeting #132	17-21 November 2025	Dallas, USA
TSG-RAN2 	Meeting #133	 09-13 February   2025	Stor-Göteborg, Sweden

