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1. Overall Description:
RAN2 has started the study on control and user plane aspects for 6GR.

Security considerations are critical to ensure that protocol design aligns with security needs. It is essential that the radio interface security requirements be made available as early as possible.

During development of 5G, the system was designed such that the PDCP layer provided ciphering and integrity protection for both user data and RRC signaling, ensuring secure transmission of information above the MAC layer. However, several control elements have also been defined in the MAC layer since it allowed lower latency. For reference, the list of MAC CEs in 5G is defined in TS 38.321 chapter 6.1.3. and it is possible that some of these may also be defined in 6G L2 specification  .could introduce similar MAC control signaling.  	Comment by Qualcomm - Sherif Elazzouni: This is more like “enabling” since those are configurable	Comment by Alexey Kulakov, Vodafone: I think security ensures, not enable. If ok, I would keep initial wording	Comment by Apple - Naveen Palle: We have not agreed and so do not want to give SA3 the impression that 6G will have 5G like MAC CEs.	Comment by Alexey Kulakov, Vodafone: Naveen, we do not give any impression, but I think it is common understanding that some MAC Ces will exist also in 6G

During the initial RAN2 discussions on AS security, security for lower layer control information was raised as a potential topic for study and concerns were expressed about the impacts, such as potential overhead (e.g. overhead incurred by MAC-I and/or the processing requirementsIncluding a 4-Byte MAC-I for one or two Bytes MAC CE messages). Also, the delay and processing requirements incurred in the protection itself were mentioned during discussion which might have adverse effects (e.g. in case of LTM mobility) if security mechanisms are to be applied at Layer 2 in 6G. If there is lower layer information that is critical to protect, RAN2 would appreciate the opportunity to work jointly with SA3 on an ongoing basis to develop a solution.	Comment by Qualcomm - Sherif Elazzouni: None of this green text is needed. SA3 understands what overhead is . No need to endlessly editorialize it like that. If necessary we can copy chair notes: “overhead (e.g., size and mobility security context exchange) and processing”	Comment by Alexey Kulakov, Vodafone: See my clean version,	Comment by InterDigital (Keiichi): We believe that the length of MAC-I is not RAN2 business but we just expect SA3 to let us know that.	Comment by Qualcomm - Sherif Elazzouni: Agree with IDC	Comment by Alexey Kulakov, Vodafone: Well, MAC-I has an impact on the size, so it is in a way RAN2 business, but please see my clean version	Comment by Nathan Tenny: As noted online, some PQC schemes produce really large signatures.  Maybe SA3 will be able to keep the MAC-I size to what it was in 5G, but maybe they won’t, and we should be agnostic.	Comment by Qualcomm - Sherif Elazzouni: None of this text is in the agreement, so we shouldn’t add unagreed text from individual comments	Comment by Alexey Kulakov, Vodafone: „Explain ran2 concerns on overhead...and processing..“ please see my clean version	Comment by InterDigital (Keiichi): We should simply say that RAN2 wants to know the overhead incurred by the lower layer security protection so we prefer to remove this part.	Comment by Nathan Tenny: This statement was included in the meeting agreements (I massaged the wording a little bit for grammar/flow, but it is the second bullet of the agreements).


RAN2 respectfully requests SA3 to provide information on the following aspects:
· Identification of only the critical lower layer control information that requires protection on L2 considering the above concerns from RAN2 regarding overhead, processing requirements and delays	Comment by Qualcomm - Sherif Elazzouni: Suggest rephrasing to “Identification of critical lower layer control information” because first, we are asking on “information type” rather than specific MAC CEs. Simply what information is critical? Is it measurement reports, is it Power headroom? I fear that “only the” may give the impression we are asking about specific MAC CEs to be ciphered from 5G. We are asking for a guideline on security needs rather than a laundry list of existing MAC CEs to be protected	Comment by Alexey Kulakov, Vodafone: Sherif, I think the intention is to ask about only the critical information. If a particular MAC CE does not have any critical information, then there is no reason to protect it and other way around	Comment by Qualcomm - Sherif Elazzouni: concerns are explained above, no need to repeat
· Whether both the ciphering and integrity protection must be applied to the critical informationWhat type of protection (e.g., integrity protection and/or ciphering protection) is required for such information. .	Comment by Qualcomm - Sherif Elazzouni: We shouldn’t limit SA3 their discussion to 5G-NR security choices	Comment by Alexey Kulakov, Vodafone: Not sure, how we limit here SA3, but please see my clean version	Comment by Qualcomm - Sherif Elazzouni: Prefer sticking to agreement. SA3 can break I down if necessary of if that info is ready. This “each” thing is just going to delay the response	Comment by Alexey Kulakov, Vodafone: We agreed to ask about overhead and I think it is normally expressed in number of bits. If this is critical point, I will obviously delete it	Comment by InterDigital (Keiichi): It’s better to clarify what type of protection is required for each lower layer control information.	Comment by Alexey Kulakov, Vodafone: See my clean version
· What kind of overhead could the protection of the critical information per above in L2 incur (in terms of number of bits)
· Any other information that SA3 deems important for RAN2 to understand

RAN2 would also greatly appreciate it if SA3 could provide input as soon as possible to ensure the input is considered to facilitate the definition of optimal 6G protocol stack design and their functions and ensure meeting the June 2026 deadline.

2. Actions:
To SA3:
ACTION: 	Comment by ZTE(Eswar): Update the text below per above or simply refer to the above information and ask them to act on the request… 	Comment by Qualcomm - Sherif Elazzouni: Agree with ZTE

RAN2 respectfully requests SA3 to provide information on the following aspects:
· Identification of only the critical information that requires protection on L2 considering the above concern from RAN2 regarding overhead, processing requirements and delays
· What type of protection (e.g., integrity protection and/or ciphering protection) is required for such information Whether both the ciphering and integrity protection must be applied to the critical information.
· What kind of overhead could the protection of critical information in L2 incur (in terms of number of bits)
· Any other information that SA3 deems important for RAN2 to understand

RAN2 would also greatly appreciate it if SA3 could provide input as soon as possible to ensure the input is considered to facilitate the definition of optimal 6G protocol stack design and their functions and ensure meeting the June 2026 deadline.

3. Date of Next TSG-RAN2 Meetings:
TSG-RAN2 	Meeting #132	17-21 November 2025	Dallas, USA
TSG-RAN2 	Meeting #133	 09-13 February   2025	Stor-Göteborg, Sweden




