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1. Overall Description: 
RAN2 would like to thank SA3 on LS which provides the solution details for security key change for selective activation (i.e subsequent CPAC). RAN2 has provided the first LS Reply with initial RAN2 agreements on the signing procedure in [1].	Comment by Xiaomi: The suggested modification:
“selective activation”

“selective SCG activation, i.e. subsequent CPAC (SCPAC):

In SA3 draftCR, the terminology is “Selective SCG Activation”

With the change, SA3 can understand subsequent CPAC is the new terminology for selective SCG activation. And adding “(SCPAC)” can clarify the abbreviation SCPAC in agreements.	Comment by vivo(Jing): Agree with xiaomi, we should update the terminology. 	Comment by Nokia: OK
RAN2 has further discussed on the RAN2 signaling aspects for the above solution and made the following agreements.
	1. Rel-18 Conditional-Reconfiguration Information element may include
· List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
· The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.
2. UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution. 	Comment by Xiaomi:  “S-CPAC” ->“SCPAC” to align with other agreements

Additional Note :
       RAN2 assumes that, during inter-SN SCPAC execution, the UE selects the first unused SK counter and the target SN selects the first unused SN key corresponding to this SK counter so the target SN and the UE are expected to use the same key in typical scenarios.  The SN needs to obtain the keys upon configuration of SCPAC as UL data transmission may start in parallel with the transmission of the RRC Reconfiguration Complete message.	Comment by Qualcomm: Agree with Ericsson that the target SNs need to be provided with the SN keys during S-CPAC configuration. 

Suggest a slight rewording: "The target SN needs to be provided with the keys upon configuration of SCPAC …", since usually the MN provides these keys.	Comment by ZTE: Agree with Ericsson and Qualcomm that the MN needs to send the SN keys to the candidate SN during SCPAC configuration, which shall introduce some spec impact at RAN3.  So RAN3 should be cc.	Comment by vivo(Jing): Agree with Qualcomm as well.	Comment by Ericsson: SA3 has two options on the table where the keys are sent to the SN when the Complete message is received, but that is too late as the ul data may reach the SN earlier. It is important that SA3 becomes aware of that. 	Comment by vivo(Jing): Although agree with the intention, as this is not discussed and agreed in RAN2, we are sceptical of including this in LS 	Comment by Nokia: [Nokia] Agree with Vivo that these aspects are not explicitly discussed within RAN2. Also the options for exchanging the SN-keys can be discussed as part of RAN3 solution. Moreover whether SN can respond to SCG-Access without receiving SN-Reconfiguration-complete is meant for RAN3 to confirm	Comment by Ericsson: I lifted this both in the offline and in the online discussion and got the reply that we can clarify this in the LS. It is very important that SA3 does not select a solution which means that UL data transmission cannot start before the Complete message is received, it would have large impact on the interruption time. Both QC and ZTE supported to add this clarification.

While RAN2 did not identify scenario where key mismatch can occur as per RAN2 understanding the UE cannotdetect whether the failure due to key mismatch at SN. Hence RAN2 concluded to include SK-counter in MN RRC Reconfiguration Complete message as indicated in Agreement 2. The network will use the received SK-counter value in the case of failure.
RAN2 intend to further discuss the action at MN when it identifies the mismatch between the selected SK-counter at UE and the SK-counter selected by MN for the current CPAC execution.
3. For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values.
4. RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.	Comment by Xiaomi: “The”-> “the”	Comment by Nokia: OK
5. No specification changes are needed for UE behavior for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.






RAN2 kindly request SA3 to consider the above RAN2 agreements for further SA3 work for the above solution.  RAN2 also kindly request SA3 to provide feedback on the actions required at MN in case of mismatch in the selected SK-counter at UE and NW is identified.	Comment by Xiaomi: Suggest to add “value”
“the selected SK-counter value”	Comment by Nokia: OK

2. Actions:
To SA3 group.
ACTION: 	RAN2 kindly asks SA3 to take the above information into account.

3. Date of Next TSG-RAN2 Meetings:
3GPP TSG RAN WG2#124	13-17 November 2023		Chicago, US	
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