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1	Introduction
Following post-e-mail discussion was approved in RAN2-123 to further progress on RAN2 aspects of security key management for subsequent CPAC.
[Post123][046][feMob] subsequent CPAC security (Nokia)
	Scope: Converge on detailed aspects of the security solution, Identify points for agreement and discussion (preferably such that we can have clear Stage-3 CR contents next meeting and can tell SA3 whether they need to capture anything in their security Stage-2). If further questions are needed towards SA3, identify those. 
	Intended outcome: Report, with agreeable proposals.
					    Deadline: long
In this discussion, we further analyze the required changes in the RAN2 signaling procedure and relevant UE behavior to implement the proposed SA3 solution. Any further clarifications needed from SA3 on specific scenarios that were not considered in the current SA3 solution are also discussed. 
2 Contact Information
	Company
	Email address

	
	

	
	

	
	

	
	

	
	

	
	


3	Discussion
In current specifications, the security keys used for integrity protection and SCG bearers are generated from the master key (KgNB) and SK counter assigned by MN as part of the RRC Reconfiguration message. For every PSCell-change that involves a change of PDCP anchor point (Security anchor point), MN is expected to provide a new SK counter value.  In order to avoid security re-keying issues within active connection the MN needs to ensure that SK counter values are not re-used across successive PSCell changes.
As part of the Rel-18 subsequent CPAC feature, the UE is preconfigured with multiple candidate PSCell configurations along with execution conditions. With this pre-configuration, the UE can execute subsequent PSCell changes without any RRC Reconfiguration message after the cell change.  As the SK counter values for S-CPAC need to be pre-configured new solution is needed for SK counter change during PSCell-change that involves (security anchor point change (Inter-SN change).   In this regard, SA3 has proposed a solution for SK counter management for the S-CPAC scenario.   The solution proposes 
· Pre-configuration of the list of SK counters for each SN at UE.
· UE is expected to use unused SK counter values from this list during Inter-SN mobility.
RAN2 has agreed to support the above solution in RAN2 signaling procedures. 
3.1 	Basic Signalling Procedure 
K-SN (S-KgNB)  generation for Inter-SN S-CPAC
Following is the rapporteur's understanding of SK counter selection and K-SN generation during subsequent CPAC as per the proposed solution from SA3. (From UE perspective). This forms the basis for further questions related to defining the RRC signalling aspects.
· A list of SK counter values per security anchor point(i.e SN ) is provided toward the UE when subsequent CPAC is configured with candidate cells belonging to different security anchor points.
· To enable the UE to identify changes of the security anchor point, each candidate configuration is assigned with group ID that points to the specific security anchor point. In other words, the each SK-counter list configured to UE includes Group ID. This group ID is referred in each of the candidate cells that uses the same SK-counter-list.
· During subsequent CPAC, if the UE identifies that the target cell belongs to a different Group-ID than the serving cell , UE selects the first unused entry in the SK-counter list that corresponds to this group-ID. K-SN and subsequent security keys are generated based on this selected SK-counter. The SK-counter is marked as used within the list.

Q1 : Do companies agree to the above understanding on UE behaviour for SK-counter selection during subsequent CPAC?  If not indicate the difference for specific steps.
	Company
	Answer (Yes/No)
	Additional comments

	
	
	



Signaling Procedure changes for Inter-SN S-CPAC
For the above solution, the RRC Reconfiguration message that provides configuration for S-CPAC includes new information element that consists of multiple lists of SK-counters with each list assigned with Group ID. This information element is to be maintained across cell changes. So it is preferred to maintain this information outside the candidate configuration. Each candidate configuration also needs to have a new parameter to indicate its Group ID. As it is MN which is responsible for assigning SK-counter-list and group-ID, this parameter can be a parameter outside the RRC-configuration within the candidate-configuration. Based on the above we propose the following changes to RRC Reconfiguration message.
Q2. Do companies agree to introduce the following changes in RRC-Reconfiguration
· List of Group-ID and associated SK-Counter list in the RRC Reconfiguration as parameter outside candidate configuration.
· Each candidate configuration includes the Group ID outside the RRC Configuration.
· UE maintains new variable for SCPAC-SK-Counter-list which includes list of counters and index to last used SK-counter value. This variable is maintained until all the S-CPAC configurations are maintained.
If not, companies can indicate alternative signaling solutions and the advantages of the same.
	Company
	Answer (Yes/No)
	Additional comments

	
	
	



As the UE is expected to select the next free available SK counter from the list of SK counters in orderly manner, the new SK counter value selected after the Inter-SN change can also be known to MN implicitly. In this case explicit signalling of selected SK counter to MN after the CPAC execution is not mandatory.  It may be needed in some specific scenarios where there may be chances for mis-synchronization of the selected counter.  There are different views expressed on the indication of selected SK counter value to MN on SCPAC execution.
Q3:  On execution of  target configuration that changes SK counter value,  
A. Do companies see need for including the selected SK counter value in RRC-Reconfiguration-complete considering the possibility that NW is aware of the selected SK counter value based on the defined UE behaviour?
B. If yes, please indicate the scenarios where such indication will be required.
	Company
	Answer (Yes/No)
	Additional comments

	
	
	



Depending on the usage of the SK-counter list for a given SN, MN can update the SK-counter list for specific SN via a dedicated RRC signaling message that can update the SK-counter list. It is possible to include additional counter entries via update operation or the complete list can be replaced whenever MN intends to update the list.
3.2	Additional Scenarios
RAN2 has agreed that the SCPAC configurations are maintained at UE during Pcell-change /PSCell change and SCG release scenarios unless explicitly specified by NW to release the SK-Counter list. In such scenarios, the SK-counter list along with the current information of unused counters per SN also needs to be maintained UE in similar manner. However, in this case there could be some security concerns for each of the scenarios. Hence RAN2 needs to conclude on the UE behaviour on these scenarios.
Q4. For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained what is the expected UE behavior on maintaining the SK-counter list.
A. UE maintains the current status of the SK-counter list along with used counter status corresponding to the maintained configuration.
B. UE releases the SK-counter list by default. If the SCPAC is maintained, NW is expected to provide new SK-counter list to be used after the RRC Reconfiguration in these scenarios.
C. Indicate the scenario to SA3 and ask SA3 opinion for any preferred UE action.
D. Other Means.
	Company
	Option 
	Additional comments

	
	
	



------------------------------------------------------------------------------------------------------------------------------------------------
It is possible that conditional configurations provided to UE may include some configurations which are not to be maintained for SCPAC.  For these candidate configurations when MN provides explicit SK counter value, it is possible to assign uniquely different value from the SK-counter-list given to SCPAC OR it can be one of values assigned for SCPAC.  Because the UE is expected to release SCPAC when UE execute these normal CPAC or CHO configurations.  To decide on specific NW and UE behaviour for this scenario following discussion will be beneficial.
Q5. Should the SK-counter lists configured for SCPAC purpose and explicit SK-counter configured for Rel-17 CPAC be uniquely different?
	Company
	Answer (Yes/No)
	Additional comments

	
	
	



------------------------------------------------------------------------------------------------------------------------------------------------
RAN2 is yet to conclude on the failure scenarios related to subsequent CPAC changes as PS-Cell change failure and S-RLF scenario. In such cases depending on the specified UE behaviour there can be additional impacts related to SK-counter management. In the rapporteur view impact to SK-counter management for failure scenario can be revisited once RAN2 concludes on the same.  If companies think some failure scenarios require early attention for SK-counter management, it can be indicated here.
Q6. Do companies think some additional changes or issues to be addressed related to SK-counter management for failure scenarios (S-RLF and SCG-change failure) ? If yes, the issues can be captured here.
	Company
	Answer (Yes/No)
	Additional comments

	
	
	



------------------------------------------------------------------------------------------------------------------------------------------------
If any specific scenario /issue not handled in the above list of questions can be provided as part of the below question.
Q7. Any additional issues /scenarios impacted due to subsequent CPAC for security key management and specific comments for the same.
	Company
	Answer (Yes/No)
	Additional comments

	
	
	



4	Conclusion




