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Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc24986282][bookmark: _Toc34205710][bookmark: _Toc39061894][bookmark: _Toc43277136][bookmark: _Toc49847466][bookmark: _Toc56419441][bookmark: _Toc112683247][bookmark: _Toc168306757][bookmark: _Toc200978999]1	Scope
The present document specifies the stage 3 protocol and data model for the PLMN and/or SNPN interconnection Interface. It provides stage 3 protocol definitions and message flows, and specifies the APIs for the procedures on the PLMN interconnection interface (i.e N32).
The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].
The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].
The stage 2 level N32 procedures are specified in 3GPP TS 33.501 [6].
[bookmark: _Toc24986283][bookmark: _Toc34205711][bookmark: _Toc39061895][bookmark: _Toc43277137][bookmark: _Toc49847467][bookmark: _Toc56419442][bookmark: _Toc112683248][bookmark: _Toc168306758][bookmark: _Toc200979000]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[7]	IETF RFC 9113: "HTTP/2".
[8]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[9]	IETF RFC 9110: "HTTP Semantics".
[10]	Void.
[11]	IETF RFC 793: "Transmission Control Protocol".
[12]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13]	IETF RFC 7518: "JSON Web Algorithms (JWA)".
[14]	IETF RFC 7516: "JSON Web Encryption (JWE)".
[15]	IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".
[16]	IETF RFC 7515: "JSON Web Signature (JWS)".
[17]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[18]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[19]	3GPP TS 23.003: "Numbering, addressing and identification".
[20]	3GPP TR 21.900: "Technical Specification Group working methods".
[21]	IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures".
[22]	IETF RFC 9457: "Problem Details for HTTP APIs".
[23]	IETF RFC 1952: "GZIP file format specification version 4.3".
[24]	Void
[25]	3GPP TS 29.518: "5G System; Access and Mobility Management Service; Stage 3".
[26]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT51080000___5][27]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[28]	3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".
[29]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services; Stage 2".
[30]	GSMA PRD IR.67: "DNS Guidelines for Service Providers and GRX and IPX Providers version 23.0".
[bookmark: _Toc24986284][bookmark: _Toc34205712][bookmark: _Toc39061896][bookmark: _Toc43277138][bookmark: _Toc49847468][bookmark: _Toc56419443][bookmark: _Toc112683249][bookmark: _Toc168306759][bookmark: _Toc200979001]3	Definitions and abbreviations
[bookmark: _Toc24986285][bookmark: _Toc34205713][bookmark: _Toc39061897][bookmark: _Toc43277139][bookmark: _Toc49847469][bookmark: _Toc56419444][bookmark: _Toc112683250][bookmark: _Toc168306760][bookmark: _Toc200979002]3.1	Definitions
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
c-SEPP: The SEPP that is present on the NF service consumer side is called the c-SEPP.
p-SEPP: The SEPP that is present on the NF service producer side is called the p-SEPP.
NOTE:	For the purpose of N32-c procedures, the two interacting SEPPs are called "initiating" SEPP and "responding" SEPP. The c-SEPP and p-SEPP terminology is not used in this specification though it is used in 3GPP TS 33.501 [6].
c-IPX: The IPX on the NF service consumer side.
p-IPX: The IPX of the NF service producer side.
N32-c context: This context is set up at the SEPP after the Security Capability Exchange procedure is finalized. It defines the security capability that is mutually agreed and effective for both the cSEPP and the pSEPP.
Roaming Hub: A type of Roaming Intermediary that provides a set of services to client PLMNs to facilitate the deployment and the operation of roaming and interworking services; as defined by GSMA (see clause 3.1 of 3GPP TS 33.501 [6]).
Roaming Intermediary: an entity that provides roaming related services (see clause 3.1 of 3GPP TS 33.501 [6]).
Leaf IE: it is a JSON attribute defined as a simple data type, an enumeration or an array of simple data type.
Non-Leaf IE: it is a JSON attribute defined as an object (i.e. structured data type) or an array of structured data type.
Recursive non-leaf IE: it is a non-leaf attribute defined with the same data type as one of its ancestor attributes (see examples in Annex F.3).
[bookmark: _Toc24986286][bookmark: _Toc34205714][bookmark: _Toc39061898][bookmark: _Toc43277140][bookmark: _Toc49847470][bookmark: _Toc56419445][bookmark: _Toc112683251][bookmark: _Toc168306761][bookmark: _Toc200979003]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
GZIP	GNU ZIP
IPX	IP Exchange Service
JOSE	Javascript Object Signing and Encryption
JWE	JSON Web Encryption
JWS	JSON Web Signature
PRINS	PRotocol for N32 INterconnect Security
RI	Roaming Intermediary
SEPP	Security and Edge Protection Proxy
TLS	Transport Layer Security
UPU	UE Parameters Update
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[bookmark: _Toc24986288][bookmark: _Toc34205716][bookmark: _Toc39061900][bookmark: _Toc43277142][bookmark: _Toc49847472][bookmark: _Toc56419447][bookmark: _Toc112683253][bookmark: _Toc168306763][bookmark: _Toc200979005]4.1	Introduction
This clause provides a general description of the interconnect interfaces used between the PLMNs and/or SNPNs for transporting the service based interface message exchanges.
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The N32 interface is used between SEPPs of different PLMNs for both roaming and PLMN interconnect scenarios.
The N32 interface may also be used between SEPPs from an SNPN and another SNPN or PLMN, for SNPN interconnect scenarios (e.g. for SNPN connectivity with a Credentials Holder network, see clause 5.30.2.9.3 of 3GPP TS 23.501 [2]). Unless specified otherwise, references to "PLMN" throughout this specification shall be substituted by "SNPN" for a SEPP that is deployed in an SNPN.
The SEPP that is on the NF service consumer side is called the c-SEPP and the SEPP that is on the NF service producer is called the p-SEPP. The NF service consumer or SCP may be configured with the c-SEPP or discover the c-SEPP by querying the NRF. The NF service producer or SCP may be configured with the p-SEPP or discover the p-SEPP by querying the NRF.
The N32 interface can be logically considered as 2 separate interfaces as given below.
-	N32-c, a control plane interface between the SEPPs for performing initial handshake and negotiating the parameters to be applied for the actual N32 message forwarding.
-	N32-f, a forwarding interface between the SEPPs which is used for forwarding the communication between the NF service consumer and the NF service producer after applying application level security protection or TLS security protection.
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The following figure shows the scope of the N32-c interface.



Figure 4.2.2-1: N32-c Interface
The N32-c interface provides the following functionalities:
-	Initial handshake procedure between the SEPP in PLMN A (called the initiating SEPP) and the SEPP in PLMN B (called the responding SEPP), that involves capability negotiation and parameter exchange as specified in 3GPP TS 33.501 [6].
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The following figures shows the scope of the N32-f interface.


Figure 4.2.3-1a: N32-f Interface with TLS security



Figure 4.2.3-1b: N32-f Interface with PRINS
The N32-f interface shall be used to forward the HTTP/2 messages of the NF service producers and the NF service consumers in different PLMN, through the SEPPs of the respective PLMN.
If TLS is the negotiated security policy between the SEPP, then the N32-f shall involve only the forwarding of the HTTP/2 messages of the NF service producers and the NF service consumers without any reformatting at the SEPPs and/or the RIs (see figure 4.2.3-1a).
The application layer security protection functionality of the N32-f is used only if the PRotocol for N32 INterconnect Security (PRINS) is negotiated between the SEPPs using N32-c (see figure 4.2.3-1b).
The N32-f interface provides the following application layer security protection functionalities:
-	Message protection of the information exchanged between the NF service consumer and the NF service producer across PLMNs by applying application layer security mechanisms as specified in 3GPP TS 33.501 [6].
-	Forwarding of the application layer protected message from a SEPP in one PLMN to a SEPP in another PLMN. Such forwarding may involve RIs on path.
-	If RIs are on the path from SEPP in PLMN A to SEPP in PLMN B, the forwarding on the N32-f interface may involve the insertion of content modification instructions which the receiving SEPP applies after verifying the integrity of such modification instructions.
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The protocol stack for the N32 interface is shown below in Figure 4.3.1-1.


Figure 4.3.1-1: N32 Protocol Stack
The N32 interfaces (N32-c and N32-f) use HTTP/2 protocol (see clause 4.2.2 and 4.2.3, respectively) with JSON (see clause 4.2.4) as the application layer serialization protocol. For the security protection at the transport layer, the SEPPs shall support TLS as specified in clause 13.1.2 of 3GPP TS 33.501 [6].
For the N32-f interface, the application layer (i.e the JSON content) encapsulates the complete HTTP/2 message between the NF service consumer and the NF service producer, by transforming the HTTP/2 headers and the body into specific JSON attributes as specified in clause 6.2. For the scenarios when there are RIs between SEPPs, see clause 4.3.2 for TLS/PRINS usage.
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HTTP/2 as described in IETF RFC 9113 [7] shall be used for N32 interface.
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The HTTP request standard headers and the HTTP response standard headers that shall be supported on the N32 interface are defined in Table 4.3.2.2-1 and in Table 4.3.2.2-2 respectively.
Table 4.3.2.2-1: Mandatory to support HTTP request standard headers
	Name
	Reference
	Description

	Accept
	IETF RFC 9110 [9]
	This header is used to specify response media types that are acceptable.

	Accept-Encoding
	IETF RFC 9110 [9]
	This header may be used to indicate what response content-encodings (e.g gzip) are acceptable in the response.

	Content-Length
	IETF RFC 9110 [9]
	This header is used to provide the anticipated size, as a decimal number of octets, for a potential content.

	Content-Type
	IETF RFC 9110 [9]
	This header is used to indicate the media type of the associated representation.

	Via
	IETF RFC 9110 [9]
	This header is used to indicate the intermediate proxies in the service request path. Please refer to clause 6.10.8 of 3GPP TS 29.500 [4] for encoding of the via header



Table 4.3.2.2-2: Mandatory to support HTTP response standard headers
	Name
	Reference
	Description

	Content-Length
	IETF RFC 9110 [9]
	This header may be used to provide the anticipated size, as a decimal number of octets, for a potential content.

	Content-Type
	IETF RFC 9110 [9]
	This header shall be used to indicate the media type of the associated representation.

	Content-Encoding
	IETF RFC 9110 [9]
	This header may be used in some responses to indicate to the HTTP/2 client the content encodings (e.g gzip) applied to the response body beyond those inherent in the media type.

	Via
	IETF RFC 9110 [9]
	This header is used to indicate the intermediate proxies in the service response path. Please refer to clause 6.10.8 of 3GPP TS 29.500 [4] for encoding of the via header.

	Server
	IETF RFC 9110 [9]
	This header is used to indicate the originator of an HTTP error response.



[bookmark: _Toc24986298][bookmark: _Toc34205726][bookmark: _Toc39061910][bookmark: _Toc43277152][bookmark: _Toc49847482][bookmark: _Toc56419457][bookmark: _Toc112683263][bookmark: _Toc168306773][bookmark: _Toc200979015]4.3.2.3	HTTP custom headers
The HTTP custom headers specified in clause 5.2.3 of 3GPP TS 29.500 [4] shall be supported on the N32 interface.
[bookmark: _Toc24986299][bookmark: _Toc34205727][bookmark: _Toc39061911][bookmark: _Toc43277153][bookmark: _Toc49847483][bookmark: _Toc56419458][bookmark: _Toc112683264][bookmark: _Toc168306774][bookmark: _Toc200979016]4.3.2.4	HTTP/2 connection management
Each SEPP initiates HTTP/2 connections towards its peer SEPP for the following purposes
-	N32-c interface
-	N32-f interface
The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshake is completed the connection is torn down as specified in 3GPP TS 33.501 [6]. The HTTP/2 connection used for N32-c is end to end between the SEPPs and does not involve an RI to intercept the HTTP/2 connection, though an RI may be involved for IP level routing.
NOTE:	Roaming Hubs as Roaming Intermediaries may disallow the establishment of the N32-c connection (see clause 5.5.2).
The scope of the HTTP/2 connection used for the N32-f interface is long-lived. The N32-f HTTP/2 connection at a SEPP can be:
-	Case A: Towards a SEPP of another PLMN without involving any RI or involving RI where RI does not require modification or observation of the information; or
-	Case B: Towards a SEPP of another PLMN via RI where RI requires modification or observation of the information. In this case, the HTTP/2 connection from a SEPP terminates at the next hop RI with the RI acting as a HTTP proxy.
For the N32-f interface the HTTP/2 connection management requirements specified in clause 5.2.6 of 3GPP TS 29.500 [4] shall be applicable. The URI scheme used for the N32-f JOSE protected message forwarding API shall be "http". If confidentiality protection of all IEs for the N32-f JOSE protected message forwarding procedure is required, then:
-	For case A, the security between the SEPPs shall be ensured by means of an IPSec or TLS connection;
-	For case B, hop-by-hop security between the SEPP and the RIs should be established on N32-f. This hop-by-hop security shall be established using an IPSec or TLS connection.
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The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required by HTTP/2 (see IETF RFC 9113 [7]).
When there is no RI between the SEPPs or RI(s) are offering only IP routing service without modification or observation of the content, TLS shall be used for security protection (see clause 13.1.2 of 3GPP TS 33.501 [6]). When there is RI between the SEPPs and RI requires modification or observation of the content, TLS or NDS/IP should be used for security protection as specified in clause 13.1.2 of 3GPP TS 33.501 [6].
NOTE:	When using TCP as the transport protocol, an HTTP/2 connection is mapped to a TCP connection.
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The JavaScript Object Notation (JSON) format as described in IETF RFC 8259 [8] shall be used as the serialization protocol.
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The procedures on the N32 interface are split into two categories:
-	Procedures that happen end to end between the SEPPs on the N32-c interface;
-	Procedures that are used for the forwarding of messages on the service based interface between the NF service consumer and the NF service producer via the SEPP across the N32-f interface.
Table 5.1-1 summarizes the corresponding APIs defined for this specification.
Table 5.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	N32 Handshake
	6.1
	N32-c Handshake Service
	TS29573_N32_Handshake.yaml
	n32c-handshake
	A.2

	JOSE Protected Message Forwarding
	6.2
	N32-f Message Forwarding Service
	TS29573_JOSEProtectedMessageForwarding.yaml
	n32f-forward
	A.3

	Nsepp_Telescopic_FQDN_Mapping
	6.3
	SEPP Telescopic FQDN Mapping
	TS29573_SeppTelescopicFqdnMapping.yaml
	nsepp-telescopic
	A.4
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The N32 handshake procedure is used between the SEPPs in two PLMNs to mutually authenticate each other and negotiate the security mechanism to use over N32-f along with associated security configuration parameters.
A HTTP/2 connection shall be established between the initiating SEPP and the responding SEPP end to end over TLS. The following N32 handshake procedures are specified in the clauses below.
-	Security Capability Negotiation Procedure
-	Parameter Exchange Procedure
-	N32-f Context Termination Procedure
-	N32-f Error Reporting Procedure
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The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on a security mechanism to use for protecting NF service related signalling over N32-f. An end to end TLS connection shall be setup between the SEPPs before the initiation of this procedure. This procedure may also be used to tear down the N32-f TLS connection if the remote SEPP indicated support of the feature NFTLST during the setup of the N32-c connection. The procedure is described in Figure 5.2.2-1 below.



Figure 5.2.2-1: Security Capability Negotiation Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecNegotiateReqData" IE carrying the following information:
-	Supported security capabilities (i.e., PRINS and/or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported;
-	Sender PLMN ID(s) or SNPN ID(s);
-	Target PLMN ID or SNPN ID;
-	Purpose of the intended usage of N32 connection;
-	The senderN32fFqdn IE, if both the initiating SEPP and the responding SEPP support the SNDN32F feature and the initiating SEPP wishes the responding SEPP to establish the N32-f connection towards a specific FQDN (of the initiating SEPP);
-	The senderN32fPortList IE, if both the initiating SEPP and the responding SEPP support the SNDN32F feature and the initiating SEPP wishes the responding SEPP to establish the N32-f connection using a specific port number. When present, the list shall contain one port number per supported security capability (i.e., PRINS and/or TLS);
-	The n32HandshakeId IE, if the N32 handshake identifier is supported by the initiating SEPP, that may be used to correlate the N32-f connection to the parent N32-c context for TLS security (see clause 5.3.3.2). If the responding SEPP supports the N32 handshake identifier, the responding SEPP shall include the received N32 handshake identifier in TLS protected message forwarding procedure via correlated N32-f connection(s) towards the initiating SEPP and the subsequent N32-c signaling request related to this N32-c context (e.g. to request to tear down the N32-f TLS connection).
-	The n32KeepaliveTimer IE, if the initiating SEPP wishes to indicate for how long it maintains the N32-f connection in the absence of incoming traffic (see clause 5.3.3.5).
If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN IDs (respectively) supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs.
NOTE 1:	If SEPPs support separate FQDN per PLMN or SNPN, then Target PLMN Id or Target SNPN Id is not required as target PLMN or SNPN can be selected by the FQDN.
To tear down the N32-f connection when negotiated security scheme is TLS, the "SecNegotiateReqData" IE shall contain:
-	Supported security capability set to "NONE"
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains "SecNegotiateRspData" IE carrying the following information:
-	Selected security capability (i.e., PRINS or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is selected;
-	Sender PLMN ID(s) or SNPN ID(s).
-	Purpose of the accepted usage of N32 connection.
-	The senderN32fFqdn IE, if the responding SEPP wishes the initiating SEPP to establish the N32-f connection towards a specific FQDN (of the responding SEPP).
-	The senderN32fPort IE, if the responding SEPP wishes the initiating SEPP to establish the N32-f connection using a specific port number.
[bookmark: _Hlk167827948]-	The n32HandshakeId IE, if the N32 handshake identifier was received in the request and the responding SEPP supports the N32 handshake identifier. The initiating SEPP shall include the received N32 handshake identifier in TLS protected message forwarding procedure via correlated N32-f connection(s) towards the responding SEPP and the subsequent N32-c signaling request related to this N32-c context (e.g. to request to tear down the N32-f TLS connection).
-	The n32KeepaliveTimer IE, if the responding SEPP wishes to indicate for how long it maintains the N32-f connection in the absence of incoming traffic (see clause 5.3.3.5).
NOTE 2:	Same SEPP endpoints can serve all accepted purposes over the same N32-f connection established as the result of request/response messages.
[bookmark: _PERM_MCCTEMPBM_CRPT51080006___2]The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both the SEPPs. If the selected security capability indicates any other capability other than PRINS, then the HTTP/2 connection initiated between the two SEPPs for the N32 handshake procedures shall be terminated. The negotiated security capability shall be applicable on both the directions. If the selected security capability is PRINS, then the two SEPPs may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).
If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN IDs (respectively) supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs.
The SEPP shall select the PLMN or SNPN from the list of supported PLMN(s) or SNPN(s) based on the received Target PLMN ID or SNPN ID, or based on PLMN or SNPN specific FQDN used in the request, and provide the selected PLMN's PLMN Id(s) in the plmnIdList or the selected SNPN's SNPN Id(s) in the snpnIdList.
In case no purposes are exchanged, the receiving SEPP shall assume by default that purposes are for Roaming and inter-PLMN mobility as described in clause 6.1.5.3.9.
The initiating SEPP and/or responding SEPP may enable the establishment of an N32 connection for the purpose of Disaster Roaming only during disaster conditions.
When the request is for tearing down the existing N32-f TLS connection, the "SecNegotiateRspData" IE shall contain:
-	Supported security capability set to "NONE"
and, subsequently, both SEPP shall terminate the N32-c and N32-f TLS connection.
If the initiating SEPP receives the indication that the responding SEPP supports the feature SNDN32F in the response, the initiating SEPP shall consider that the responding SEPP supports and has accepted the senderN32fFqdn IE and/or senderN32fPortList sent by the initiating SEPP in the request message. Otherwise, the initiating SEPP shall consider that the responding SEPP has ignored the senderN32fFqdn IE and/or senderN32fPortList sent by the initiating SEPP. If the initiating SEPP supports the feature SNDN32F and receives the senderN32fFqdn IE and/or the senderN32fPort IE from the responding SEPP, the initiating SEPP shall establish the N32-f connection towards the responding SEPP using the received N32-f FQDN and/or the senderN32fPort IE.
If the responding SEPP receives the indication that the initiating SEPP supports the feature SNDN32F in the request, the responding SEPP shall consider that the initiating SEPP supports receiving the senderN32fFqdn IE and/or senderN32fPort from the responding SEPP in the response message. Otherwise, the responding SEPP shall consider that the initiating SEPP does not support the senderN32fFqdn IE and/or senderN32fPort, and the responding SEPP shall not send these attributes to initiating SEPP. If the responding SEPP supports the feature SNDN32F and receives the senderN32fFqdn IE and/or the senderN32fPortList IE from the initiating SEPP, the responding SEPP shall establish the N32-f connection towards the initiating SEPP using the received N32-f FQDN and/or the N32-f port number received in the senderN32fPortList IE corresponding to the selected security capability (i.e., TLS or PRINS).
If the N32-f context exists between the peer SEPPs, and the N32 exchange capability request is not for tearing down the N32-f connections, the responding SEPP shall:
-	stop sending any further messages over the N32-f towards the initiating SEPP;
-	delete the current N32-f context and terminate any N32-f connection with the initiating SEPP; and
-	process the received exchange capability request.
2b.	On failure or redirection, the responding SEPP shall respond to the initiating SEPP with an appropriate status code as specified in clause 6.1.4.2.
If the responding SEPP has sent an outgoing Security Capability Negotiation request to the initiating SEPP, the responding SEPP shall compare the FQDN of the initiating SEPP that has been received in the incoming Security Capability Negotiation request message with the FQDN of the responding SEPP that has been sent in the outgoing Security Capability Negotiation request. If the responding SEPP's FQDN lexicographically precedes, it shall reject the incoming HTTP request message with the cause "N32C_EXCHANGE_CAPABILITY_ONGOING" and it shall continue with its initiated procedure and vice versa.
EXAMPLE: assuming SEPP A's FQDN is "sepp.5gc.mnc345.mcc012.3gppnetwork.org" and SEPP B's FQDN is "sepp.5gc.mnc346.mcc012.3gppnetwork.org", then SEPP A's FQDN precedes SEPP B's FQDN and SEPP A proceeds with its exchange capability procedure.
A SEPP may be configured to accept an HTTP request from a given PLMN and not to send an HTTP request for exchange capability towards that PLMN.
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The parameter exchange procedure shall be executed if the security capability negotiation procedure selected the security capability as PRINS. The parameter exchange procedure is performed to:
-	Agree on a cipher suite to use for protecting NF service related signalling over N32-f; and
-	Optionally, exchange the protection policies to use for protecting NF service related signalling over N32.
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The parameter exchange procedure for cipher suite negotiation shall be performed after the security capability negotiation procedure if the selected security policy is PRINS. If there is a change in the cipher suite and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure to override what was exchanged before.
The procedure is described in Figure 5.2.3.2-1 below.




Figure 5.2.3.2-1: Parameter Exchange Procedure for Cipher Suite Negotiation
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information
-	Supported cipher suites;
	The supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6] appearing at the top of the list.
	The initiating SEPP also provides a N32-f context identifier for the responding SEPP to use towards the initiating SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see clause 5.3.3) when the responding SEPP acts as the forwarding SEPP.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information
-	Selected cipher suite
	The responding SEPP compares the initiating SEPP's supported cipher suites to its own supported cipher suites and selects, based on its local policy, a cipher suite, which is supported by both the SEPPs. The responding SEPP's supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6] appearing at the top of the list. The selected cipher suite is applicable for both the directions of communication between the SEPPs.
	The responding SEPP also provides a N32-f context identifier for the initiating SEPP to use towards the responding SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see clause 5.3.3) when the initiating SEPP acts as the forwarding SEPP.
	If the receiving SEPP already has a previously negotiated cipher suite, the SEPP shall overwrite it with the new one.
2b.	On failure, the responding p-SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has a previously negotiated cipher suite, the SEPP shall continue to use the same.
NOTE :	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.
If the initiating SEPP receives a security parameter exchange request from the responding SEPP before receiving a response for its request (i.e security parameter exchange procedure collision), the initiating SEPP shall compare its FQDN that was sent in its request with the FQDN of the responding SEPP that is received in the security parameter exchange request message. If the initiating SEPP's FQDN lexicographically precedes, it shall reject the incoming HTTP request message with the cause "SECURITY_PARAM_EXCHANGE_COLLISION" and it shall continue with its initiated procedure and vice versa.
EXAMPLE:	Assuming SEPP A's FQDN is "sepp.5gc.mnc345.mcc012.3gppnetwork.org" and SEPP B's FQDN is "sepp.5gc.mnc346.mcc012.3gppnetwork.org", then SEPP A's FQDN precedes SEPP B's FQDN and SEPP A proceeds with its security parameter exchange procedure.
[bookmark: _Toc24986310][bookmark: _Toc34205738][bookmark: _Toc39061922][bookmark: _Toc43277164][bookmark: _Toc49847494][bookmark: _Toc56419469][bookmark: _Toc112683275][bookmark: _Toc168306785][bookmark: _Toc200979027]5.2.3.3	Parameter Exchange Procedure for Protection Policy Exchange
The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If there is a change in the protection policy exchange and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure for the protection policy exchange to override what was exchanged before. If the parameter exchange procedure for the protection policy exchange is not performed, then the protection policies between the SEPP shall be exchanged out of bands.
The procedure is described in Figure 5.2.3.3-1 below.




Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Exchange
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information:
-	Protection policy information
The protection policy information contains:
-	API to IE mapping containing the mapping information of list of leaf IEs and recursive non-leaf IEs for each:
-	Request/response and Subscribe / Unsubscribe service operation, identified by the API URI and method; and/or
-	Callbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header "3gpp-Sbi-Callback" (see clause 5.2.3 of 3GPP TS 29.500 [4]).
-	List of IE types that are to be protected across N32-f (i.e the data type encryption policy as specified in clause 13.2.3.2 of 3GPP TS 33.501 [6]); and
-	Modification policy: Against each leaf IE and recursive non-leaf IEs in the API to IE mapping information, a boolean flag indicating whether that IE is allowed to be modified by an RI on the side of the SEPP sending the protection policy information.
Alternatively, if both the initiating SEPP and the responding SEPP support the PSEPRO feature (PRINS Security Profiles Support, see clause 6.1.7), the initiating SEPP may include a candidate list of security profiles instead of Protection policy information in the parameter exchange request message towards the responding SEPP.
NOTE 1:	The definition of security profiles is out of scope of 3GPP.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information
-	Selected protection policy information
[bookmark: _PERM_MCCTEMPBM_CRPT51080016___3]The Selected protection policy information contains the IEs allowed to be modified by an RI on the side of the responding SEPP. If the responding SEPP connects to several RIs, an isModifiable IE may be included to indicate an IE is allowed to be modified by all RI(s) or an map type of isModifiableByIpx IE may be included to indicate an IE is allowed to be modified by an RI identified by the key of ipxProviderId IE if this IE is allowed to be modified by some of (but not all) the RI(s), as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].
The initiating SEPP shall store the modification policy which are sent from responding SEPP in selected protection policy information and the responding SEPP shall store the modification policy which are sent from the initiating SEPP in the protection policy information. The SEPP receiving the subsequent message transfers over N32-f shall check whether the modifications performed by the RIs were permitted by the respective modification policy.
The SEPPs shall store the encryption policy in selected protection policy information and shall apply this policy for subsequent message transfers over N32-f. The encryption policy in selected protection policy is applicable for both the directions of communication between the SEPPs.
Alternatively, the responding SEPP shall return the selected security profiles to the initiating SEPP, if the responding SEPP supports the PSEPRO feature, and the initiating SEPP sent a candidate list of security profiles in the exchange parameter request message to the responding SEPP.
The protection policy to apply for a recursive non-leaf IE shall be the same as the protection policy defined for the ancestor attribute with the same data type. Accordingly, the IeList signaled over N32-c shall not repeat/include the protection policies of the child attributes of the recursive non-leaf IE (see example in Annex F).
If the receiving SEPP already has a previously negotiated protection policy information, the SEPP shall overwrite it with the new one.
The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this procedure.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has previously negotiated protection policy information, the SEPP shall continue to use the same.
NOTE 2:	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.

An illustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2


Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at a HTTP request or response it receives from an NF service consumer or NF service producer and then uses the above tables to decide which IEs and headers in the message it shall cipher and integrity protect and which IEs it shall allow the RIs to modify.
[bookmark: _Toc24986311][bookmark: _Toc34205739][bookmark: _Toc39061923][bookmark: _Toc43277165][bookmark: _Toc49847495][bookmark: _Toc56419470][bookmark: _Toc112683276][bookmark: _Toc168306786][bookmark: _Toc200979028]5.2.3.4	Parameter Exchange Procedure for Security Information list Exchange
The initiating SEPP shall initiate a Security Information list exchange procedure towards the responding SEPP to exchange the Security Information lists that contain information on RI public keys or certificates that are needed to verify RI modifications at the receiving SEPP as specified in clause 13.2.2.2 of 3GPP TS 33.501 [6]. If there is a change in the security information list and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure for the security information list exchange to override what was exchanged before.
The procedure is described in Figure 5.2.3.4-1 below.




Figure 5.2.3.4-1: Parameter Exchange Procedure for Security Information List exchange
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information:
-	RI identifier connected to the initiating SEPP;
-	List of raw public keys or certificates for that RI.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "SecParamExchRspData" IE carrying the following information:
-	RI identifier connected to the responding SEPP;
-	List of raw public keys or certificates for that RI.
[bookmark: _PERM_MCCTEMPBM_CRPT51080019___3]If the receiving SEPP already has a previously negotiated security information list, the SEPP shall overwrite it with the new one.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has previously negotiated security information list, the SEPP shall continue to use the same.
NOTE :	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.

[bookmark: _Toc24986312][bookmark: _Toc34205740][bookmark: _Toc39061924][bookmark: _Toc43277166][bookmark: _Toc49847496][bookmark: _Toc56419471][bookmark: _Toc112683277][bookmark: _Toc168306787][bookmark: _Toc200979029]5.2.4	N32-f Context Termination Procedure
After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an N32-f context is established between the two SEPPs. The "n32fContextId" of each SEPP is provided to the other SEPP. This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context termination procedure. The SEPP that is initiating the N32-f context termination procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/<apiVersion>/n32f-terminate. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.4-1.



Figure 5.2.4-1: N32f Context Termination Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f context id information that is to be terminated.
2a.	On success, the responding SEPP, shall:
-	stop sending any further messages over the N32-f towards the initiating SEPP;
-	once all the ongoing N32-f message exchanges with the initiating SEPP are completed or timed out, delete the N32-f context identified by the "n32fContextId" provided in the request.
[bookmark: _PERM_MCCTEMPBM_CRPT51080020___2]The N32-f HTTP/2 connections from the responding SEPP shall not be deleted if they terminate at an RI, since that HTTP/2 connection may carry traffic towards other PLMN SEPPs as well. The responding SEPP shall return the status code "200 OK" together with an N32ContextInfo content that carries the "n32fContextId" of the initiating SEPP that the responding SEPP has stored.
The initiating SEPP shall:
-	stop sending any further messages over the N32-f towards the responding SEPP;
-	once all the ongoing N32-f message exchanges with the responding SEPP are completed or timed out, delete the local N32-f context identified by this "n32fContextId".
If the initiating SEPP receives a N32-f termination request from the responding SEPP before receiving a response for its request (i.e N32-f Context Termination Procedure collision), the initiating SEPP shall process the received N32-f termination request from the responding SEPP and shall return the status code "200 OK" together with an N32ContextInfo content that carries the "n32fContextId" of the responding SEPP that the initiating SEPP has stored. The initiating SEPP shall behave as specified above without waiting for a response from the responding SEPP for its N32-f Context Termination request.
2b.	On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.
[bookmark: _Toc24986313][bookmark: _Toc34205741][bookmark: _Toc39061925][bookmark: _Toc43277167][bookmark: _Toc49847497][bookmark: _Toc56419472][bookmark: _Toc112683278][bookmark: _Toc168306788][bookmark: _Toc200979030]5.2.5	N32-f Error Reporting Procedure
When a SEPP is not able to process a message it received over the N32-f interface due to errors, the error information is conveyed to the sending SEPP by using the N32-f error reporting procedure over the N32-c interface. The SEPP that is initiating the N32-f error reporting procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/<apiVersion>/n32f-error. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.5-1.



Figure 5.2.5-1: N32f Error Reporting Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f error information that is to be reported.
2a.	On success, the responding SEPP, shall:
[bookmark: _PERM_MCCTEMPBM_CRPT51080021___2]-	log that the N32-f request / response message identified by the "n32fMessageId" is not processed by the receiving SEPP;
[bookmark: _PERM_MCCTEMPBM_CRPT51080022___2]The responding SEPP shall return the status code "204 No Content".
2b.	On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.
[bookmark: _Toc24986314][bookmark: _Toc34205742][bookmark: _Toc39061926][bookmark: _Toc43277168][bookmark: _Toc49847498][bookmark: _Toc56419473][bookmark: _Toc112683279][bookmark: _Toc168306789][bookmark: _Toc200979031]5.3	Message Forwarding Procedure on N32 (N32-f)
[bookmark: _Toc24986315][bookmark: _Toc34205743][bookmark: _Toc39061927][bookmark: _Toc43277169][bookmark: _Toc49847499][bookmark: _Toc56419474][bookmark: _Toc112683280][bookmark: _Toc168306790][bookmark: _Toc200979032]5.3.1	Introduction
The N32-f interface is used between two SEPPs for:
 -	The forwarding of JOSE protected HTTP/2 messages between the NF service consumer and the NF service producer across two PLMNs, when PRINS is the negotiated security policy. The message forwarding on N32-f shall be based on the negotiated security capability and the exchanged security parameters between the two SEPPs (see clause 5.2).
-	Forwarding of the HTTP/2 messages between the NF service consumer and the NF service producer without any reformatting and application layer protection, when TLS is the negotiated security policy.
[bookmark: _Toc24986316][bookmark: _Toc34205744][bookmark: _Toc39061928][bookmark: _Toc43277170][bookmark: _Toc49847500][bookmark: _Toc56419475][bookmark: _Toc112683281][bookmark: _Toc168306791][bookmark: _Toc200979033]5.3.2	Use of Application Layer Security
[bookmark: _Toc24986317][bookmark: _Toc34205745][bookmark: _Toc39061929][bookmark: _Toc43277171][bookmark: _Toc49847501][bookmark: _Toc56419476][bookmark: _Toc112683282][bookmark: _Toc168306792][bookmark: _Toc200979034]5.3.2.1	General
If the negotiated security capability between the two SEPPs is PRINS, one or more HTTP/2 connections between the two SEPPs for the forwarding of JOSE protected message shall be established, which may involve RIs on path. The forwarding of messages over the N32-f interface involves the following steps at the sending SEPP:
1.	Identification of the protection policy applicable for the API being invoked (i.e either a request/response NF service API or a subscribe/unsubscribe service API or a notification API).
2.	Message reformatting as per the identified protection policy.
3.	Forwarding of the reformatted message over the N32 interface.
The processing of a message received over the N32-f interface at the receiving RI involves the following steps:
1.	Apply the modifications in the "modificationsBlock" appended by the sending RI as JSON patches in the DataToIntegrityProtectBlock (from the decoded "aad" part), if the "modificationsBlock" is received in the message.
2.	Determine further modifications required based on modification policy and insert the modification entries in "modificationsBlock".
3.	Forwarding the received message with the above inserted modification entries in "modificationsBlock" over the N32 interface.
The processing of a message received over the N32-f interface at the receiving SEPP involves the following steps.
1.	Identify the N32-f context using the N32-f context Id received in the message.
2.	Verify the integrity protection of the message using the keying material obtained from the TLS layer during the parameter exchange procedure for that N32-f context (see 3GPP TS 33.501 [6]). The TLS connection from which the keying material is obtained is the N32-c TLS connection used for the parameter exchange procedure.
3.	Decrypt the ciphertext part of the received JWE message. Decode the "aad" part of the JWE message using BASE64URL decoding.
4.	For each entry in the "modificationsBlock" of the received message:
-	First verify the integity protection of that entry using the keying material applicable for the RI that inserted that block (using the "identity" IE in the "modificationsBlock");
-	Identify the modifications policy exchanged during the parameter exchange procedure with the sending SEPP if the RI that inserted the modificationsBlock is from the sending SEPP side; else identify the modifications policy applicable for the RI based on local configuration;
-	Check if the inserted modifications are as per the identified modifications policy;
-	Apply the modifications as a JSON patch in the DataToIntegrityProtectBlock (from the decoded "aad" part).
5.	Form the original JSON request / response body from the decrypted ciphertext and the decoded integrity verified "aad" block possibly modified as described in step 4.
6.	If the reconstructed HTTP message has an "Authorization" header, then the SEPP shall check whether the service consumer's PLMN ID or SNPN ID is present in the Bearer token contained in the Authorization header (see 3GPP TS 29.510 [18], clause 6.3.5.2.4) and if it matches with the "Remote PLMN ID" or "Remote SNPN ID" of the N32-f context. If they do not match, the SEPP shall respond to the sending SEPP with "403 Forbidden" status code with the application specific cause set as "PLMNID_MISMATCH" or "SNPNID_MISMATCH".
NOTE 1:	In this case, the N32-f Error Reporting procedure specified in clause 5.2.5 is not used since the processing of the complete N32-f message fails at the receiving SEPP.
NOTE 2:	If the service consumer's PLMN ID or SNPN ID is present in the reconstructed HTTP message, then the receiving SEPP compares this with the sending SEPP's PLMN ID or SNPN ID, which is retrieved from N32f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]). See the above step 6 for the receiving SEPP behaviour. If the service consumer's PLMN ID and SNPN ID are not present, the comparison is not done.
SEPPs and RI should support gzip coding (see IETF RFC 1952 [23]) in HTTP requests and responses and indicate so in the Accept-Encoding header, as described in clause 6.9 of 3GPP TS 29.500 [4] and clause 6.2.2.2.3.
[bookmark: _Toc24986318][bookmark: _Toc34205746][bookmark: _Toc39061930][bookmark: _Toc43277172][bookmark: _Toc49847502][bookmark: _Toc56419477][bookmark: _Toc112683283][bookmark: _Toc168306793][bookmark: _Toc200979035]5.3.2.2	Protection Policy Lookup
When a SEPP receives a HTTP/2 request or response message intended to be routed towards another PLMN, the sending SEPP shall identify the protection policy as given below
1.	Identify the target PLMN from the ":aurthority" part of the message using the format specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
2.	Check if the incoming HTTP/2 message has the "3gpp-Sbi-Callback" header. When present, the SEPP shall select the data encryption and modification policy applicable for the specific notification type, identified by the value of the "3gpp-Sbi-Callback" header and the target PLMN, using the notification type list stored as specified in subclase 5.2.3.3.
3.	Else, if it is a HTTP/2 request message, then from the ":authority" and ":path" part of the received HTTP/2 request message, form the API URI. For the identified PLMN, check if a protection policy exists for the API URI using the table stored as specified in clause 5.2.3.3.
4.	Else, if it is a HTTP/2 response message, then based on the HTTP/2 stream ID on which the response is received, identify the corresponding request that was sent by the SEPP and the protection policy applicable for that request, as specified in step 3.
5.	If an entry is not found, then it means that either the particular API has no protection policy exchanged.
 Once a protection policy is identified, the SEPP shall apply the application layer security as per the identified protection policy.
[bookmark: _Toc24986319][bookmark: _Toc34205747][bookmark: _Toc39061931][bookmark: _Toc43277173][bookmark: _Toc49847503][bookmark: _Toc56419478][bookmark: _Toc112683284][bookmark: _Toc168306794][bookmark: _Toc200979036]5.3.2.3	Message Reformatting
A SEPP on the sending side PLMN applies message reformatting in the following cases:
-	When it receives a HTTP/2 request message from an NF service consumer to a an NF service producer in another PLMN;
-	When it receives a response HTTP/2 response message from an NF service producer to an NF service consumer in another PLMN.
-	When it receives a HTTP/2 notification request message from an NF service producer to an NF service consumer in another PLMN;
-	When it receives a HTTP/2 notification response message from an NF service consumer to an NF service producer in another PLMN
The SEPP shall reformat the HTTP/2 message by encapsulating the whole message into the body of a new HTTP POST message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2 request/response message respectively. The HTTP POST request/response body shall be encoded as the "N32fReformattedReqMsg"/"N32fReformattedRspMsg" JSON bodies respectively, as specified in clause 6.2.5.
The "N32fReformattedReqMsg"/"N32fReformattedRspMsg" are structured as given below:


Figure 5.3.2.3-1 JSON representation of a reformatted HTTP message

The "cipherText" part of the reformatted message in FlatJweJson shall be prepared as given below


Figure 5.3.2.3-2 Transformation of Sensitive Information Elements to Encrypt into CipherText
1.	Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the JWE ciphering and integrity protection as an array of arbitrary types in the "DataToIntegrityProtectAndCipher" block with each entry containing either a HTTP header value, the value of a variable in URI path, the value of an URI query parameter or the value of a JSON payload IE of the API message being reformatted. The index value "encBlockIdx" in the contentpart of DataToIntegrityProtectBlock shall point to the index of a header value or IE value in this input array.
2.	The input block is fed into an encryption function along with the other required inputs for JWE as specified in IETF RFC 7516 [14].
3.	The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL transformation as specified in IETF RFC 4648 [15] clause 5.
4. The output of the BASE64URL transform is them encoded as the ciphertext part of FlatJweJson IE specified in clause 6.2.5.2.11.
[bookmark: _Toc24986320][bookmark: _Toc34205748][bookmark: _Toc39061932][bookmark: _Toc43277174][bookmark: _Toc49847504][bookmark: _Toc56419479][bookmark: _Toc112683285][bookmark: _Toc168306795][bookmark: _Toc200979037]5.3.2.4	Message Forwarding to Peer SEPP
Once a SEPP reformats the HTTP/2 message into the "N32ReformattedReqMsg"/"N32ReformattedRspMsg" JSON object as specified in clause 5.3.2, the SEPP forwards the message to the receiving SEPP by invoking a HTTP POST method as shown in figure 5.3.2.4-1 below.



Figure 5.3.2.4-1 Message Forwarding between SEPP on N32-f
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "N32ReformattedReqMsg" IE carrying the reformatted HTTP/2 message. The request message shall contain the "n32fContextId" information provided by the responding SEPP to the initiating SEPP earlier during the parameter exchange procedure (see clause 5.2.3). The responding SEPP shall use the "n32fContextId" information to:
-	Locate the agreed cipher suite and protection policy;
-	Locate the n32fContextId to be used in the response.
[bookmark: _PERM_MCCTEMPBM_CRPT51080026___2]If the HTTP request/response message to be forwarded over N32-f includes an 3gpp-Sbi-Message-Priority header, the initiating/responding SEPP should additionally insert a 3gpp-Sbi-Message-Priority header in the N32-f message with the same contents as the 3gpp-Sbi-Message-Priority header encoded within the "N32ReformattedReqMsg"/ N32ReformattedRspMsg IE respectively.
NOTE 1:	Replicating the information in a N32-f message header enables the receiving SEPP to determine the priority of the forwarded HTTP request/response without having to parse the N32-f message content.
The HTTP request content may be compressed hop by hop over N32-f, if the initiating SEPP or RI and its next hop (RI or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2a.	On successful processing of the request, the responding SEPP shall:
-	decompress the N32-f HTTP request content, if it is compressed;
-	reconstruct the HTTP/2 message towards the NF service producer;
-	compress the reconstructed HTTP request if the reconstructed HTTP content contains a Content-Encoding header indicating gzip compression;
-	forward the reconstructed HTTP/2 message to the NF service producer;
-	wait for the response from the NF service producer; and then
-	once the response from the NF service producer is received, respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "N32ReformattedRspMsg". The "N32ReformattedRspMsg" shall contain the reformatted HTTP response message from the responding PLMN. The response message shall contain the "n32fContextId" information provided by the initiating SEPP to the responding SEPP earlier during the parameter exchange procedure (see clause 5.2.3).
NOTE 2:	For unsuccessful processing of the request with "PLMNID_MISMATCH", see clause 5.3.2.1.
[bookmark: _PERM_MCCTEMPBM_CRPT51080027___2]The responding SEPP shall be able to map the response received from the NF service producer to the HTTP/2 stream ID for the corresponding response it needs to generate towards the initiating SEPP. The HTTP/2 stream ID and the HTTP/2 connection information on either side shall be used to derive this mapping.
The HTTP response content may be compressed hop by hop over N32-f, if the responding SEPP or RI and its next hop (RI or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2b.	On failure or unsuccessful processing of the request, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors as specified in clause 6.2.4.2. The "cause" attribute shall be set to "UNSPECIFIED", if the responding SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.
[bookmark: _Toc168306796][bookmark: _Toc200979038]5.3.2.5	JOSE Protected Forwarding Options
The JOSE Protected Forwarding Options is used by the sending SEPP or RI to discover the communication options supported by its next hop (RI or SEPP) for N32-f message processing.



Figure 5.3.2.5-1: Procedure for the discovery of communication options supported by the next hop
1.	The sending SEPP or RI shall send an OPTIONS request to discover the communication options supported by its next hop (RI or SEPP) for N32-f message processing.
2.	If the request is accepted, the next hop (RI or SEPP) shall respond with the status code 204 No Content and include an Accept-Encoding header (as described in IETF RFC 9110 [9]).
On failure, the next hop shall return one of the HTTP status code listed in Table 6.2.4.3.2.1-3.

[bookmark: _Toc24986321][bookmark: _Toc34205749][bookmark: _Toc39061933][bookmark: _Toc43277175][bookmark: _Toc49847505][bookmark: _Toc56419480][bookmark: _Toc112683286][bookmark: _Toc168306797][bookmark: _Toc200979039]5.3.3	Message Forwarding to Peer SEPP when TLS is used
[bookmark: _Toc168306798][bookmark: _Toc200979040]5.3.3.1	General
When the negotiated security policy between the SEPPs is TLS, then the procedures described in clause 5.3.2 shall not be applied. Messages shall be forwarded to the peer SEPP as specified in clause 6.1.4.3.4 of 3GPP TS 29.500 [4].
[bookmark: _Toc168306799][bookmark: _Toc200979041]5.3.3.2	Correlation of N32-c context and N32-f Connection for TLS Security
[bookmark: _Toc200979042]5.3.3.2.1	General
This clause addresses the correlation between a N32-f connection and its parent N32-c context when the negotiated security mode is TLS. When TLS Security is used, the correlation between a N32-f connection to its parent N32-c context shall be identified with following mechanism:
-	When there is only one N32-c context successfully negotiated between a pair of SEPPs, one SEPP shall correlate a N32-f connection to its N32-c context by matching the peer SEPP's identifier (i.e. the FQDN of the peer SEPP) in the received TLS certificate with the FQDN(s) of the peer SEPP in the corresponding N32-c context (i.e. the FQDNs carried in the "sender" IE and/or the "senderN32fFqdn" IE); or
NOTE: 	If the received certificate contains FQDNs for different SEPPs (e.g. one common certificate used for all the SEPPs in the whole network), one SEPP can use the peer SEPP FQDN in the Via header (see clause 6.10.10.3 of 3GPP TS 29.500 [4]) of the incoming N32-f HTTP message to perform the matching with the FQDN in the corresponding N32-c context.
-	When multiple N32-c contexts were successfully negotiated between a pair of SEPPs, then
-	if the N32 Handshake Ids were exchanged during the N32-c negotiation, one SEPP shall correlate the N32-f connection to its parent N32-c context by matching the N32 Handshake Id in the incoming N32-f HTTP messages (carried in the "3gpp-Sbi-N32-Handshake-Id" header) with the received N32 Handshake Id (carried in the "n32HandshakeId" IE) in corresponding N32-c context; or
-	if the N32 Handshake Ids were not successfully exchanged during the N32-c negotiation (i.e. if at least one SEPP did not signal its N32 Handshake Id during the Security Capability Negotiation Procedure) and if different N32 purposes were successfully negotiated for N32-c contexts, one SEPP shall correlate the N32-f connection to its parent N32-c context by matching the N32 purpose of the incoming N32-f HTTP messages (as stated in the "3gpp-Sbi-Interplmn-Purpose" HTTP header if present or as "ROAMING" if the "3gpp-Sbi-Interplmn-Purpose" HTTP header is not present, see clause 6.14 of 3GPP TS 29.500 [4]) with the supported N32 purpose(s) in the corresponding N32-c context.
[bookmark: _Toc200979043]5.3.3.2.2	Use of HTTP OPTIONS for N32-c and N32-f connections correlation
When multiple N32-c contexts were successfully negotiated between a pair of SEPPs and if the initiating SEPP does not send any HTTP service request message to the responding SEPP after establishing TLS session for the N32-f connection and both SEPPs indicated the support of the feature TLSCOR, i.e. support of autonomous correlation of N32-c and N32-f, the initiating SEPP shall send a HTTP OPTIONS request towards the Authority of the responding SEPP over the established TLS session for N32-f to correlate TLS sessions established for N32-c and N32-f, immediately after each N32-f TLS connection is established, as shown in Figure 5.3.3.2.2-1.
The HTTP OPTIONS request shall include "3gpp-Sbi-N32-Handshake-Id" header and "3gpp-Sbi-Interplmn-Purpose" header along with the corresponding values as same as all other messages sent over N32-f. This HTTP OPTIONS request will avoid pending TLS session waiting for long duration before the first N32-f message is sent when the correlation can be done for the first time.


Figure 5.3.3.2.2-1: Use of HTTP OPTIONS for N32-c and N32-f connections correlation
[bookmark: _Toc168306800][bookmark: _Toc200979044]5.3.3.3	3gpp-Sbi-N32-Handshake-Id
This header contains the N32 Handshake ID that is negotiated during the N32-c handshake, when TLS security is used. This header is included in the N32-f request by the sending SEPP and removed from the N32-f request by the receiving SEPP. 
The encoding of the header follows the ABNF as defined in IETF RFC 9110 [9].

[bookmark: _Hlk167828179]Sbi-N32-Handshake-Id-Header = "3gpp-Sbi-N32-Handshake-Id:" OWS n32HandshakeId OWS

n32HandshakeId = 16HEXDIG

EXAMPLE:	3gpp-Sbi-N32-Handshake-Id: 955cac631f953ed8
[bookmark: _Toc168306801][bookmark: _Toc200979045]5.3.3.4	Error Handling
On failure or unsuccessful processing of the incoming N32-f request, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code including a ProblemDetails structure with the "cause" attribute set to one of the following application errors as specified in Table 5.3.3.4-1.
 Table 5.3.3.4-1: Protocol and application errors generated by SEPP
	Protocol or application Error
	HTTP status code
	Description

	"CONTEXT_NOT_FOUND"
	403 Forbidden
	The N32-f request which was received over TLS connection is rejected due to having no related N32-c context.

For correlation of a N32-f connection to its parent N32-c context, please refer to clause 5.3.3.2.



[bookmark: _Toc177551709]5.3.3.5	N32-f connection keepalive
In order to maintain the N32-f connection alive in absence of traffic, a SEPP may send HTTP/2 PING frames towards the peer SEPP in the absence of traffic. Each SEPP may consider the keepalive timer received from the peer SEPP (if any) to determine when to send HTTP/2 PING frames in the absence of traffic.

[bookmark: _Toc56419481][bookmark: _Toc112683287][bookmark: _Toc168306802][bookmark: _Toc200979046]5.3.4	Void

[bookmark: _Toc24986322][bookmark: _Toc34205750][bookmark: _Toc39061934][bookmark: _Toc43277176][bookmark: _Toc49847506][bookmark: _Toc56419482][bookmark: _Toc112683288][bookmark: _Toc168306803][bookmark: _Toc200979047]5.4	Nsepp_Telescopic_FQDN_Mapping Service
[bookmark: _Toc24986323][bookmark: _Toc34205751][bookmark: _Toc39061935][bookmark: _Toc43277177][bookmark: _Toc49847507][bookmark: _Toc56419483][bookmark: _Toc112683289][bookmark: _Toc168306804][bookmark: _Toc200979048]5.4.1	General
The Nsepp_Telescopic_FQDN_Mapping service is used between any Network Function and the SEPPs in the same PLMN, if TLS protection between the Network Function and the SEPP relies on using telescopic FQDN. See clause 28.5.2 of 3GPP TS 23.003 [19] and clause 6.1.4.3 of 3GPP TS 29.500 [4]) for the definition and use of Telescopic FQDN.
[bookmark: _Toc24986324][bookmark: _Toc34205752][bookmark: _Toc39061936][bookmark: _Toc43277178][bookmark: _Toc49847508][bookmark: _Toc56419484][bookmark: _Toc112683290][bookmark: _Toc168306805][bookmark: _Toc200979049]5.4.2	Foreign FQDN to Telescopic FQDN Mapping Procedure
This procedure is initiated by an NF Service Consumer (typically an NRF or an NSSF) that needs to interact with a NF in a foreign PLMN (typically the corresponding NRF or NSSF), and to do so, it needs to build a telescopic FQDN of said NF (i.e. concatenation of the FQDN of the foreign FQDN, and the FQDN of the local SEPP), and then the resulting telescopic FQDN needs to be "flattened" (i.e. the FQDN of the NF in the foreign PLMN needs to be converted to a singel label). The procedure is described in Figure 5.4.2-1 below.



Figure 5.4.2-1: Foreign FQDN to Telescopic FQDN Mapping Procedure
1.	The NF Service Consumer issues an HTTP GET request towards the local SEPP with a query parameter "foreign-fqdn" containing the FQDN of the NF in the foreign PLMN, that needs to be transformed into a flattened telescopic FQDN.
2a.	On successful processing of the request, the responding SEPP shall respond to the NF Service Consumer with a "200 OK" status code and a response body that contains a JSON object of type "TelescopicMapping", containing as attributes the label to be used as first label in the telescopic FQDN, and the domain of the local SEPP to be appended after such first label. The resulting FQDN shall be used by the NF Consumer to setup a TLS session terminated in the local SEPP, where the SEPP shall present a server certificate with a wildcard domain matching the returned telescopic FQDN.
[bookmark: _Toc24986325][bookmark: _Toc34205753][bookmark: _Toc39061937][bookmark: _Toc43277179][bookmark: _Toc49847509][bookmark: _Toc56419485][bookmark: _Toc112683291][bookmark: _Toc168306806][bookmark: _Toc200979050]5.4.3	Telescopic FQDN to Foreign FQDN Mapping Procedure
This procedure is initiated by an NF Service Consumer (typically another SEPP) that has received a service request with an unknown first label of a telescopic FQDN. Typically, this SEPP may interact with other SEPPs in the same PLMN in order to determine if there is an existing mapping for a given label to an FQDN of a foreign FQDN; this procedure is only expected to be used when multiple SEPPs are deployed in a PLMN. The procedure is described in Figure 5.4.3-1 below.



Figure 5.4.3-1: Foreign FQDN to Telescopic FQDN Mapping Procedure
1.	The NF Service Consumer issues an HTTP GET request towards another SEPP with a query parameter "telescopic-label" containing the first label of a given telescopic FQDN, whose mapping towards an FQDN of an NF in a foreign PLMN needs to be verified.
2a.	On successful processing of the request, the responding SEPP shall respond to the NF Service Consumer with a "200 OK" status code and a response body that contains a JSON object of type "TelescopicMapping", containing as attribute "foreignFqdn", containing the FQDN of the NF in the foreign PLMN.
[bookmark: _Toc168306807][bookmark: _Toc200979051]5.5	Support of Roaming Intermediaries
[bookmark: _Toc168306808][bookmark: _Toc200979052]5.5.1	General
Roaming services providers provide the technical and commercial means to facilitate the deployment and operation of roaming services between a client operator and a set of selected connected operators (see clause 6.45 of 3GPP TS 22.261 [28]).
The communication between two SEPPs may pass up to two RIs. The changes made by RIs to messages originated by a SEPP, based on the originating PLMNs policy, shall be identifiable by the receiving SEPP.
NOTE 1:	In this release of the specification, the descriptions in clause 5.5 are provided for Roaming Hubs as Roaming Intermediary, only.
NOTE 2:	The requirements specified in this clause for supporting Roaming Intermediaries can be applicable to SEPPs starting from Release 16. It is implementation specific how to support scenarios where the Release 16 and 17 SEPP of the roaming partners are not aligned regarding the support of Roaming Hub/Intermediaries.
[bookmark: _Toc168306809][bookmark: _Toc200979053]5.5.2	N32-c connection establishment via RIs
[bookmark: _Toc168306810][bookmark: _Toc200979054]5.5.2.1	N32-c connection establishment using HTTP CONNECT
[bookmark: _Toc168306811][bookmark: _Toc200979055]5.5.2.1.1	General
This clause specifies the requirements that apply in scenarios where a PLMN SEPP makes use of RIs and support messages generated by RIs as specified in clause 5.9.3.2a of 3GPP TS 33.501 [6].
The N32 Handshake procedures specified in clause 5.2 shall apply between the c-SEPP and p-SEPP with the following additions:
-	Prior to establishing the (end-to-end) N32-c TLS connection with the pSEPP, the c-SEPP shall send an HTTP CONNECT Request to the RI to request the RI to set up a TCP connection towards the p-SEPP as specified in clause 5.5.2.1.2 (with one RI between the SEPPs) and clause 5.5.2.1.3 (with two RIs between the SEPPs); upon receipt of a successful HTTP CONNECT response, the c-SEPP shall establish the N32-c TLS connection and proceed with the N32 Handshake procedures;
-	If a RI disallows the establishment of the N32-c connection, the RI shall reject the HTTP CONNECT request as specified in clause 5.5.2.2.
[bookmark: _Toc168306812][bookmark: _Toc200979056]5.5.2.1.2	Successful N32-c connection establishment via one RI
Figure 5.5.2.1.2-1 depicts the successful establishment of the N32-c connection between c-SEPP and p-SEPP via one RI (RI-A).


[bookmark: _Hlk156985893][bookmark: _Hlk156904129]Figure 5.5.2.1.2-1: Successful N32-c connection establishment via one RI
1.	The c-SEPP shall establish a TCP connection with the RI-A.
2.	The c-SEPP shall send an HTTP CONNECT request to the RI-A to request the RI-A to establish a TCP connection towards the p-SEPP. The authority of the HTTP CONNECT request shall contain the p-SEPP's FQDN.
The c-SEPP shall include the following information in the 3gpp-Connect-Req-Info header in the HTTP CONNECT request:
-	the HTTP connect purpose set to "n32c" to indicate that the TCP connection requested to be established is to set up an N32-c connection between the c-SEPP and p-SEPP;
-	the c-SEPP's PLMN ID or SNPN ID; and
-	the c-SEPP's FQDN.
The c-SEPP may also include the following information in the HTTP CONNECT request in the 3gpp-Connect-Req-Info header:
-	the intended N32 purpose(s) of the N32 connection.
The HTTP CONNECT request shall not contain any content (i.e. payload).
3.	The RI-A shall determine whether to (dis)allow the N32-c connection establishment based on its roaming contractual agreements and the following parameters:
-	the source PLMN ID or SNPN-ID; and
-	the target PLMN ID or SNPN ID.
The RI-A may also consider the following information for the above determination:
-	the HTTP connect purpose, e.g. the RI-A may accept an HTTP CONNECT request only for the purpose of establishing a N32-c connection; and/or
-	the intended N32 purposes, e.g. the RI-A may accept to establish the N32-c connection between the two PLMNs only for specific purposes.
4.	If the RI-A allows the establishment of the N32-c connection, it shall establish the TCP connection towards the p-SEPP.
5.	On successful processing of the request and establishment of the TCP connection towards the p-SEPP, the RI-A shall respond to the c-SEPP with a "200 OK" status code and may include the following information in the 3gpp-Connect-Resp-Info header in the HTTP CONNECT response:
-	the allowed N32 purposes for the N32 connection, which may be a subset of the N32 purposes signalled in the request; and/or.
-	the p-SEPP FQDN, if the RI-A has overwritten the p-SEPP FQDN received from the c-SEPP that the c-SEPP should use for sending its N32-c requests to the p-SEPP.
6	The c-SEPP shall establish the (end to end) N32-c TLS connection with the p-SEPP.
7.	The c-SEPP shall proceed with the N32-c Handshake procedures specified in clause 5.2.
[bookmark: _Toc168306813][bookmark: _Toc200979057]5.5.2.1.3	Successful N32-c connection establishment via two RIs
Figure 5.5.2.1.3-1 depicts the successful establishment of the N32-c connection between c-SEPPs and p-SEPP via two RIs (RI-A and RI-B).


Figure 5.5.2.1.3-1: Successful N32-c connection establishment via 2 RIs
[bookmark: _Hlk156913583][bookmark: _Hlk157075324]Steps 1 to 3: same as steps 1 to 3 of Figure 5.5.2.1.2-1.
4. If the RI-A allows the establishment of the N32-c connection, it shall establish a TCP connection towards the RI-B and send an HTTP CONNECT request to the RI-B, as described in for step 2 but with the following modification:
-	the RI-A shall include the RI-A's FQDN in the 3gpp-Connect-Req-Info header, instead of including the c-SEPP's FQDN.
steps 5 and 6: same as steps 3 and 4 of Figure 5.5.2.1.2-1.
Steps 7a and 7b: same as step 5 of Figure 5.5.2.1.2-1. The RI-A shall send the response to the c-SEPP only upon receiving the 200 OK response from the RI-B.
Steps 8 and 9: same as steps 6 and 7 of Figure 5.5.2.1.2-1.
[bookmark: _Toc168306814][bookmark: _Toc200979058]5.5.2.2	Error messages originated by RIs over the N32-c interface
[bookmark: _Toc168306815][bookmark: _Toc200979059]5.5.2.2.1	General
The RI may reject an N32-c connection establishment request by rejecting the HTTP CONNECT request.
The following error scenarios are supported and further detailed in the following clauses.
1)	Errors determined upon receipt of the HTTP CONNECT request
Examples: RI rejecting an HTTP CONNECT request due to:
-	the N32-c connection cannot be setup due to contractual reasons;
-	the N32-c connection cannot be setup due to a connectivity issue.
[bookmark: _Toc168306816][bookmark: _Toc200979060]5.5.2.2.2	N32-c connection establishment rejection by RI-A

Figure 5.5.2.2.2-1: N32-c connection establishment rejection by RIs
1.	The c-SEPP shall send an HTTP CONNECT request message as specified in step 2 of Figure 5.5.2.1.2-1.
2.	On failure, if the RI A determines that an N32 connection shall not or cannot be established e.g. due to contractual reasons or connectivity issues, the RI-A shall return an 4xx or 5xx response with the ProblemDetails providing details on the N32 related error for the c-SEPP.
[bookmark: _Toc168306817][bookmark: _Toc200979061]5.5.2.2.3	N32-c connection establishment rejection by RI-B

Figure 5.5.2.2.3-1: N32-c connection establishment rejection by RIs
Steps 1 and 2:  same as steps 2 and 4 of Figure 5.5.2.1.3-1.
Steps 3 and 4: same as step 2 of Figure 5.5.2.2.2-1. The RI-A shall send the response to the c-SEPP only upon receiving the 4xx or 5xx response from the RI-B.
[bookmark: _Toc168306818][bookmark: _Toc200979062]5.5.3	N32-f messages forwarding or origination via RIs
[bookmark: _Toc168306819][bookmark: _Toc200979063]5.5.3.1	Error messages originated by (or related to) RIs over the N32-f interface
[bookmark: _Toc168306820][bookmark: _Toc200979064]5.5.3.1.1	General
Error messages may be originated from either PLMN SEPPs or RIs to adjacent RIs or adjacent PLMN SEPPs, in an identifiable way. Furthermore, if allowed by the PLMN policy, the SEPP shall be able to send error messages on the N32 interface to a RI via the N32-f. See clause 5.9.3.2 of 3GPP TS 33.501 [6]).
The following error scenarios are supported and further detailed in the following clauses.
1)	N32-f related error determined upon receipt of an N32-f request
Examples: RI rejecting an N32-f request due to:
-	the N32-f connection cannot be setup due to contractual reasons;
-	the N32-f connection cannot be setup due to a connectivity issue;
-	incompatible encryption/plain information in the request (e.g. an IE is encrypted while it was expected in clear);
-	N32-f request not delivered due contractual reasons.
2)	N32-f related error determined upon receipt of an N32-f response
Example:
-	incompatible encryption/plain information in the N32-f response (e.g. an IE is encrypted while it was expected in clear).
3)	Applicative (i.e. SBI related) error determined upon receipt of an N32-f request
Example:
-	RI rejecting a UE Registration on behalf of the involved PLMNs based on roaming agreements.

[bookmark: _Toc168306821][bookmark: _Toc200979065]5.5.3.2	N32-f related error determined upon receipt of an N32-f request
[bookmark: _Toc168306822][bookmark: _Toc200979066]5.5.3.2.1	Error message originated by RI via N32-f


Figure 5.5.3.2.1-1: Error message originated by RI via N32-f
1.	The c-SEPP receives a service request (HTTP request) message from cNF.
2.	The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the pSEPP.
3.	The RI-A detects an N32-f related error and returns an N32-f error response, e.g. "403 Forbidden" response, with the ProblemDetails data providing details on the N32-f related error for the cSEPP. If the error is due to an encryption policy mismatch, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa. The N32-f error response may additionally contain a suggested status code (e.g. "504 Gateway Timeout") and a suggested application error (e.g. "TARGET_PLMN_NOT_REACHABLE") that the RI-A suggests the cSEPP to forward in the error response to the cNF, if the c-SEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information.
4.	If the c-SEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information, the c-SEPP sends an error response to the cNF. The c-SEPP may use the suggested status code and/or suggested application error for the error response sent to the cNF (e.g. the c-SEPP may send a "504 Gateway timeout" response with the cause "TARGET_PLMN_NOT_REACHABLE" in the ProblemDetails).
5. 	Alternatively, the c-SEPP may re-send the N32-f request taking into account the N32-f error information that was received from the RI-A. For instance, if the cSEPP receives an error message with the application error "POLICY_MISMATCH", the c-SEPP may change the data type encryption policy to 'Parameter shall be encrypted' or 'Parameter shall not be encrypted', if this is allowed by local policies, and if necessary, re-negotiate the data type encryption policy with the peer SEPP. After that, the cSEPP may re-send the N32-f Request based on the updated data type encryption policy to the RI-A.
6-9.	The rest of procedures are processed accordingly.
[bookmark: _Toc168306823][bookmark: _Toc200979067]5.5.3.2.2	Error message originated by pSEPP on N32-f (and optionally N32-c)


Figure 5.5.3.2.2-1: Error message originated by pSEPP via N32-f (and optionally N32-c)
1. 	The cSEPP receives a service request (HTTP request) message from cNF.
2.	The cSEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the pSEPP.
3.	The pSEPP detects an N32-f related error and returns an N32-f error response, e.g. "403 Forbidden" response, with the ProblemDetails data providing details on the N32-f related error for the cSEPP. If the error is due to an encryption policy mismatch, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa. The N32-f error response may additionally contain a suggested status code (e.g. "504 Gateway Timeout") and a suggested application error (e.g. "TARGET_PLMN_NOT_REACHABLE") that the pSEPP suggests the cSEPP to forward in the error response to the cNF, if the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information.
4.	The pSEPP may also send an N32-c request (HTTP POST request) towards the cSEPP with the content containing the N32-f error information that is to be reported (see clause 5.2.5).
5.	The cSEPP shall return the status code "204 No Content" as the response to the N32-f Error Reporting. (see clause 5.2.5)
6.	If the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error information, the cSEPP sends an error response to the cNF. The cSEPP may use the suggested status code and/or suggested application error for the error response to the cNF (e.g. the cSEPP may send a"504 Gateway timeout" response with the cause "TARGET_PLMN_NOT_REACHABLE" in the ProblemDetails).
7.	Alternatively, the cSEPP may re-send the N32-f request taking into account the N32-f error information that was received from the pSEPP. For instance, if the cSEPP receives an error message with the application error "POLICY_MISMATCH", the cSEPP may change the data type encryption policy to 'Parameter shall be encrypted' or 'Parameter shall not be encrypted', if this is allowed by local policies, and if necessary, re-negotiate the data type encryption policy with the peer SEPP. After that, the cSEPP may re-send the N32-f Request based on the updated data type encryption policy to the RI.
8-11.	The rest of procedures are processed accordingly.
[bookmark: _Toc168306824][bookmark: _Toc200979068][bookmark: _Hlk151372987]5.5.3.3	N32-f related error determined upon receipt of an N32-f response
[bookmark: _Toc168306825][bookmark: _Toc200979069]5.5.3.3.1	Error message originated by RI via N32-f interface
The procedure below describes the situation in which RI-B detects an error in the response.


Figure 5.5.3.3.1-1: Error message originated by RI upon receipt of an N32-f response
1.	The c-SEPP receives a service request (HTTP request) message from cNF.
2.	The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the p-SEPP.
3.	The p-SEPP send the service request to the pNF (see clause 5.3.2.3)
4.	The pNF returns the service response (e.g. 200 OK response) to the p-SEPP.
5.	The p-SEPP encapsulates the service reponse in an N32-f response (i.e. JOSE protected message) and forwards the message to the c-SEPP (see clause 5.3.2.3).
6-8.	As the RI-B detects an N32-f related error (e.g. an IE is received ciphered while it should be in clear), depending on the RI’s policy, the RI-B may forward the response message (200 OK) encapsulating the service response to the c-SEPP and the c-SEPP sends the Service Response to the cNF.
NOTE:	In case the RI-A decides not to forward the response message to c-SEPP, NF consumers and NF producers can end up with de-synchronized status in case of a non-safe/idempotent operation. Mechanisms specified for 5GC SBI can be used for handling such situation (e.g. to detect the re-transmitted request).
9.	The RI-B sends a new N32-f request encapsulating an N32-c "N32-f Error Reporting request" message towards p-SEPP to report the error, as specified in clause 5.5.3.3.2. For instance, the RI-B reports the error "POLICY_MISMATCH" to the p-SEPP to indicate that IEs that should have been received unprotected have been ciphered.
Upon receipt of an N32-f request encapsulating an N32-c message with a dummy N32-c apiRoot, the receiving N32-f service instance of the p-SEPP looks up for a N32-c service instance that can support the N32-f connection (identified by the n32fContextId received in the N32-f request), substitutes the dummy N32-c apiRoot of the N32-c message with the apiRoot of that N32-c service instance and forwards the N32-c message towards that N32-c service instance. The receiving N32-f service instance of the p-SEPP may also determine the message in which the error occurred, based on the messageId received in the N32-f request.
10.	The p-SEPP returns "204 No Content" to the RI-B.
11.	The p-SEPP logs the error and, if possible and allowed by local policies, considers it for further N32-f messages the p-SEPP sends towards the c-SEPP (e.g. if the error indicated that IEs that should have been received unprotected have been ciphered, the p-SEPP may send the IEs in clear in further messages it forwards towards the c-SEPP).
12.	The cNF may repeat its service request in case no response is being received from the c-SEPP.
13.	The c-SEPP forwards the (repeated) service request from the cNF, if any. Alternatively, the c-SEPP may resend its N32-f request to the p-SEPP due to no response being received from the p-SEPP.
14.	The p-SEPP forwards the service request towards the pNF.
15.	The pNF returns the service response (e.g. 200 OK response).
16.	The p-SEPP encapsulates the service response in an N32-f response (i.e. JOSE protected message) and forwards the message to the c-SEPP, taking into account any error information earlier received from the c-SEPP or RI-B, if possible and allowed by local policies (e.g. the IE previously reported in error in clear).
17.	The c-SEPP send the service response to the cNF.
The procedure is identical if the RI-A detects an error.
[bookmark: _Toc168306826][bookmark: _Toc200979070]5.5.3.3.2	Error message formatting by the RI
If a RI needs to generate an N32-f related error message upon receiving an N32-f response, the RI shall construct a new N32-f request as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.2-1) shall only contain the MetaData with the n32fContextId and messageId of the N32-f response message for which an error was detected.
-	the patch instructions in the modificationsBlock (see Table 6.2.5.2.2-1) shall be based on an  DataToIntegrityProtectBlock only containing the MetaData with the n32fContextId and messageId.
-	the modifications in the "modificationsBlock" shall result in encoding a N32-c request for N32-f Error Reporting, i.e. it shall contain patch instructions:
-	adding the requestLine to form an HTTP POST request "{n32c-apiRoot}/n32c-handshake/v1/n32f-error"; the {n32c-apiRoot} shall be set to a dummy N32-c apiRoot defined as the N32-f apiRoot with the authority part prepended with the label "n32c".
EXAMPLE:	If the n32-f apiRoot is https://sepp-n32f.5gc.mnc203.mcc422.3gppnetwork.org:443, the dummy N32-c apiRoot is:
https://n32c.sepp-n32f.5gc.mnc203.mcc422.3gppnetwork.org:443
NOTE:	The dummy N32-c apiRoot in the N32-c message encapsulated in the N32-f request needs not contain addressing information of any actual N32-c service instance of the p-SEPP. Instead, this indicates to the receiving N32-f service instance of the p-SEPP that it needs to look up for a N32-c service instance and route the request towards that N32-c service instance. See step 9 of clause 5.5.3.3.1.
-	adding headers, if applicable; and
-	adding the payload that shall be the content of the N32-f Error Reporting Request, i.e N32fErrorInfo.
-	the modificationsBlock shall contain the JWS signature of the RI.
The RI shall then send its N32-f request towards the p-SEPP, (using the same N32-f apiRoot as the one that was used in the original N32-f request sent to the p-SEPP) possibly via another intermediate RI.
[bookmark: _Toc168306827][bookmark: _Toc200979071]5.5.3.4	Applicative (i.e. SBI related) error determined upon receipt of an N32-f request
[bookmark: _Toc168306828][bookmark: _Toc200979072]5.5.3.4.1	Applicative error originated by RI via N32-f

Figure 5.5.3.4.1-1: Applicative (i.e. SBI related) error originated by RI via N32-f
1.	The c-SEPP receives a service request (HTTP request) message from cNF.
2.	The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the p-SEPP.
3.	The RI-A detects an applicative error within the service request encapsulated in the N32-f request, e.g. the UE registration needs to be rejected on behalf of the involved PLMNs. The RI-A responds back with a successful N32-f response encapsulating a service error response instead of forwarding the N32-f request to the p-SEPP, as defined in clause 5.5.3.2.
4.	The c-SEPP forwards the service error response towards the cNF.
[bookmark: _Toc168306829][bookmark: _Toc200979073]5.5.3.4.2	Error message formatting by the RI
If a RI needs to generate a service error message upon receiving an N32-f request, the RI shall construct a service error response (to be sent within a successful N32-f response) as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.3-1) shall only contain metadata with messageId and n32fContextId of the N32-f request message;
-	the patch instructions in the modificationsBlock (see Table 6.2.5.2.3-1) shall be based on the intermediary originated DataToIntegrityProtectBlock only containing the MetaData with the messageId and n32fContextId.
-	the modifications in the "modificationsBlock" shall result in encoding the service error response, i.e. it shall contain patch instructions;
-	adding the statusLine to form the desired service error response (e.g. 403 Forbidden response);
-	adding SBI headers, if applicable; and
-	adding the payload that shall be the content of the service error response (e.g. ProblemDetails with the reason why the registration request is rejected);
-	the modificationsBlock shall contain the JWS signature of the RI.
The RI shall then send its N32-f response towards the c-SEPP, possibly via another intermediate RI, encapsulating the service error response.
[bookmark: _Toc168306830][bookmark: _Toc200979074]5.5.3.5	Handling of applicative events trigger determined by RI
[bookmark: _Toc168306831][bookmark: _Toc200979075]5.5.3.5.1	Applicative request message originated by RI via N32-f
The procedure below describes the situation in which RI detects an event where there are no immediate N32-f messages corresponding to react on. An independent request message is initiated by the RI.


Figure 5.5.3.5.1-1: Applicative request message originated by RI via N32-f
1.	The RI detects an applicative event regarding the status of roaming where the RI requires to change the status on specific NF.
NOTE 1:	How the RI becomes aware of n32fContextId is outside the scope of this specification.
2. 	The RI shall create a new N32-f request encapsulating a request for the appropriate NF as specified in clause 5.5.3.5.2, and shall send the request towards pSEPP for the message targeted to NF Producer.
NOTE 2:	The encapsulated message itself is not in scope of N32 definition. Here only the transport is defined, the content is application specific.
3a.	The p-SEPP shall verify that the RI is allowed to generate the given request according to operator policy. If allowed by the policy, the p-SEPP shall reconstruct the request to be forwarded to the NF and forward the request to the target NF.
3b.	If the message is not allowed by the policy as in step 3a, then the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" in the content of the response.
4.	The target NF shall return an appropriate response to the p-SEPP.
5.	The pSEPP shall forward the response using PRINS security to RI. Since the RI is the NF consumer of the request, the response is not forwarded to any other entity from the RI.
NOTE 3:	Step 5 does not prohibit the RI to initiate any further signalling corresponding to the received HTTP response.
The procedure is analogous if the RI detects an event that is required on NF beyond the other RI. In this case the request is routed via the other RI to the p-SEPP.
NOTE 4:	As there can only be two RIs between two SEPPs, the scenario described above refers to the case when the RI needs to send to the SEPP connected via the other RI.
[bookmark: _Toc168306832][bookmark: _Toc200979076]5.5.3.5.2	Originated request message formatting by the RI
If a RI needs to generate an applicative request message, the RI shall construct a new N32-f request as defined in clause 5.5.3.3.2, with the difference that the procedure applies to request instead of response. However, the modifications in the "modificationsBlock" shall result in encoding a request for NF API the i.e. it shall contain patch instructions:
-	adding the requestLine to form an HTTP POST request for the target NF the request is intended for;
-	adding headers, if applicable; and
-	adding the content that shall be the content of the requested NF service operation.
NOTE:	The present document does not specify how the RI knows the apiRoot of the NF service.
[bookmark: _Toc160551163][bookmark: _Toc168306833][bookmark: _Toc200979077]5.5.4	N32-f Context and/or N32-f Connection termination initiated by the RI
[bookmark: _Toc168306834][bookmark: _Toc200979078]5.5.4.1	General
The RI may need to instruct the SEPP to terminate or re-establish an N32-f connection and/or an N32-f context. 
The RI may do so either by:
-	sending an N32-f error reporting request encapsulated in a N32-f reformatted request message (e.g. when no N32-f messages are being received when the event triggering this procedure occurs); or 
-	sending an N32-f error response message upon receiving an N32-f request.
In either case, the RI should indicate, in the error information, the cause of the error and whether the SEPP should terminate or re-establish the N32-f connection and/or the N32-f context. The RI may also indicate an alternative RI entity (from the same RI operator) through which the N32-f context or N32-f connection should be re-established.
NOTE:	A RI can trigger the above procedures towards a local SEPP or a remote SEPP.
[bookmark: _Toc168306835][bookmark: _Toc200979079]5.5.4.2	N32-f error reporting request encapsulated in a N32-f request 
The RI may instruct the SEPP to terminate or re-establish an N32-f connection and/or an N32-f context by encapsulating an N32-f error reporting request within an N32-f request message. 
The N32-f error reporting request message serves as an error notification to the SEPP and based or the reported error information (error cause and indication to release or re-establish the N32-f context and/or N32-f connection), the SEPP shall take the appropriate action e.g. by terminating or re-establishing the N32-f connection and/or N32-f context if so requested by the RI. If the RI requested to re-establish the N32-f context and/or the N32-f connection and provided an alternative RI entity in the error information, the SEPP should re-establish the N32-f connection and/or the N32-f context via the alternative RI entity.


Figure 5.5.4.2.-1: N32-f Error Reporting Request encapsulated in a N32-f request
1.	The RI-B decides to terminate the N32-f context. The RI-B sends an N32-f request message encapsulating an N32-f Error Reporting Request towards p-SEPP to report the error. The error message signals to the SEPP that the N32-f context is requested to be terminated.
[bookmark: MCCQCTEMPBM_00000031]2.	The p-SEPP N32-f service instance sends the N32-c request message (i.e. N32-f Error Reporting Request) towards the target N32-c service instance, including the RI-B sender identity (so that the SEPP N32-c instance can determine the RI-B that originated the error and take the proper decision based the contract or the agreement between the SEPP and the RI-B).
	Based on the error information received from the RI-B, the p-SEPP terminates the N32-f connection and/or the N32-f context (the latter is depicted in the figure). 
	The p-SEPP returns "200 OK response" to the RI-B, encapsulating a 204 No Content response message (i.e. the N32-f Error Reporting Response).
[bookmark: MCCQCTEMPBM_00000032]3.	The p-SEPP initiates the N32-f Context Termination Procedure by sending N32-f context termination request message towards the c-SEPP based on the received error information from the RI-B. 

If the RI requests to re-establish the N32-f context and/or the N32-f connection and provides an alternative RI entity in the error information, the SEPP should re-establish the N32-f connection and/or N32-f context via the alternative RI entity (not depicted in the figure).
[bookmark: _Toc168306836][bookmark: _Toc200979080]5.5.4.3	Using N32-f error response
The RI may send error information in response to an incoming N32-f request message, in which case it rejects the N32-f request message with an 4xx or 5xx response message including the error information.


Figure 5.5.4.3.-1: The RI-B sends 4XX/5XX response to tear down the N32-f context
[bookmark: MCCQCTEMPBM_00000033]1.	The RI-B receives an N32-f request message. The RI-B determines to terminate the N32-f context.
[bookmark: MCCQCTEMPBM_00000034]2.	The RI-B sends a 4XX/5XX response to the p-SEPP including error information signalling to the p-SEPP that the N32-f context is requested to be terminated.
The p-SEPP initiates the N32-f Context Termination Procedure by sending a N32-f context termination request message towards the c-SEPP based on the error information received from the RI-B.
[bookmark: _Toc24986326][bookmark: _Toc34205754][bookmark: _Toc39061938][bookmark: _Toc43277180][bookmark: _Toc49847510][bookmark: _Toc56419486][bookmark: _Toc112683292][bookmark: _Toc168306837][bookmark: _Toc200979081]6	API Definitions
[bookmark: _Toc24986327][bookmark: _Toc34205755][bookmark: _Toc39061939][bookmark: _Toc43277181][bookmark: _Toc49847511][bookmark: _Toc56419487][bookmark: _Toc112683293][bookmark: _Toc168306838][bookmark: _Toc200979082]6.1	N32 Handshake API
[bookmark: _Toc24986328][bookmark: _Toc34205756][bookmark: _Toc39061940][bookmark: _Toc43277182][bookmark: _Toc49847512][bookmark: _Toc56419488][bookmark: _Toc112683294][bookmark: _Toc168306839][bookmark: _Toc200979083]6.1.1	API URI
[bookmark: _Toc24986329][bookmark: _Toc34205757][bookmark: _Toc39061941][bookmark: _Toc43277183][bookmark: _Toc49847513][bookmark: _Toc56419489]The N32 Handshake Procedures shall use the N32 Handshake API.
The API URI of the N32 Handshake API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the initiating SEPP towards the responding SEPP shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "n32c-handshake".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.1.4.
[bookmark: _Toc112683295][bookmark: _Toc168306840][bookmark: _Toc200979084]6.1.2	Usage of HTTP
[bookmark: _Toc24986330][bookmark: _Toc34205758][bookmark: _Toc39061942][bookmark: _Toc43277184][bookmark: _Toc49847514][bookmark: _Toc56419490][bookmark: _Toc112683296][bookmark: _Toc168306841][bookmark: _Toc200979085]6.1.2.1	General
HTTP/2, as defined in IETF RFC 9113 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.
HTTP messages and bodies for the N32 handshake API shall comply with the OpenAPI [27] specification contained in Annex A.
[bookmark: _Toc24986331][bookmark: _Toc34205759][bookmark: _Toc39061943][bookmark: _Toc43277185][bookmark: _Toc49847515][bookmark: _Toc56419491][bookmark: _Toc112683297][bookmark: _Toc168306842][bookmark: _Toc200979086]6.1.2.2	HTTP standard headers
[bookmark: _Toc24986332][bookmark: _Toc34205760][bookmark: _Toc39061944][bookmark: _Toc43277186][bookmark: _Toc49847516][bookmark: _Toc56419492][bookmark: _Toc112683298][bookmark: _Toc168306843][bookmark: _Toc200979087]6.1.2.2.1	General
The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.
[bookmark: _Toc24986333][bookmark: _Toc34205761][bookmark: _Toc39061945][bookmark: _Toc43277187][bookmark: _Toc49847517][bookmark: _Toc56419493][bookmark: _Toc112683299][bookmark: _Toc168306844][bookmark: _Toc200979088]6.1.2.2.2	Content type
The following content types shall be supported:
-	the JSON format (see IETF RFC 8259 [8]). The use of the JSON format shall be signalled by the content type "application/json". See also clause 5.3.4.
-	the Problem Details JSON Object (see IETF RFC 9457 [22]). The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json".
[bookmark: _Toc24986334][bookmark: _Toc34205762][bookmark: _Toc39061946][bookmark: _Toc43277188][bookmark: _Toc49847518][bookmark: _Toc56419494][bookmark: _Toc112683300][bookmark: _Toc168306845][bookmark: _Toc200979089]6.1.2.3	HTTP custom headers
[bookmark: _Toc24986335][bookmark: _Toc34205763][bookmark: _Toc39061947][bookmark: _Toc43277189][bookmark: _Toc49847519][bookmark: _Toc56419495][bookmark: _Toc112683301][bookmark: _Toc168306846][bookmark: _Toc200979090]6.1.2.3.1	General
In this release of the specification, no specific custom headers are defined for the N32 handshake API.
For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 4.3.2.3.
[bookmark: _Toc24986336][bookmark: _Toc34205764][bookmark: _Toc39061948][bookmark: _Toc43277190][bookmark: _Toc49847520][bookmark: _Toc56419496][bookmark: _Toc112683302][bookmark: _Toc168306847][bookmark: _Toc200979091]6.1.3	Resources
[bookmark: _Toc24986337][bookmark: _Toc34205765][bookmark: _Toc39061949][bookmark: _Toc43277191][bookmark: _Toc49847521][bookmark: _Toc56419497][bookmark: _Toc112683303][bookmark: _Toc168306848][bookmark: _Toc200979092]6.1.3.1	Overview
There are no resources in this version of the N32 handshake API. All the operations are realized as custom operations without resources.
[bookmark: _Toc24986338][bookmark: _Toc34205766][bookmark: _Toc39061950][bookmark: _Toc43277192][bookmark: _Toc49847522][bookmark: _Toc56419498][bookmark: _Toc112683304][bookmark: _Toc168306849][bookmark: _Toc200979093]6.1.4	Custom Operations without Associated Resources
[bookmark: _Toc24986339][bookmark: _Toc34205767][bookmark: _Toc39061951][bookmark: _Toc43277193][bookmark: _Toc49847523][bookmark: _Toc56419499][bookmark: _Toc112683305][bookmark: _Toc168306850][bookmark: _Toc200979094]6.1.4.1	Overview
Table 6.1.4.1-1: Custom operations without associated resources
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	Security Capability Negotiation
	/exchange-capability
	POST
	This is the N32 capability exchange API used to negotiate the security capabilities between SEPPs or tear down the N32-f TLS connection.

	Parameter Exchange
	/exchange-params
	POST
	This is the N32 parameter exchange API used to exchange the cipher suites and protection policies.

	N32-f Context Terminate
	/n32f-terminate
	POST
	This is the N32-f context termination procedure API.

	N32-f Error Reporting
	/n32f-error
	POST
	This is the N32-f error reporting procedure API.



[bookmark: _Toc24986340][bookmark: _Toc34205768][bookmark: _Toc39061952][bookmark: _Toc43277194][bookmark: _Toc49847524][bookmark: _Toc56419500][bookmark: _Toc112683306][bookmark: _Toc168306851][bookmark: _Toc200979095]6.1.4.2	Operation: Security Capability Negotiation
[bookmark: _Toc24986341][bookmark: _Toc34205769][bookmark: _Toc39061953][bookmark: _Toc43277195][bookmark: _Toc49847525][bookmark: _Toc56419501][bookmark: _Toc112683307][bookmark: _Toc168306852][bookmark: _Toc200979096]6.1.4.2.1	Description
This custom operation is used between the SEPPs to negotiate their security capabilities or to tear down the N32-f connection when negotiated security scheme is TLS. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>/exchange-capability
[bookmark: _PERM_MCCTEMPBM_CRPT51080028___7]This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.
Table 6.1.4.2.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.



[bookmark: _Toc24986342][bookmark: _Toc34205770][bookmark: _Toc39061954][bookmark: _Toc43277196][bookmark: _Toc49847526][bookmark: _Toc56419502][bookmark: _Toc112683308][bookmark: _Toc168306853][bookmark: _Toc200979097]6.1.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	SecNegotiateReqData
	M
	1
	The IE shall contain the security capabilities of the initiating SEPP.



Table 6.1.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecNegotiateRspData
	M
	1
	200 OK
	This represents the successful processing of the requested security capabilities. The responding SEPP shall provide the security capabilities that it has selected, in the response.

	ExtRedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. See clause 6.1.8.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- REQUESTED_PURPOSE_NOT_ALLOWED

When the receiving SEPP fails to negotiate the security capability, the "cause" attribute shall be set to "NEGOTIATION_NOT_ALLOWED".

	ProblemDetails
	O
	0..1
	409 Conflict
	The "cause" attribute may be used to indicate one of the following application errors:
- N32C_EXCHANGE_CAPABILITY_ONGOING, when the receiving SEPP receives an N32-c exchange capability request from a peer SEPP while it is waiting for an N32-c exchange capability response message from the same peer SEPP as specified in clause 5.2.2.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



[bookmark: _Toc24986343][bookmark: _Toc34205771][bookmark: _Toc39061955][bookmark: _Toc43277197][bookmark: _Toc49847527][bookmark: _Toc56419503][bookmark: _Toc112683309]Table 6.1.4.2.2-3: Headers supported by the 307 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	The URI of the SEPP towards which the request is redirected. See clause 6.1.8.



[bookmark: _Toc168306854][bookmark: _Toc200979098]6.1.4.3	Operation: Parameter Exchange
[bookmark: _Toc24986344][bookmark: _Toc34205772][bookmark: _Toc39061956][bookmark: _Toc43277198][bookmark: _Toc49847528][bookmark: _Toc56419504][bookmark: _Toc112683310][bookmark: _Toc168306855][bookmark: _Toc200979099]6.1.4.3.1	Description
This custom operation is used between the SEPPs to exchange the parameters for the N32-f connection. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>/exchange-params
This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.
Table 6.1.4.3.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.



[bookmark: _Toc24986345][bookmark: _Toc34205773][bookmark: _Toc39061957][bookmark: _Toc43277199][bookmark: _Toc49847529][bookmark: _Toc56419505][bookmark: _Toc112683311][bookmark: _Toc168306856][bookmark: _Toc200979100]6.1.4.3.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.1.4.3.2-1 and 6.1.4.3.2-2.
Table 6.1.4.3.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	SecParamExchReqData
	M
	1
	The IE shall contain the parameters requested by the requesting SEPP.



Table 6.1.4.3.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecParamExchRspData
	M
	1
	200 OK
	This represents the successful processing of the requested parameters. The SEPP shall provide the selected parameters (i.e selected cipher suite and/or selected data type encryption policy) depending on what was requested by the requesting SEPP and what is supported by the responding SEPP, or the SEPP shall provide the modification policy and/or security information lists of the connected RIs.

	ProblemDetails
	O
	0..1
	409 Conflict
	The "cause" attribute may be used to indicate one of the following application errors:
- REQUESTED_PARAM_MISMATCH
- SECURITY_PARAM_EXCHANGE_COLLISION, when the receiving SEPP receives a security parameter exchange request from a peer SEPP while it is waiting for a security parameter exchange response message from the same peer SEPP as specified in clause 5.2.3.2.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).
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This custom operation is used between the SEPPs to terminate an N32-f context. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>/n32f-terminate
This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.
Table 6.1.4.4.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.
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This operation shall support the request data structures and response codes specified in tables 6.1.4.4.2-1 and 6.1.4.4.2-2.
Table 6.1.4.4.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	N32fContextInfo
	M
	1
	The IE shall contain the information about the N32-f context requested to be terminated by the requesting SEPP.



Table 6.1.4.4.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	N32fContextInfo
	M
	1
	200 OK
	This represents the successful deletion of the request N32-f context. The responding SEPP shall return the "n32fContextId" it had towards the initiating SEPP, in this IE.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).
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This custom operation is used between the SEPPs to report errors identified while processing the messages received on N32-f. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/<apiVersion>/n32f-error
This operation shall support the resource URI variables defined in table 6.1.4.5.1-1.
Table 6.1.4.5.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.
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This operation shall support the request data structures and response codes specified in tables 6.1.4.5.2-1 and 6.1.4.5.2-2.
Table 6.1.4.5.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	N32fErrorInfo
	M
	1
	The IE shall contain the information about the N32-f message that failed to process at the SEPP initiating the N32-f error reporting procedure, together with information related to the nature of the error.



Table 6.1.4.5.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	
	
	
	204 No Content
	This represents the successful processing of the N32-f error report at the receiving SEPP.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).
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This clause specifies the application data model supported by the API.
Table 6.1.5.1-1 specifies the data types defined for the N32 interface.
Table 6.1.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	SecNegotiateReqData
	6.1.5.2.2
	Defines the security capabilities of a SEPP sent to a receiving SEPP.

	SecNegotiateRspData
	6.1.5.2.3
	Defines the selected security capabilities by a SEPP.

	SecurityCapability
	6.1.5.3.3
	Enumeration of security capabilities.

	SecParamExchReqData
	6.1.5.2.4
	Request data structure for parameter exchange

	SecParamExchRspData
	6.1.5.2.5
	Response data structure for parameter exchange

	ProtectionPolicy
	6.1.5.2.6
	The protection policy to be negotiated between the SEPPs.

	ApiIeMapping
	6.1.5.2.7
	API URI to IE mapping on which the protection policy needs to be applied.

	IeInfo
	6.1.5.2.8
	Protection and modification policy for the IE

	ApiSignature
	6.1.5.2.9
	API URI of the service operation

	N32fContextInfo
	6.1.5.2.10
	N32-f context information

	N32fErrorInfo
	6.1.5.2.11
	N32-f error information.

	FailedModificationInfo
	6.1.5.2.12
	Information on N32-f modifications block that failed to process.

	N32fErrorDetail
	6.1.5.2.13
	Details about the N32f error.

	CallbackName
	6.1.5.2.14
	Callback Name.

	IpxProviderSecInfo
	6.1.5.2.15
	Defines the security information list of a RI.

	IntendedN32Purpose
	6.1.5.2.16
	Defines the intended N32 establishment purpose.

	RiErrorInformation
	6.1.5.2.17
	RI error information.

	ExtRedirectResponse
	6.1.5.2.18
	Extension of the redirection response

	RedirectResponseAddInfo
	6.1.5.2.19
	Additional information in the redirection response

	HttpMethod
	6.1.5.3.4
	Enumeration of HTTP methods.

	IeType
	6.1.5.3.5
	Enumeration of types of IEs (i.e kind of IE) to specify the protection policy.

	IeLocation
	6.1.5.3.6
	Location of the IE in a HTTP message.

	N32fErrorType
	6.1.5.3.7
	Type of error while processing N32-f message.

	FailureReason
	6.1.5.3.8
	Reason for failure to reconstruct a HTTP/2 message from N32-f message.

	N32Purpose
	6.1.5.3.9
	Usage purpose of establishing N32 connectivity

	N32ReleaseIndication
	6.1.5.3.10
	N32-f connection or N32-f context release instructions.



Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N32 Handshake service based interface.
Table 6.1.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	Fqdn
	3GPP TS 29.571 [12]
	

	SupportedFeatures
	3GPP TS 29.571 [12]
	Used to negotiate the applicability of the features defined in table 6.1.7-1.

	DurationSec
	3GPP TS 29.571 [12]
	

	Uinteger
	3GPP TS 29.571 [12]
	Unsigned integer

	PlmnId
	3GPP TS 29.571 [12]
	PLMN ID

	PlmnIdNid
	3GPP TS 29.571 [12]
	PLMN ID and Network ID
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This clause defines the structures to be used in the N32 Handshake API.
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Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData
	Attribute name
	Data type
	P
	[bookmark: _PERM_MCCTEMPBM_CRPT51080032___4]Cardinality
	Description
	Applicability

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the request. This IE is used to identify and store the negotiated security capability against the right SEPP.
	

	n32HandshakeId
	string
	C
	0..1
	This IE shall be present if the initiating SEPP support N32 handshake identifier and the N32 handshake identifier may be used to correlate the N32-f connection to the parent N32-c context for TLS security (see clause 5.3.3.2).

When present, this IE shall contain the N32 handshake identifier to be used by the responding SEPP, if TLS security is negotiated, for: 
- TLS protected message forwarding procedure over N32-f towards the initiating SEPP
- subsequent N32-c signalling request related to this N32-c connection (e.g. to request to tear down the N32-f TLS connection)

The n32HandshakeId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32 handshake Id shall appear first in the string, and the character representing the 4 least significant bit of the N32 handshake Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".
	

	supportedSecCapabilityList
	array(SecurityCapability)
	M
	1..N
	This IE shall contain the list of security capabilities that the requesting SEPP supports.
To tear down the N32-f TLS connection and to reset N32-c context (as identified by the n32HandshakeId IE, if present), this IE shall set SecurityCapability as "NONE".
	

	3GppSbiTargetApiRootSupported
	boolean
	O
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported for N32f message forwarding.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported
(NOTE 1)
	

	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs associated with the SEPP, which is sending the request. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6])
	

	snpnIdList
	array(PlmnIdNid)
	O
	1..N
	A list of SNPN IDs associated with the SEPP, which is sending the request. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6])
	

	targetPlmnId
	PlmnId
	O
	1
	When present, this IE shall contain a PLMN ID of the target SEPP.

See clause 5.2.2 step 1.
	

	targetSnpnId
	PlmnIdNid
	O
	0..1
	When present, this IE shall contain a SNPN ID of the target SEPP. See clause 5.2.2 step 1.
	

	intendedUsagePurpose
	array(IntendedN32Purpose)
	O
	1..N
	This attribute notifies the list of requested usage purpose the N32 is established for.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one feature defined in clause 6.1.7 is supported
	

	senderN32fFqdn
	Fqdn
	O
	0..1
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection towards a specific FQDN.
(NOTE 2)
	SNDN32F

	senderN32fPortList
	array(Uinteger)
	O
	1..N
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection using a specific port number.
The N32-f ports list shall contain one port number per security capability encoded in the supportedSecCapabilityList IE and it shall be ordered in the same order as the security capabilities list. For example, if TLS is the first security capability in the supportedSecCapabilityList, then the first N32-f port in the senderN32fPortList shall be for TLS.
(NOTE 3)
	SNDN32F

	n32KeepaliveTimer
	DurationSec
	O
	0..1
	This IE may be present if the initiating SEPP wishes to indicate for how long (in seconds) it maintains the N32-f connection in the absence of incoming traffic (see clause 5.3.3.5).
	

	NOTE 1:	The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute name is kept though as defined in the current specification for backward compatibility reason.
NOTE 2: 	If the senderN32fFqdn IE is absent, the receiving SEPP establishes the N32-f connection towards the sending SEPP using the N32-c FQDN and/or local configuration.
NOTE 3:	If the senderN32fPortList IE is absent, the receiving SEPP shall use a locally configured port if any, otherwise the default HTTPs port number, i.e., TCP port 443 for "https" URIs as specified in IETF RFC 9113 [7].
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Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the response. This IE is used to identify and store the negotiated security capability against the right SEPP.
	

	selectedSecCapability
	SecurityCapability
	M
	1
	This IE shall contain the security capability selected by the responding SEPP.
When the request is for tearing down the N32-f TLS connection, the responding SEPP shall add SecurityCapability as "NONE".
	

	n32HandshakeId
	string
	C
	0..1
	This IE shall be present, if the N32 handshake identifier to was received in the request and the responding SEPP supports the N32 handshake identifier.

When present, this IE shall contain the N32 handshake identifier to be used by the initiating SEPP for: 
- TLS protected message forwarding procedure over N32-f towards the responding SEPP
- subsequent N32-c signalling request related to this N32-c connection (e.g. to request to tear down the N32-f TLS connection)

The n32HandshakeId in the response may have a different value than the n32HandshakeId received in the request.

The n32HandshakeId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32 handshake Id shall appear first in the string, and the character representing the 4 least significant bit of the N32 handshake Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".
	

	3GppSbiTargetApiRootSupported
	boolean
	O
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is negotiated for N32f message forwarding and the initiating SEPP indicated support of this header.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported
(NOTE 1)
	

	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs of a single PLMN associated with the SEPP, which is sending the response. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]).
If different PLMNs are represented by different PLMN IDs supported by a SEPP, then the SEPP shall select the PLMN as specified in clause 5.2.2 step 2a.
	

	snpnIdList
	array(PlmnIdNid)
	O
	1..N
	A list of SNPN IDs of a single SNPN associated with the SEPP, which is sending the response. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]).
If different SNPNs are represented by different SNPN IDs supported by a SEPP, then the SEPP shall select the SNPN as specified in clause 5.2.2 step 2a.
	

	allowedUsagePurpose
	array(IntendedN32Purpose)
	O
	1..N
	This attribute notifies the list of allowed usage purpose the N32 is established for.

IntendedN32Purpose shall not include attribute "cause".
	

	rejectedUsagePurpose
	array(IntendedN32Purpose)
	O
	1..N
	This attribute notifies the list of rejected usage purpose the N32 is established for.

Shall only be present if any of the requested usage purpose is rejected.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one feature defined in clause 6.1.7 is supported
	

	senderN32fFqdn
	Fqdn
	O
	0..1
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection towards a specific FQDN.
(NOTE 2)
	SNDN32F

	senderN32fPort
	Uinteger
	O
	0..1
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection using a specific port number.
(NOTE 3)
	SNDN32F

	n32KeepaliveTimer
	DurationSec
	O
	0..1
	This IE may be present if the responding SEPP wishes to indicate for how long (in seconds) it maintains the N32-f connection in the absence of incoming traffic (see clause 5.3.3.5).
	

	NOTE 1:	The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute name is kept though as defined in the current specification for backward compatibility reason.
NOTE 2:	If the senderN32fFqdn IE is absent, the receiving SEPP establishes the N32-f connection towards the sending SEPP using the N32-c FQDN and/or local configuration.
NOTE 3:	If the senderN32fPort number is absent, the receiving SEPP shall use a locally configured port, if any, otherwise the default HTTPs port number, i.e., TCP port 443 for "https" URIs as specified in IETF RFC 9113 [7].



[bookmark: _Toc24986358][bookmark: _Toc34205786][bookmark: _Toc39061970][bookmark: _Toc43277212][bookmark: _Toc49847542][bookmark: _Toc56419518][bookmark: _Toc112683324][bookmark: _Toc168306869][bookmark: _Toc200979113]6.1.5.2.4	Type: SecParamExchReqData
Table 6.1.5.2.4-1: Definition of type SecParamExchReqData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the responding SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the initiating SEPP. The initiating SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the responding SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	

	jweCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWE cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 5.1 of IETF RFC 7518 [13].
	

	jwsCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWS cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 3.1 of IETF RFC 7518 [13].
	

	protectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	Either this IE or the secProfiles IE shall be present during the parameter exchange procedure for protection policy exchange(see clause 5.2.3.3). When present, this IE shall contain the data type encryption policy requested by the requesting SEPP and/or the modification policy supported by the RI operator(s) on the side of the requesting SEPP.
	

	secProfiles
	array(string)
	C
	1..N
	Either this IE or the protectionPolicyInfo IE shall be present during the parameter exchange procedure for protection policy exchange(see clause 5.2.3.3).
When present, this IE shall indicate the candidate list of security profiles that the initiating SEPP is supporting for PRINS.
The list may contain up to 256 profiles.
	PSEPRO

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	O
	1..N
	This IE includes the list of RI security information per RI node.
	

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange request is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the request. This IE is used to store the exchanged parameters against the right SEPP.
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Table 6.1.5.2.5-1: Definition of type SecParamExchRspData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the initiating SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the responding SEPP. The responding SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the initiating SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	

	selectedJweCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWE cipher suite selected by the responding SEPP.
	

	selectedJwsCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWS cipher suite selected by the responding SEPP.
	

	selProtectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see clause 5.2.3.3) if the initiating SEPP included the protectionPolicyInfo IE in the exchange parameter request message to the responding SEPP. When present, this IE shall contain the data type encryption policy selected by the responding SEPP and/or the modification policy supported by the RI operator(s) on the side of the responding SEPP.
	

	selSecProfiles
	array(string)
	C
	1..N
	This IE shall indicate the list of selected security profiles applicable for messages forwarding over N32-f if the initiating SEPP sent a candidate list of security profiles in the exchange parameter request message to the responding SEPP.
The list may contain up to 256 profiles.
	PSEPRO

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	O
	1..N
	This IE includes the list of RI security information per RI node.
	

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange response is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the response. This IE is used to store the exchanged parameters against the right SEPP.
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Table 6.1.5.2.6-1: Definition of type ProtectionPolicy
	Attribute name
	Data type
	P
	Cardinality
	Description

	apiIeMappingList
	array(ApiIeMapping)
	M
	1..N
	Contains an array of API URI to IE type - IE name mapping. The mapping includes an indication against each IE whether that IE is allowed to be modified by the RI on the side of the SEPP or not.

	dataTypeEncPolicy
	array(IeType)
	C
	1..N
	This IE shall be present when the SEPPs need to exchange the IE protection policies. When present, this IE shall contain the list of IE types that the SEPP intends to protect by ciphering.



[bookmark: _Toc24986361][bookmark: _Toc34205789][bookmark: _Toc39061973][bookmark: _Toc43277215][bookmark: _Toc49847545][bookmark: _Toc56419521][bookmark: _Toc112683327][bookmark: _Toc168306872][bookmark: _Toc200979116]6.1.5.2.7	Type: ApiIeMapping
Table 6.1.5.2.7-1: Definition of type ApiIeMapping
	Attribute name
	Data type
	P
	Cardinality
	Description

	[bookmark: _PERM_MCCTEMPBM_CRPT51080038___2]apiSignature
	ApiSignature
	M
	1
	This IE shall contain:
- The API URI of the NF service operations following request/response semantic; or
- The API URI of the subscribe / unsubscribe service operation

	apiMethod
	HttpMethod
	M
	1
	This IE shall contain the HTTP method used by the API.

	IeList
	array(IeInfo)
	M
	1..N
	This IE shall contain the array of Ies in the API.
(NOTE 1, NOTE 2)

	NOTE 1:	The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute name is kept though as defined in the current specification for backward compatibility reason.
NOTE 2:	The protection policy to apply for a recursive non-leaf IE shall be the same as the protection policy defined for the ancestor attribute with the same data type. Accordingly, the IeList signaled over N32-c shall not repeat/include the protection policies of the child attributes of the recursive non-leaf IE (see examples in Annex F).



[bookmark: _Toc24986362][bookmark: _Toc34205790][bookmark: _Toc39061974][bookmark: _Toc43277216][bookmark: _Toc49847546][bookmark: _Toc56419522][bookmark: _Toc112683328][bookmark: _Toc168306873][bookmark: _Toc200979117]6.1.5.2.8	Type: IeInfo
Table 6.1.5.2.8-1: Definition of type IeInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ieLoc
	IeLocation
	M
	1
	This IE shall contain the location of the IE mentioned in "reqIe" or "rspIe" (i.e Variable in URI path or URI query parameter or HTTP header or JSON body or multipart message)

	ieType
	IeType
	M
	1
	This IE shall contain the type of the IE, representing the nature of the information the IE is carrying.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080040___2]reqIe
	string
	C
	0..1
	This IE shall be included when the Ies in HTTP/2 request messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs and recursive non-leaf IEs are included;
- The name of the Variable in URI path to be protected, if the "ieLoc" indicates "URI_PATH";
	e.g. the name "{ueId}" can be used to protect the UE ID in the following API URI:

"/nNf-service/v1/(ueId)/service-operation-1"
- The name of the URI query parameter to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080041___2]rspIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 response messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs and recursive non-leaf IEs are included;
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	isModifiable
	boolean
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by all RI operator(s) on the side of the SEPP sending the API IE mapping. When present,

[bookmark: _PERM_MCCTEMPBM_CRPT51080042___2]-	true, indicates that the IE is allowed to be modified by all RI operator(s) on the side of the SEPP;
-	false, indicates that the IE is not allowed to be modified by any RI operator on the side of the SEPP;
-	default is false.
When the IE is not included, the default value shall be applied.
(NOTE 1, NOTE 2)

	isModifiableByIpx
	map(boolean)
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by some of (but not all) the RI operator(s) on the side of the SEPP sending the API IE mapping. The key of the map shall be the ipxProviderId with domain-level of the RI provider.

When present, each element in the map indicates the corresponding RI operator is permitted to modify the IE.
(NOTE 1, NOTE 2)

	ancestorIe
	string
	C
	0..1
	This IE shall be included when the IE type is RECURSIVE_NON_LEAF. When present, this IE shall contain a JSON pointer of the ancestor IE. See Annex F.3.

	NOTE 1:	Either isModifiable or isModifiableByIpx may be present, but not both.
NOTE 2:	When the IE type is RECURSIVE_NON_LEAF, if any of its child attributes is modifiable, the recursive non-leaf IE shall be set to be modifiable (see examples in Annex F).



[bookmark: _Toc24986363][bookmark: _Toc34205791][bookmark: _Toc39061975][bookmark: _Toc43277217][bookmark: _Toc49847547][bookmark: _Toc56419523][bookmark: _Toc112683329][bookmark: _Toc168306874][bookmark: _Toc200979118]6.1.5.2.9	Type: ApiSignature
Table 6.1.5.2.9-1: Definition of type ApiSignature as a list of "mutually exclusive alternatives"
	Data type
	Cardinality
	Description
	Applicability

	Uri
	1
	API URI of a request/response or subscribe/unsubscribe NF service operation as specified in the respective API specification with the variable parts other than {apiVersion} unresolved.

Examples:

"{apiRoot}/nsmf-pdusession/v1/sm-contexts", for the SMF PDUSession Create SM Context service operation.

"{apiRoot}/nsmf-pdusession/v1/sm-contexts/{smContextRef}/modify", for the SMF PDUSession Update SM Context service operation.
.
	

	CallbackName
	1
	A value identifying the type of callback.
	



[bookmark: _Toc24986364][bookmark: _Toc34205792][bookmark: _Toc39061976][bookmark: _Toc43277218][bookmark: _Toc49847548][bookmark: _Toc56419524][bookmark: _Toc112683330][bookmark: _Toc168306875][bookmark: _Toc200979119]6.1.5.2.10	Type: N32fContextInfo
Table 6.1.5.2.10-1: Definition of type N32fContextInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the N32-f context identifier of the receiving SEPP.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".




[bookmark: _Toc24986365][bookmark: _Toc34205793][bookmark: _Toc39061977][bookmark: _Toc43277219][bookmark: _Toc49847549][bookmark: _Toc56419525][bookmark: _Toc112683331][bookmark: _Toc168306876][bookmark: _Toc200979120]6.1.5.2.11	Type: N32fErrorInfo
Table 6.1.5.2.11-1: Definition of type N32fErrorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fMessageId
	string
	M
	1
	This IE shall contain the N32-f message identifier received over N32-f (see clause 6.2.5.2.9).

	n32fErrorType
	N32fErrorType
	M
	1
	This IE shall contain the type of processing error encountered by the SEPP or the RI initiating the N32-f error reporting procedure.

	n32fContextId
	string
	C
	0..1
	This IE shall be present if available.
When present, this IE shall contain the n32fContextId of the SEPP receiving N32-f error reporting message, which is exchanged between the SEPPs during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

	failedModificationList
	array(FailedModificationInfo)
	C
	1..N
	This IE shall be present if the n32ErrorType is "INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED" or "MODIFICATIONS_INSTRUCTIONS_FAILED". When present this IE shall contain a list of FQDNs of the RI nodes whose inserted modifications failed to process at the SEPP initiating the N32-f error reporting procedure, together with the reason for the failure to process.

	errorDetailsList
	array(N32fErrorDetail)
	O
	1..N
	This IE may be included when the n32ErrorType IE indicates "MESSAGE_RECONSTRUCTION_FAILED ". When present, this IE shall contain a list of JSON pointers to the IEs that failed to process together with the reason for the failure to process that IE. 

	policyMismatchList
	array(InvalidParam)
	O
	1..N
	This IE may be included when n32ErrorType is "POLICY_MISMATCH". When present, this IE shall indicate a list of JSON pointers to the IEs and the type of mismatch.

-	If the parameter was sent in plain while it should have been encrypted, the value "Parameter shall be encrypted" shall be set as the reason.
-	If the parameter was sent confidentiality protected when required without confidentially protected, value "Parameter shall not be encrypted" shall be set as the reason.

	riErrorInformation
	RiErrorInformation
	O
	0..1
	This IE may be included by a RI node when it indicates an error to the SEPP. When present, it shall instruct the SEPP to terminate or re-establish the N32-f connection and/or N32-f context (see clause 5.5.4).



[bookmark: _Toc24986366][bookmark: _Toc34205794][bookmark: _Toc39061978][bookmark: _Toc43277220][bookmark: _Toc49847550][bookmark: _Toc56419526][bookmark: _Toc112683332][bookmark: _Toc168306877][bookmark: _Toc200979121]6.1.5.2.12	Type: FailedModificationInfo
Table 6.1.5.2.12-1: Definition of type FailedModificationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipxId
	Fqdn
	M
	1
	This IE shall identify the specific RI node that inserted the modifications whose processing failed at the SEPP. The FQDN shall refer to an individual RI node.

	n32fErrorType
	N32fErrorType
	M
	1
	This IE shall contain the type of processing error on the modifications block, encountered by the SEPP initiating the N32-f error reporting procedure. The value shall be one of the following:
[bookmark: _PERM_MCCTEMPBM_CRPT51080047___2]INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED;
MODIFICATIONS_INSTRUCTIONS_FAILED




[bookmark: _Toc24986367][bookmark: _Toc34205795][bookmark: _Toc39061979][bookmark: _Toc43277221][bookmark: _Toc49847551][bookmark: _Toc56419527][bookmark: _Toc112683333][bookmark: _Toc168306878][bookmark: _Toc200979122]6.1.5.2.13	Type: N32fErrorDetail
Table 6.1.5.2.13-1: Definition of type N32fErrorDetail
	Attribute name
	Data type
	P
	Cardinality
	Description

	attribute
	string
	M
	1
	Contains either a HTTP header name or the JSON pointer of an attribute within the N32-f message that failed to reconstruct. The value shall be one of the values of the iePath attribtue (see clause 6.2.5.2.8) in the received N32-f message.

	msgReconstructFailReason
	FailureReason
	M
	1
	Indicates the reason for the failure to reconstruct the attribute.



[bookmark: _Toc24986368][bookmark: _Toc34205796][bookmark: _Toc39061980][bookmark: _Toc43277222][bookmark: _Toc49847552][bookmark: _Toc56419528][bookmark: _Toc112683334][bookmark: _Toc168306879][bookmark: _Toc200979123]6.1.5.2.14	Type: CallbackName
Table 6.1.5.2.14-1: Definition of type CallbackName
	Attribute name
	Data type
	P
	Cardinality
	Description

	callbackType
	string
	M
	1
	This IE shall contain a string identifying the type of callback. The value shall be one of the values specified in 3GPP 29.500 [4], Annex B.



[bookmark: _Toc24986369][bookmark: _Toc34205797][bookmark: _Toc39061981][bookmark: _Toc43277223][bookmark: _Toc49847553][bookmark: _Toc56419529][bookmark: _Toc112683335][bookmark: _Toc168306880][bookmark: _Toc200979124]6.1.5.2.15	Type: IpxProviderSecInfo
Table 6.1.5.2.15-1: Definition of type IpxProviderSecInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipxProviderId
	Fqdn
	M
	1
	This IE shall uniquely identify a specific RI node that owns the public key(s) or certificate(s) included in the IpxProviderSecInfo IE.

	rawPublicKeyList
	array(string)
	C
	1..N
	This IE includes the list of raw public keys for the RI node identified by the ipxProviderId IE.

When present, each array item shall contain a raw public key for the RI, with textual encoding as specified in clause 13 of IETF RFC 7468 [21].

	certificateList
	array(string)
	C
	1..N
	This IE includes the list of certificates for the RI node identified by the ipxProviderId IE.

When present, each array item shall contain a certificate for the RI, with textual encoding as specified in IETF RFC 7468 [21].

	NOTE:	Either the rawPublicKeyList attribute, or the certificateList attribute, shall be present.



[bookmark: _Toc112683336][bookmark: _Toc168306881][bookmark: _Toc200979125]6.1.5.2.16	Type: IntendedN32Purpose
Table 6.1.5.2.16-1: Definition of type IntendedN32Purpose
	Attribute name
	Data type
	P
	Cardinality
	Description

	usagePurpose
	N32Purpose
	M
	1
	This attribute provides the one purpose of the intended N32 establishment.

	additionalInfo
	String
	O
	0..1
	This attribute provides any additional information necessary to characterize the intention for N32 establishment.

	cause
	String
	O
	0..1
	This attribute, if present, provided the reason for the reject for the purpose described in other attributes are rejected (e.g. "NO_CONTRACT").

This attribute shall be absent if the intended purpose is allowed.



[bookmark: _Toc168306882][bookmark: _Toc200979126]6.1.5.2.17	Type: RiErrorInformation
Table 6.2.5.2.17-1: Definition of type RiErrorInformation
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fConnectionRelInd
	N32ReleaseIndication
	O
	0..1
	When present, this IE shall instruct the SEPP to only terminate or re-establish the N32-f connection (see clause 5.5.4). (NOTE)

	n32fContextRelInd
	N32ReleaseIndication
	O
	0..1
	When present, this IE shall instruct the SEPP to terminate or re-establish the N32-f context and N32-f connection (see clause 5.5.4). (NOTE)

	alternativeRi
	Fqdn
	O
	0..1
	This IE may be present if the n32fConnectionRelInd or n32fContextRelInd is present and instructs the SEPP to re-establish the N32-f connection or N32-f context.
When present, this IE shall indicate the FQDN of the alternative RI entity that the SEPP should use to re-establish the N32-f context or the N32-f connection towards the peer SEPP. 

	NOTE:	Either the n32fConnectionRelInd IE or the n32fContextRelInd IE may be present.



[bookmark: _Toc200979127]6.1.5.2.18	Type: ExtRedirectResponse
Table 6.1.5.2.18-1: Definition of type ExtRedirectResponse as a list of to be combined data types
	Data type
	Cardinality
	Description
	Applicability

	RedirectResponse
	1
	Redirection response 
	

	RedirectResponseAddInfo
	1
	Additional information in the redirection response 
	



[bookmark: _Toc200979128]6.1.5.2.19	Type: RedirectResponseAddInfo
Table 6.1.5.2.19-1: Definition of type RedirectResponseAddInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	seppFqdnForDiscovery
	Fqdn
	C
	0..1
	FQDN of the SEPP towards which an N32 interface HTTP request is redirected with target SEPP discovery.
This IE shall be present when the cause is set to "SEPP_REDIRECTION_WITH_DISCOVERY".



[bookmark: _Toc24986370][bookmark: _Toc34205798][bookmark: _Toc39061982][bookmark: _Toc43277224][bookmark: _Toc49847554][bookmark: _Toc56419530][bookmark: _Toc112683337][bookmark: _Toc168306883][bookmark: _Toc200979129]6.1.5.3	Simple data types and enumerations
[bookmark: _Toc24986371][bookmark: _Toc34205799][bookmark: _Toc39061983][bookmark: _Toc43277225][bookmark: _Toc49847555][bookmark: _Toc56419531][bookmark: _Toc112683338][bookmark: _Toc168306884][bookmark: _Toc200979130]6.1.5.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc24986372][bookmark: _Toc34205800][bookmark: _Toc39061984][bookmark: _Toc43277226][bookmark: _Toc49847556][bookmark: _Toc56419532][bookmark: _Toc112683339][bookmark: _Toc168306885][bookmark: _Toc200979131]6.1.5.3.2	Simple data types
The simple data types defined in table 6.1.5.3.2-1 shall be supported.
Table 6.1.5.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	
	
	



[bookmark: _Toc24986373][bookmark: _Toc34205801][bookmark: _Toc39061985][bookmark: _Toc43277227][bookmark: _Toc49847557][bookmark: _Toc56419533][bookmark: _Toc112683340][bookmark: _Toc168306886][bookmark: _Toc200979132]6.1.5.3.3	Enumeration: SecurityCapability
Table 6.1.5.3.3-1: Enumeration SecurityCapability
	Enumeration value
	Description
	Applicability

	"TLS"
	TLS security.
	

	"PRINS"
	PRotocol for N32 INterconnect Security.
	

	"NONE"
	N32-f TLS connection termination
	NFTLST



[bookmark: _Toc24986374][bookmark: _Toc34205802][bookmark: _Toc39061986][bookmark: _Toc43277228][bookmark: _Toc49847558][bookmark: _Toc56419534][bookmark: _Toc112683341][bookmark: _Toc168306887][bookmark: _Toc200979133]6.1.5.3.4	Enumeration: HttpMethod
Table 6.1.5.3.4-1: Enumeration HttpMethod
	Enumeration value
	Description

	"GET"
	HTTP GET Method.

	"PUT"
	HTTP PUT Method.

	"POST"
	HTTP POST Method.

	"DELETE"
	HTTP DELETE Method.

	"PATCH"
	HTTP PATCH Method.

	"HEAD"
	HTTP HEAD Method.

	"OPTIONS"
	HTTP OPTIONS Method.

	"CONNECT"
	HTTP CONNECT Method.

	"TRACE"
	HTTP TRACE Method.



[bookmark: _Toc24986375][bookmark: _Toc34205803][bookmark: _Toc39061987][bookmark: _Toc43277229][bookmark: _Toc49847559][bookmark: _Toc56419535][bookmark: _Toc112683342][bookmark: _Toc168306888][bookmark: _Toc200979134]6.1.5.3.5	Enumeration: IeType
Table 6.1.5.3.5-1: Enumeration IeType
	Enumeration value
	Description

	"UEID"
	These are IEs which carry the  UE identity (i.e. SUPI and GPSI). This also includes the long-lasting identity Charging ID.
An example of a UEID IE is gpsi IE defined in 3GPP TS 29.518 [25].

	"LOCATION"
	These are IEs which carry location information (i.e. cell-id and TAI).
An example of a LOCATION IE is ncgi IE defined in 3GPP TS 29.571 [12].

	"KEY_MATERIAL"
	These are IEs which carry keying material as KSEAF and UPU related information.
An example of a KEY_MATERIAL IE is upuInfo IE defined in 3GPP TS 29.503 [26].

	"AUTHENTICATION_MATERIAL"
	These are IEs which carry authentication material like authentication vectors and EAP payload.
An example of an AUTHENTICATION_MATERIAL IE is authenticationVector IE defined in 3GPP TS 29.503 [26].

	"AUTHORIZATION_TOKEN"
	These are IEs which carry authorization Token. The oauth2 access_token would be of this type.
An example of an AUTHORIZATION_TOKEN IE is access_token IE defined in 3GPP TS 29.510 [18].

	[bookmark: _Hlk173922246]"RECURSIVE_NON_LEAF"
	These are recursive non-leaf IEs (see definition in clause 3.1).

	"OTHER"
	These are IEs which do not fall into one of the above types, but they would be considered sensitive, and which protection policies may wish to apply confidentiality protection.

	"NONSENSITIVE"
	These are IEs which carry information that are not sensitive. A protection policy would not normally encrypt (confidentiality protect) these.



[bookmark: _Toc24986376][bookmark: _Toc34205804][bookmark: _Toc39061988][bookmark: _Toc43277230][bookmark: _Toc49847560][bookmark: _Toc56419536][bookmark: _Toc112683343][bookmark: _Toc168306889][bookmark: _Toc200979135]6.1.5.3.6	Enumeration: IeLocation
Table 6.1.5.3.6-1: Enumeration IeLocation
	Enumeration value
	Description

	"URI_PARAM"
	IE is located in the URI query parameters.

	"HEADER"
	IE is located in the HTTP header.

	"BODY"
	IE is located in the body.

	"MULTIPART_BINARY"
	IE is located in the message body but encoded as a multipart message information in binary format.

	"URI_PATH"
	IE is located in the URI path excluding query parameters.



[bookmark: _Toc24986377][bookmark: _Toc34205805][bookmark: _Toc39061989][bookmark: _Toc43277231][bookmark: _Toc49847561][bookmark: _Toc56419537][bookmark: _Toc112683344][bookmark: _Toc168306890][bookmark: _Toc200979136]6.1.5.3.7	Enumeration: N32fErrorType
Table 6.1.5.3.7-1: Enumeration N32fErrorType
	Enumeration value
	Description

	"INTEGRITY_CHECK_FAILED"
	The integrity check verification on the received N32-f message failed.

	"INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED"
	The integrity check verification on the modifications block of the received N32-f message failed.

	"MODIFICATIONS_INSTRUCTIONS_FAILED"
	Failed to apply the JSON patch instructions in the modifications block of the received N32-f message, e.g. the references to encBlockIndex are inserted or relocated by RI (see clause 5.9.3.2 of 3GPP TS 33.501 [6]).

	"DECIPHERING_FAILED"
	The deciphering of the encrypted block of the received N32-f message failed.

	"MESSAGE_RECONSTRUCTION_FAILED"
	The reconstruction of the original HTTP/2 message from the received N32-f message failed.

	"CONTEXT_NOT_FOUND"
	The n32fContextId is unknown in the receiving SEPP. (NOTE 1)

	"INTEGRITY_KEY_EXPIRED"
	The integrity keys in the receiving SEPP have expired.

	"ENCRYPTION_KEY_EXPIRED"
	The encryption keys in the receiving SEPP have expired.

	"POLICY_MISMATCH"
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	"NETWORK_MAINTENANCE"
	Network maintenance is going on at the RI.
(NOTE 2)

	"INSUFFICIENT_RESOURCES"
	There is an on-going resources exhaustion at the RI (e.g., memory, CPU, or network bandwidth).
(NOTE 2)

	"NO_CONNECTION_DUE_TO_CONTRACT"
	The RI decides to no longer facilitate communication with a specific PLMN due to business reasons (e.g., contract termination or fraudulent behaviour).
(NOTE 2)

	[bookmark: _Hlk162442536]"IDLE_N32F_CONNECTION"
	The N32-f connection has been found inactive by the RI.
(NOTE 2)

	"SWITCHING_TO_ANOTHER_RI"
	The service is being taken over by another RI, e.g. due to the RI shutting down.
(NOTE 2)

	"NO_CONNECTION_DUE_TO_CONNECTIVITY"
	The RI observes connectivity issues with one of the SEPPs.
(NOTE 2)

	NOTE 1:	This enumeration value is deprecated and shall not be used by N32-f error reporting procedure over the N32-c interface.
NOTE 2:	This cause may be sent by a RI together with an indication to release or re-establish the N32-f context and/or the N32-f connection (see clause 5.5.4).



[bookmark: _Toc24986378][bookmark: _Toc34205806][bookmark: _Toc39061990][bookmark: _Toc43277232][bookmark: _Toc49847562][bookmark: _Toc56419538][bookmark: _Toc112683345][bookmark: _Toc168306891][bookmark: _Toc200979137]6.1.5.3.8	Enumeration: FailureReason
Table 6.1.5.3.8-1: Enumeration FailureReason
	Enumeration value
	Description

	"INVALID_JSON_POINTER"
	The JSON pointer value in iePath attribute (see clause 6.2.5.2.8) is invalid.

	"INVALID_INDEX_TO_ENCRYPTED_BLOCK"
	The value part of the HttpPayload attribute (see clause 6.2.5.2.8) or HttpHeader attribute (see clause 6.2.5.2.7) is pointing to an invalid index to the encrypted block.

	"INVALID_HTTP_HEADER"
	The name of the header in the received HttpHeader attribute is invalid.



[bookmark: _Toc112683346][bookmark: _Toc168306892][bookmark: _Toc200979138]6.1.5.3.9	Enumeration: N32Purpose
Table 6.1.5.3.9-1: Enumeration N32Purpose
	Enumeration value
	Description

	"ROAMING"
	Usage dedicated to roaming

	"INTER_PLMN_MOBILITY"
	Usage corresponding to any inter-mobility transactions

	"SMS_INTERCONNECT"
	Usage dedicated to SMS interconnect, e.g. SMS sent between subscribers of two different networks

	"ROAMING_TEST"
	Usage dedicated to roaming, and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"INTER_PLMN_MOBILITY_TEST"
	Usage corresponding to any inter-mobility transactions and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"SMS_INTERCONNECT_TEST"
	Usage dedicated to SMS interconnect, e.g. SMS sent between subscribers of two different networks, and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"SNPN_INTERCONNECT"
	Usage dedicated to an interconnection with an SNPN 

	"SNPN_INTERCONNECT_TEST"
	Usage corresponding to any interconnection with an SNPN and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"DISASTER_ROAMING"
	Usage dedicated to Disaster Roaming (see clause 5.40 of 3GPP TS 23.501 [2]).

	"DISASTER_ROAMING_TEST"
	Usage dedicated to Disaster Roaming (see clause 5.40 of 3GPP TS 23.501 [2]) and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions.

	"DATA_ANALYTICS_EXCHANGE"
	Usage dedicated to exchanging data or analytics (see clause 4.3 of 3GPP TS 23.288 [29]).

	"DATA_ANALYTICS_EXCHANGE_TEST"
	Usage dedicated to exchanging data or analytics (see clause 4.3 of 3GPP TS 23.288 [29]) and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions.



[bookmark: _Toc160551232][bookmark: _Toc168306893][bookmark: _Toc200979139]6.1.5.3.10	Enumeration: N32ReleaseIndication
Table 6.1.5.3.10-1: Enumeration N32ReleaseIndication
	Enumeration value
	Description

	"RELEASE_REESTABLISHMENT_ALLOWED"
	Indicates a request to the SEPP to terminate the N32-f context or N32-f connection. The SEPP may re-establish the N32-f context or N32-f connection later, if needed. 

	"RELEASE_REESTABLISHMENT_NOT_ALLOWED"
	Indicates a request to the SEPP to terminate the N32-f context or N32-f connection. The SEPP should not attempt to re-establish the N32-f context or N32-f connection later.

	"REESTABLISH"
	Indicates a request to the SEPP to release and re-establish the N32-f context or N32-f connection.



[bookmark: _Toc24986379][bookmark: _Toc34205807][bookmark: _Toc39061991][bookmark: _Toc43277233][bookmark: _Toc49847563][bookmark: _Toc56419539][bookmark: _Toc112683347][bookmark: _Toc168306894][bookmark: _Toc200979140]6.1.5.4	Binary data
There are no multipart/binary part used on the N32-c API(s) in this release of this specification.
[bookmark: _Toc24986380][bookmark: _Toc34205808][bookmark: _Toc39061992][bookmark: _Toc43277234][bookmark: _Toc49847564][bookmark: _Toc56419540][bookmark: _Toc112683348][bookmark: _Toc168306895][bookmark: _Toc200979141]6.1.6	Error Handling
[bookmark: _Toc24986381][bookmark: _Toc34205809][bookmark: _Toc39061993][bookmark: _Toc43277235][bookmark: _Toc49847565][bookmark: _Toc56419541][bookmark: _Toc112683349][bookmark: _Toc168306896][bookmark: _Toc200979142]6.1.6.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
[bookmark: _Toc24986382][bookmark: _Toc34205810][bookmark: _Toc39061994][bookmark: _Toc43277236][bookmark: _Toc49847566][bookmark: _Toc56419542][bookmark: _Toc112683350][bookmark: _Toc168306897][bookmark: _Toc200979143]6.1.6.2	Protocol Errors
Protocol Error Handling shall be supported as specified in clause 5.2.7.2 of 3GPP TS 29.500 [4].
[bookmark: _Toc24986383][bookmark: _Toc34205811][bookmark: _Toc39061995][bookmark: _Toc43277237][bookmark: _Toc49847567][bookmark: _Toc56419543][bookmark: _Toc112683351][bookmark: _Toc168306898][bookmark: _Toc200979144]6.1.6.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the N32-c Handshake service. The following application errors listed in Table 6.1.6.3-1 are specific for the N32-c Handshake service.
Table 6.1.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	REQUESTED_PARAM_MISMATCH
	409 Conflict
	This represents a parameter mismatch has been detected by the receiving SEPP, i.e. received data-type encryption or modification policy conflict with the one manually configured for the specific roaming partner, interconnect partner and RI

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	This represents that all the requested purposes included in the request was rejected by the receiving SEPP.

	NEGOTIATION_NOT_ALLOWED
	403 Forbidden
	This represents a security capability negotiation failure at the receiving SEPP, i.e., the received security capability from the peer SEPP is not configured to be supported at the receiving SEPP.

	N32C_EXCHANGE_CAPABILITY_ONGOING
	409 Conflict
	This represents a security capability negotiation failure at the receiving SEPP, i.e., the SEPP receives an N32-c exchange capability request from a peer SEPP while it is expecting an exchange capability response from the same peer SEPP as specified in clause 5.2.2.

	SECURITY_PARAM_EXCHANGE_COLLISION
	409 Conflict
	This represents a Parameter Exchange Procedure for Cipher Suite Negotiation failure at the receiving SEPP, i.e., the SEPP receives a security parameter exchange request from a peer SEPP while it is expecting a security parameter exchange response from the same peer SEPP as specified in clause 5.2.3.2.



[bookmark: _Toc112683352][bookmark: _Toc168306899][bookmark: _Toc200979145]6.1.7	Feature Negotiation
The feature negotiation mechanism specified in clause 6.6 of 3GPP TS 29.500 [4] shall be used to negotiate the features applicable between the c-SEPP and the p-SEPP, for the N32 Handshake service, if any.
The c-SEPP shall indicate the features it supports for the N32 Handshake service, if any, by including the supportedFeatures attribute in the HTTP POST request message for following service operations:
-	Security Capability Negotiation procedure, as specified in clause 5.2.2 to negotiate the security capability;
The p-SEPP shall determine the supported features for the requested network as specified in clause 6.6 of 3GPP TS 29.500 [4] and shall indicate the supported features by including the supportedFeatures attribute in content of the HTTP response for the service operation.
The syntax of the supportedFeatures attribute is defined in clause 5.2.2 of 3GPP TS 29.571 [12].
The following features are defined for the N32 Handshake service.
Table 6.1.7-1: Features of supportedFeatures attribute used by N32 Handshake service
	Feature Number
	Feature
	M/O
	Description

	1
	NFTLST
	O
	N32-f TLS Connection Termination Support

A SEPP that supports this feature shall support handling of Security Capability Negotiation procedure to tear down the N32-f TLS connection as specified in clause 5.2.2).

	2
	PSEPRO
	O
	PRINS Security Profiles Support

A SEPP that supports this feature shall support the negotiation of security profiles as specified in clause 5.2.3.3.

	3
	PSIU
	M
	Protection of Sensitive Information in URI (Path and Query Parameters)

A SEPP that complies with this release of the specification shall support this feature, i.e. the protection of sensitive information in URI path and query parameters in HTTP messages to be forwarded.


	4
	SNDN32F
	O
	Support of N32-f FQDN and N32-f Port.

A SEPP that supports this feature: 
- may signal an N32-f FQDN and Port within the Security Capability Negotiation towards the remote SEPP; 
- shall support receiving a N32-f FQDN and Port(s) within the Security Capability Negotiation from the remote SEPP
- shall support forwarding the N32-f traffic towards the N32-f FQDN and Port received from the peer SEPP.

	5
	TLSCOR
	O
	Correlation of TLS for N32-c and N32-f

A SEPP that supports this feature:
- shall correlate the context of N32-c and N32-f at time of N32 connection establishment, using procedures as specified in clause 5.3.3.2.2 if the initiating SEPP does not send any pending HTTP service request message to the responding SEPP immediately after establishing the TLS session for the N32-f connection. This enables N32-c and N32-f correlation in case there is not any N32-f messages sent by the initiating SEPP.

	Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.



[bookmark: _Toc168306900][bookmark: _Toc200979146]6.1.8	HTTP redirection
[bookmark: _Toc200979147]6.1.8.1	HTTP redirection to a dedicated SEPP
An N32 HTTP request may be redirected to a different SEPP service instance located within the same PLMN.
If e.g. a SEPP-A1 in PLMN-A receives a N32 HTTP request from another, e.g. SEPP-B that is in PLMN-B and redirects the request to another SEPP-A2 in PLMN-A, the SEPP-A1 shall send 307 Temporary Redirect response to the SEPP-B and may include a RedirectResponse data structure (see 3GPP TS 29.571 [12]) in the response, where the "cause" attribute shall not be set to "SEPP_REDIRECTION" and the "targetSepp" attribute shall be absent. The Location header shall contain the URI of the SEPP-A2.
NOTE 1:	A sender that receives a redirectResponse with the cause "SEPP_REDIRECTION" ignores the Location header as specified in clause 6.10.9.1 in 3GPP TS 29.500 [4], accordingly this cause is not used for redirecting N32 request for which the location header is used to convey the URI of the SEPP to which the request is redirected.
NOTE 2:	For non N32 interfaces, if a SEPP receives a service request from a HTTP client e.g. an NF or an SCP, from the same PLMN and redirects the service request to a different SEPP in the same PLMN, the SEPP sends 307 Temporary Redirect or 308 Permanent Redirect response to the HTTP client including a RedirectResponse data structure (see 3GPP TS 29.571 [12]), where the "cause" attribute sets to "SEPP_REDIRECTION" and the "targetSepp" attribute contains the apiRoot of the SEPP towards which the request is redirected. The content of the Location header field is ignored by the receiver. See clause 6.10.9.1 in 3GPP TS 29.500 [4].
[bookmark: _Toc200979148]6.1.8.2	HTTP redirection to target SEPPs with a new discovery
An N32 HTTP request may be redirected to a list of possible new target SEPPs service instance located within the same PLMN.
If e.g. a SEPP-A1 in PLMN-A receives a N32 HTTP request from another, e.g. SEPP-B that is in PLMN-B, and redirects the request to another SEPP in PLMN-A that is to be discovered by SEPP-B, the SEPP-A1 shall send a 307 Temporary Redirect response to the SEPP-B and shall also include the ExtRedirectResponse data structure in the response, where the "cause" attribute shall be set to "SEPP_REDIRECTION_WITH_DISCOVERY" and the "seppFqdnForDiscovery" attribute shall contain a FQDN that can be resolved by DNS based SEPP discovery. The Location header shall be ignored.
NOTE 1:	The response as described in clause 6.1.8.1 provides the receiving SEPP "SEPP-B" with a host FQDN that can be resolved to a target SEPP IP address. The response as described in clause 6.1.8.2 provides an FQDN that can be used by SEPP-B to send a DNS NAPTR query to discover the target SEPP.
NOTE 2:	The FQDN in the "seppFqdnForDiscovery" attribute will be used by the SEPP that receives the HTTP redirection response to issue a DNS NAPTR query. This enables automated target SEPP discovery as defined in GSMA PRD IR.67 [30].
[bookmark: _Toc24986384][bookmark: _Toc34205812][bookmark: _Toc39061996][bookmark: _Toc43277238][bookmark: _Toc49847568][bookmark: _Toc56419544][bookmark: _Toc112683353][bookmark: _Toc168306901][bookmark: _Toc200979149]6.2	JOSE Protected Message Forwarding API on N32
[bookmark: _Toc24986385][bookmark: _Toc34205813][bookmark: _Toc39061997][bookmark: _Toc43277239][bookmark: _Toc49847569][bookmark: _Toc56419545][bookmark: _Toc112683354][bookmark: _Toc168306902][bookmark: _Toc200979150]6.2.1	API URI
[bookmark: _Toc24986386][bookmark: _Toc34205814][bookmark: _Toc39061998][bookmark: _Toc43277240][bookmark: _Toc49847570][bookmark: _Toc56419546]The JOSE Protected Message Forwarding Procedure on N32 shall use the JOSE Protected Message Forwarding API on N32-f API.
The API URI of the JOSE Protected Message Forwarding API on N32-f API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the initiating SEPP towards the responding SEPP shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "n32f-forward".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.2.4.
The apiRoot to use towards a SEPP of the target PLMN shall be configured at the SEPP. The URI scheme of the API shall be "http". The apiName part of the URI shall be as specified here for homogeneity of the API across PLMNs.
[bookmark: _Toc112683355][bookmark: _Toc168306903][bookmark: _Toc200979151]6.2.2	Usage of HTTP
[bookmark: _Toc24986387][bookmark: _Toc34205815][bookmark: _Toc39061999][bookmark: _Toc43277241][bookmark: _Toc49847571][bookmark: _Toc56419547][bookmark: _Toc112683356][bookmark: _Toc168306904][bookmark: _Toc200979152]6.2.2.1	General
HTTP/2, as defined in IETF RFC 9113 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.
HTTP messages and bodies for the JOSE protected message forwarding API on N32-f shall comply with the OpenAPI [27] specification contained in Annex A.
[bookmark: _Toc24986388][bookmark: _Toc34205816][bookmark: _Toc39062000][bookmark: _Toc43277242][bookmark: _Toc49847572][bookmark: _Toc56419548][bookmark: _Toc112683357][bookmark: _Toc168306905][bookmark: _Toc200979153]6.2.2.2	HTTP standard headers
[bookmark: _Toc24986389][bookmark: _Toc34205817][bookmark: _Toc39062001][bookmark: _Toc43277243][bookmark: _Toc49847573][bookmark: _Toc56419549][bookmark: _Toc112683358][bookmark: _Toc168306906][bookmark: _Toc200979154]6.2.2.2.1	General
The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.
[bookmark: _Toc24986390][bookmark: _Toc34205818][bookmark: _Toc39062002][bookmark: _Toc43277244][bookmark: _Toc49847574][bookmark: _Toc56419550][bookmark: _Toc112683359][bookmark: _Toc168306907][bookmark: _Toc200979155]6.2.2.2.2	Content type
The following content types shall be supported:
-	the JSON format (see IETF RFC 8259 [8]). The use of the JSON format shall be signalled by the content type "application/json". See also clause 5.3.4.
-	the Problem Details JSON Object (see IETF RFC 9457 [22]). The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json".
[bookmark: _Toc51871857][bookmark: _Toc49853289][bookmark: _Toc43210383][bookmark: _Toc39051811][bookmark: _Toc34217448][bookmark: _Toc34217296][bookmark: _Toc20142350][bookmark: _Toc56419551][bookmark: _Toc112683360][bookmark: _Toc168306908][bookmark: _Toc200979156]6.2.2.2.3	Accept-Encoding
SEPPs and RI should support gzip coding (see IETF RFC 1952 [23]) in HTTP requests and responses and indicate so in the Accept-Encoding header, as described in clause 5.3.2.1.

[bookmark: _Toc24986391][bookmark: _Toc34205819][bookmark: _Toc39062003][bookmark: _Toc43277245][bookmark: _Toc49847575][bookmark: _Toc56419552][bookmark: _Toc112683361][bookmark: _Toc168306909][bookmark: _Toc200979157]6.2.2.3	HTTP custom headers
[bookmark: _Toc24986392][bookmark: _Toc34205820][bookmark: _Toc39062004][bookmark: _Toc43277246][bookmark: _Toc49847576][bookmark: _Toc56419553][bookmark: _Toc112683362][bookmark: _Toc168306910][bookmark: _Toc200979158]6.2.2.3.1	General
In this release of the specification, no specific custom headers are defined for the JOSE protected message forwarding API on N32.
For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 4.3.2.3.
[bookmark: _Toc24986393][bookmark: _Toc34205821][bookmark: _Toc39062005][bookmark: _Toc43277247][bookmark: _Toc49847577][bookmark: _Toc56419554][bookmark: _Toc112683363][bookmark: _Toc168306911][bookmark: _Toc200979159]6.2.3	Resources
[bookmark: _Toc24986394][bookmark: _Toc34205822][bookmark: _Toc39062006][bookmark: _Toc43277248][bookmark: _Toc49847578][bookmark: _Toc56419555][bookmark: _Toc112683364][bookmark: _Toc168306912][bookmark: _Toc200979160]6.2.3.1	Overview
There are no resources in this version of this API. All the operations are realized as custom operations without resources.
[bookmark: _Toc24986395][bookmark: _Toc34205823][bookmark: _Toc39062007][bookmark: _Toc43277249][bookmark: _Toc49847579][bookmark: _Toc56419556][bookmark: _Toc112683365][bookmark: _Toc168306913][bookmark: _Toc200979161]6.2.4	Custom Operations without associated resources
[bookmark: _Toc24986396][bookmark: _Toc34205824][bookmark: _Toc39062008][bookmark: _Toc43277250][bookmark: _Toc49847580][bookmark: _Toc56419557][bookmark: _Toc112683366][bookmark: _Toc168306914][bookmark: _Toc200979162]6.2.4.1	Overview
Table 6.2.4.1-1: Custom operations without associated resources
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	JOSE Protected Forwarding
	/n32f-process
	POST
	This is the N32f forwarding API used to forward a reformatted and JOSE protected message to a receiving SEPP.

	JOSE Protected Forwarding Options
	/n32f-process
	OPTIONS
	Discover the communication options supported by the next hop (RI or SEPP) for N32-f message processing.



[bookmark: _Toc24986397][bookmark: _Toc34205825][bookmark: _Toc39062009][bookmark: _Toc43277251][bookmark: _Toc49847581][bookmark: _Toc56419558][bookmark: _Toc112683367][bookmark: _Toc168306915][bookmark: _Toc200979163]6.2.4.2	Operation: JOSE Protected Forwarding
[bookmark: _Toc24986398][bookmark: _Toc34205826][bookmark: _Toc39062010][bookmark: _Toc43277252][bookmark: _Toc49847582][bookmark: _Toc56419559][bookmark: _Toc112683368][bookmark: _Toc168306916][bookmark: _Toc200979164]6.2.4.2.1	Description
This custom operation is used between the SEPPs to forward the reformatted and JOSE protected HTTP/2 message on N32-f. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32f-forward/<apiVersion>/n32f-process
This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.
Table 6.2.4.2.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.2.1.



[bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc112683369][bookmark: _Toc168306917][bookmark: _Toc200979165]6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message received from the NF service producer, or the HTTP/2 notification response message received from the NF service consumer.

	ProblemDetailsMsgForwarding
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID or SNPN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH" or "SNPNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message due to the n32fContextId is unknown, the "cause" attribute shall be set to "CONTEXT_NOT_FOUND".

When the receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5, the "cause" attribute shall be set to "UNSPECIFIED".

When the RI or receiving SEPP receives HTTP requests over N32-f and detects an encryption policy mismatch, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered, the "cause" attribute shall be set to "POLICY_MISMATCH". In this case, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa, with the reason attribute for each invalid parameter set to "Parameter shall be encrypted" if the IE was sent without confidentiality protection" or “Parameter shall not be encrypted" if the IE was sent with confidential protection.

When the RI or receiving SEPP receives HTTP requests, but the N32 connection cannot be setup due to contractual reasons, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONTRACT".

When the RI receives HTTP requests but the N32 connection cannot be setup due to a connectivity issue, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONNECTIVITY".

When the RI receives HTTP requests over N32-f but the message was not delivered due to contractual reasons, the "cause" attribute shall be set to "MSG_NOT_DELIVERED_DUE_TO_CONTRACT".

When the receiving SEPP receives a RI generated error reporting request (see clause 5.2.3.3), but the JWS signature of the RI is invalid, the "cause" attribute shall be set to "INVALID_RI_JWS_SIGNATURE".


	ProblemDetailsMsgForwarding
	O
	0..1
	503 Service Unavailable
	When the RI receives HTTP requests over N32-f but the message cannot be delivered due to one of the following application errors:
- SWITCHING_TO_ANOTHER_RI
- INSUFFICIENT_RESOURCES
- NETWORK_MAINTENANCE

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.4.2.2-3: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



Table 6.2.4.2.2-4: Headers supported by 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



[bookmark: _Toc56419561][bookmark: _Toc112683370][bookmark: _Toc168306918][bookmark: _Toc200979166]6.2.4.3	Operation: JOSE Protected Forwarding Options
[bookmark: _Toc56419562][bookmark: _Toc112683371][bookmark: _Toc168306919][bookmark: _Toc200979167]6.2.4.3.1	Description
This service operation queries the communication options supported by the next hop (RI or SEPP) for N32-f message processing (see clauses 5.3.2.4 and 5.3.4).
The HTTP method OPTIONS shall be used on the following URI:
URI: {apiRoot}/n32f-forward/<apiVersion>/n32f-process
This operation shall support the resource URI variables defined in table 6.2.4.3.1-1.
Table 6.2.4.3.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.



[bookmark: _Toc56419563][bookmark: _Toc112683372][bookmark: _Toc168306920][bookmark: _Toc200979168]6.2.4.3.2	Operation Definition
[bookmark: _Toc51871531][bookmark: _Toc49733067][bookmark: _Toc42883199][bookmark: _Toc33962437][bookmark: _Toc24937622][bookmark: _Toc56419564]6.2.4.3.2.1	OPTIONS
This method shall support the URI query parameters specified in table 6.2.4.3.2.1-1.
Table 6.2.4.3.2.1-1: URI query parameters supported by the OPTIONS method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.4.3.2.1-2 and the response data structures and response codes specified in table 6.2.4.3.2.1-3.
Table 6.2.4.3.2.1-2: Data structures supported by the OPTIONS Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.2.4.3.2.1-3: Data structures supported by the OPTIONS Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	

	ProblemDetails
	O
	0..1
	405 Method Not Allowed
	

	ProblemDetails
	O
	0..1
	501 Not Implemented
	

	NOTE:	The mandatory HTTP error status codes for the OPTIONS method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.4.3.2.1-4: Headers supported by the 204 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Accept-Encoding
	string
	O
	0..1
	Accept-Encoding, described in IETF RFC 9110 [9]



[bookmark: _Toc24986400][bookmark: _Toc34205828][bookmark: _Toc39062012][bookmark: _Toc43277254][bookmark: _Toc49847584][bookmark: _Toc56419565][bookmark: _Toc112683373][bookmark: _Toc168306921][bookmark: _Toc200979169]6.2.5	Data Model
[bookmark: _Toc24986401][bookmark: _Toc34205829][bookmark: _Toc39062013][bookmark: _Toc43277255][bookmark: _Toc49847585][bookmark: _Toc56419566][bookmark: _Toc112683374][bookmark: _Toc168306922][bookmark: _Toc200979170]6.2.5.1	General
This clause specifies the application data model supported by the API.
Table 6.2.5.1-1 specifies the data types defined for the N32 interface.
Table 6.2.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	N32fReformattedReqMsg
	6.2.5.2.2
	Contains the reformatted HTTP/2 request message

	N32fReformattedRspMsg
	6.2.5.2.3
	Contains the reformatted HTTP/2 response message

	DataToIntegrityProtectAndCipherBlock
	6.2.5.2.4
	HTTP header to be encrypted or the value of a JSON attribute to be encrypted

	DataToIntegrityProtectBlock
	6.2.5.2.5
	Data to be integrity protected

	RequestLine
	6.2.5.2.6
	Contains the request line of the HTTP API request being reformatted and forwarded over N32-f

	HttpHeader
	6.2.5.2.7
	Contains the encoding of HTTP headers in the API request / response

	HttpPayload
	6.2.5.2.8
	Contains the encoding of JSON content in the API request / response

	MetaData
	6.2.5.2.9
	Contains the meta data information needed for replay protection

	Modifications
	6.2.5.2.10
	Information on inserting of the modifications entry

	FlatJweJson
	6.2.5.2.11
	Contains the integrity protected reformatted block

	FlatJwsJson
	6.2.5.2.12
	Contains the modification from IPXes on path

	IndexToEncryptedValue
	6.2.5.2.13
	Index to the encrypted value

	EncodedHttpHeaderValue
	6.2.5.2.14
	HTTP header value or index to the HTTP header value

	ProblemDetailsMsgForwarding
	6.2.5.2.15
	N32-f message forwarding Error Detail

	AdditionInfoMsgForwarding
	6.2.5.2.16
	Problem Details extensions for N32-f message forwarding



Table 6.2.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the JOSE Protected Message Forwarding API on N32 service based interface.
Table 6.2.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	HttpMethod
	6.1.5.3.5
	

	IeLocation
	6.1.5.3.6
	

	RiErrorInformation
	6.1.5.2.17
	RI error information

	PatchItem
	3GPP TS 29.571 [12]
	

	UriScheme
	3GPP TS 29.571 [12]
	

	Fqdn
	3GPP TS 29.571 [12]
	



[bookmark: _Toc24986402][bookmark: _Toc34205830][bookmark: _Toc39062014][bookmark: _Toc43277256][bookmark: _Toc49847586][bookmark: _Toc56419567][bookmark: _Toc112683375][bookmark: _Toc168306923][bookmark: _Toc200979171]6.2.5.2	Structured data types
[bookmark: _Toc24986403][bookmark: _Toc34205831][bookmark: _Toc39062015][bookmark: _Toc43277257][bookmark: _Toc49847587][bookmark: _Toc56419568][bookmark: _Toc112683376][bookmark: _Toc168306924][bookmark: _Toc200979172]6.2.5.2.1	Introduction
This clause defines the structures to be used in the JOSE Protected Message Forwarding API on N32.
[bookmark: _Toc24986404][bookmark: _Toc34205832][bookmark: _Toc39062016][bookmark: _Toc43277258][bookmark: _Toc49847588][bookmark: _Toc56419569][bookmark: _Toc112683377][bookmark: _Toc168306925][bookmark: _Toc200979173]6.2.5.2.2	Type: N32fReformattedReqMsg
Table 6.2.5.2.2-1: Definition of type N32fReformattedReqMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 request message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 request message as:
[bookmark: _PERM_MCCTEMPBM_CRPT51080057___2]- The part of original HTTP/2 request message headers and the content that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
The part of the original HTTP/2 request message headers and content that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson. 

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the RIs on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.
This IE shall also be included if a RI on the path originates a N32-f Request (see clause 5.5.3).



[bookmark: _Toc24986405][bookmark: _Toc34205833][bookmark: _Toc39062017][bookmark: _Toc43277259][bookmark: _Toc49847589][bookmark: _Toc56419570][bookmark: _Toc112683378][bookmark: _Toc168306926][bookmark: _Toc200979174]6.2.5.2.3	Type: N32fReformattedRspMsg
Table 6.2.5.2.3-1: Definition of type N32fReformattedRspMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	[bookmark: _PERM_MCCTEMPBM_CRPT51080059___2]reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 response message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 response message as:
- The part of original HTTP/2 response message headers and the content that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
- The part of the original HTTP/2 response message headers and content that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson.

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the RIs on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.
This IE shall also be included if a RI on the path originates an N32-f Response (see clause 5.5.3).



[bookmark: _Toc24986406][bookmark: _Toc34205834][bookmark: _Toc39062018][bookmark: _Toc43277260][bookmark: _Toc49847590][bookmark: _Toc56419571][bookmark: _Toc112683379][bookmark: _Toc168306927][bookmark: _Toc200979175]6.2.5.2.4	Type: DataToIntegrityProtectAndCipherBlock
Table 6.2.5.2.4-1: Definition of type DataToIntegrityProtectAndCipherBlock
	Attribute name
	Data type
	P
	Cardinality
	Description

	dataToEncrypt
	array(Any Type)
	M
	1..N
	This IE shall contain the input for ciphering as a JSON object block containing an array of values with arbitrary types. Each entry of the array shall contain the value of a HTTP header to be encrypted or the value of a JSON attribute to be encrypted.



[bookmark: _Toc24986407][bookmark: _Toc34205835][bookmark: _Toc39062019][bookmark: _Toc43277261][bookmark: _Toc49847591][bookmark: _Toc56419572][bookmark: _Toc112683380][bookmark: _Toc168306928][bookmark: _Toc200979176]6.2.5.2.5	Type: DataToIntegrityProtectBlock
Table 6.2.5.2.5-1: Definition of type DataToIntegrityProtectBlock
	Attribute name
	Data type
	P
	Cardinality
	Description

	metaData
	MetaData
	C
	0..1
	This IE shall be included if the SEPP encodes additional information for replay protection. When present this IE shall contain the meta data information needed for replay protection.
This IE shall also be included if the RI originates a N32-f Request or an N32-f Response (see clause 5.5.3)

	requestLine
	RequestLine
	C
	1
	This IE shall be included when a JOSE protected API "request" is forwarded over N32-f. When present, this IE shall contain the request line of the HTTP API request being reformatted and forwarded over N32-f.

	statusLine
	string
	C
	0..1
	This IE shall be included when a JOSE protected API "response" is forwarded over N32-f. When present, this IE shall contain the status line of the HTTP API response being reformatted and forwarded over N32-f.

	headers
	array(HttpHeader)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains HTTP headers. When present this IE shall contain the encoding of HTTP headers in the API request / response.

	payload
	array(HttpPayload)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains JSON content that needs to be sent in clear text. When present this IE shall contain the encoding of JSON content in the API request / response.



[bookmark: _Toc24986408][bookmark: _Toc34205836][bookmark: _Toc39062020][bookmark: _Toc43277262][bookmark: _Toc49847592][bookmark: _Toc56419573][bookmark: _Toc112683381][bookmark: _Toc168306929][bookmark: _Toc200979177]6.2.5.2.6	Type: RequestLine
Table 6.2.5.2.6-1: Definition of type RequestLine
	Attribute name
	Data type
	P
	Cardinality
	Description

	method
	HttpMethod
	M
	1
	This IE shall contain the HTTP method of the HTTP request encapsulated in the N32-f Request. 

	scheme
	UriScheme
	M
	1
	This IE shall contain the HTTP scheme of the API.

	authority
	string
	M
	1
	This IE shall contain the authority part of the URI of the API being invoked.

	path
	string
	M
	1
	This IE shall contain the path part of the URI of the API being invoked, excluding the query and fragment components.

The string value of this IE may contain one or more IndexToEncryptedValue structures (encoded with JSON format) specified in clause 6.2.5.2.13 if there are Variables in URI path to be encrypted.


	protocolVersion
	string
	M
	1
	This IE shall contain the HTTP protocol version. The version shall be 2 in this release of this specification.

	queryFragment
	string
	C
	0..1
	This IE shall contain the query component of the URI of the API if available.

The string value of this IE may contain one or more IndexToEncryptedValue structures (encoded with JSON format) specified in clause 6.2.5.2.13 if the values of certain URI query parameters are to be encrypted.


	pathQueryProtectInd
	array(IeLocation)
	C
	1..2
	This IE shall be present when IE(s) with sensitive information in the URI path and/or query parameters were protected with encryption.

When present, this IE shall indicate the location(s) of the protected IE(s), i.e. "URI_PATH" and/or "URI_PARAM".



[bookmark: _Toc24986409][bookmark: _Toc34205837][bookmark: _Toc39062021][bookmark: _Toc43277263][bookmark: _Toc49847593][bookmark: _Toc56419574][bookmark: _Toc112683382][bookmark: _Toc168306930][bookmark: _Toc200979178]6.2.5.2.7	Type: HttpHeader
Table 6.2.5.2.7-1: Definition of type HttpHeader
	Attribute name
	Data type
	P
	Cardinality
	Description

	header
	string
	M
	1
	This IE shall contain the name of the HTTP header to encoded.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080064___2]value
	EncodedHttpHeaderValue
	M
	1
	This IE shall contain the value of the HTTP header. The value of the HTTP header shall be encoded as:
- value field of the EncodedHttpHeaderValue structure specified in clause 6.2.5.2.14 if the HTTP header is not to be encrypted.
- IndexToEncryptedValue structure specified in clause 6.2.5.2.13 if the value of the HTTP header is to be encrypted.



[bookmark: _Toc24986410][bookmark: _Toc34205838][bookmark: _Toc39062022][bookmark: _Toc43277264][bookmark: _Toc49847594][bookmark: _Toc56419575][bookmark: _Toc112683383][bookmark: _Toc168306931][bookmark: _Toc200979179]6.2.5.2.8	Type: HttpPayload
Table 6.2.5.2.8-1: Definition of type HttpPayload
	Attribute name
	Data type
	P
	Cardinality
	Description

	iePath
	string
	M
	1
	This IE identifies the JSON pointer representation (see IETF RFC 6901 [17]) of full JSON path of the IE to be encoded. IEs that are of type object shall be flattened into each individual attribute's full JSON path and the HttpPayload IE shall only contain the final leaf attribute IE path and its corresponding value.

	ieValueLocation
	IeLocation
	M
	1
	This IE shall identify where the IE value is located - i,e in the JSON body or in the multipart message part.

	value
	object
	M
	1
	This IE shall contain the value of the IE corresponding to "iePath", encoded as a free form object.
If the value of this IE is encrypted, then the value part shall be encoded as
{
"encBlockIndex": <array index in DataToIntegrityProtectAndCipherBlock>
}
(see clause 6.2.5.2.4).

If the value of this IE is a RefToBinary data type (see 3GPP TS 29.571 [12], then value shall contain the value of the Content-ID header field of the referenced binary body part.

The referenced binary body part of the multipart/related message shall be either encrypted or not encrypted depending on the protection policy exchanged between the SEPPs.

If the referenced binary body part is required to be encrypted, then the binary part is first base64 encoded into a byte array and then inserted into the "DataToIntegrityProtectAndCipherBlock". Then two HttpPayload instances with the following values shall be added immediately after this HttpPayload instance in the "DataToIntegrityProtectBlock"
[bookmark: _PERM_MCCTEMPBM_CRPT51080066___7]{
  "iePath": <JSON Pointer of the attribute defined with theRefToBinaryData type >/contenttype
  "ieValueLocation": "MULTIPART_BINARY"
  "value": <value of the content type of multipart binary>
},
{
  "iePath": <JSON Pointer of the attribute defined with the RefToBinaryData type>/data,
  "ieValueLocation": "MULTIPART_BINARY"
"value": {"encBlockIndex": <array index in DataToIntegrityProtectAndCipherBlock that contains the byte array>}
}

If the referenced binary body part is not required to be encrypted, then the binary part is first base64 encoded into a byte array and then inserted as new instance of HttpPayload IE in " DataToIntegrityProtectBlock" as

[bookmark: _PERM_MCCTEMPBM_CRPT51080067___7]{
  "iePath": <JSON Pointer of the attribute defined with the RefToBinaryData type>/contenttype
  "ieValueLocation": "MULTIPART_BINARY"
  "value": <value of the content type of multipart binary>
},
{
  "iePath": <JSON path of the attribute defined with the RefToBinaryData type>/data,
  "ieValueLocation": "MULTIPART_BINARY"
"value": <base64 encoded byte array>
}

See NOTE 1.

	NOTE 1:	In this release of this specification only N16 interface has binary content and there is no sensitive information carried over N16 interface. Consequently ciphering of binary part is not required in this release of this specification. The encoding specified here is to provide a N32-f framework in a future proof manner so that if a binary part need to be encrypted in future this structure can be used.



[bookmark: _Toc24986411][bookmark: _Toc34205839][bookmark: _Toc39062023][bookmark: _Toc43277265][bookmark: _Toc49847595][bookmark: _Toc56419576][bookmark: _Toc112683384][bookmark: _Toc168306932][bookmark: _Toc200979180]6.2.5.2.9	Type: MetaData
Table 6.2.5.2.9-1: Definition of type MetaData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the n32fContextId of the SEPP receiving the message, which is exchanged between the SEPPs during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	messageId
	string
	M
	1
	This IE identifies a particular request that is transformed by the SEPP. The value of this IE shall be encoded in hexadecimal representation of a 64 bit integer. This identifier is used in the N32-f error reporting procedure as specified in clause 6.1.4.5.

Pattern: ^[a-fA-F0-9]{1, 16}$

	authorizedIpxId
	string
	M
	1
	This IE identifies the first hop RI operator that is authorized to insert modifications block. The identifier of the RI shall be a domain-level FQDN identifying the RI operator (not to a specific RI node). When there is no RI that's authorized to update, the value of this IE is set to the string "NULL".
This IE shall be set to the empty string "", if the RI originates a message as defined in clause 5.5.3.

	riFqdn
	Fqdn
	C
	0..1
	This IE shall be present, if the originator of the N32-f request message is the RI.

When present, the IE shall contain the FQDN of the RI node originating the N32-f request.

When present, the riFqdn together with the messageId shall uniquely identify a N32-f message received over the N32-f connection.



[bookmark: _Toc24986412][bookmark: _Toc34205840][bookmark: _Toc39062024][bookmark: _Toc43277266][bookmark: _Toc49847596][bookmark: _Toc56419577][bookmark: _Toc112683385][bookmark: _Toc168306933][bookmark: _Toc200979181]6.2.5.2.10	Type: Modifications
Table 6.2.5.2.10-1: Definition of type Modifications
	Attribute name
	Data type
	P
	Cardinality
	Description

	operations
	array(PatchItem)
	C
	1..N
	This IE shall be included if an RI inserts modification instructions on the JSON data carried in the "DataToIntegrityProtectBlock" part of the N32-f forwarded message. For the first modifications entry, this IE shall not be included, since the first entry is inserted by the SEPP.
This IE shall also be included if a RI originates a message as defined in clause 5.5.3.

	identity
	Fqdn
	M
	1
	This IE shall contain the identity of the RI node that inserted the modifications entry.

	tag
	string
	C
	0..1
	This IE shall be present when the JWE Authentication Tag value is non-empty as specified in IETF RFC 7515 [16]. When present, this IE shall contain the BASE64URL(JWE Authentication Tag).

	NOTE:	The RI operator FQDN shall be derived from the identity of the RI node, e.g. by deriving the domain name from the RI node FQDN.



[bookmark: _Toc24986413][bookmark: _Toc34205841][bookmark: _Toc39062025][bookmark: _Toc43277267][bookmark: _Toc49847597][bookmark: _Toc56419578][bookmark: _Toc112683386][bookmark: _Toc168306934][bookmark: _Toc200979182]6.2.5.2.11	Type: FlatJweJson
Table 6.2.5.2.11-1: Definition of type FlatJweJson
	Attribute name
	Data type
	P
	Cardinality
	Description

	protected
	string
	C
	0..1
	This IE shall be present if there is a JWE Protected Header part of the JOSE header to encode as specified in IETF RFC 7516 [14]. When present, this IE shall contain the BASE64URL(UTF8(JWE Protected Header)) encoding of the JWE protected header.

	unprotected
	object
	C
	0..1
	This IE shall be present if there is a JWE unprotected header part of the JOSE header that is shared across recipients, to encode as specified in IETF RFC 7515 [16]. This value is represented as
an unencoded free form JSON object, rather than as a string. These Header Parameter values are not integrity protected.

	header
	object
	C
	0..1
	This IE shall be present if there is a JWE unprotected header part of the JOSE header that is specific for the recipient, to encode as specified in IETF RFC 7515 [16]. This value is represented as
an unencoded free form JSON object, rather than as a string. These Header Parameter values are not integrity protected.

	encrypted_key
	string
	C
	0..1
	This IE shall be present when the JWE Encrypted Key for the recipient is non empty. When present this IE shall contain BASE64URL(JWE Encrypted Key).
(NOTE)

	aad
	string
	C
	0..1
	This IE shall be present when the JWE AAD value is non-empty as specified in IETF RFC 7515 [16]. When present, this IE shall contain BASE64URL encoding of the DataToIntegrityProtectBlock JSON object (see clause 6.2.5.2.5).

	iv
	string
	C
	0..1
	This IE shall be present when the JWE Initialization Vector is non-empty as specified in IETF RFC 7515 [16]. When present, this IE shall contain the BASE64URL(JWE Initialization Vector).

	ciphertext
	string
	M
	1
	This IE shall contain BASE64URL(JWE Ciphertext). The input for JWE ciphering is the DataToIntegrityProtecAndCiphertBlock (see clause 6.2.5.2.5).

	tag
	string
	C
	0..1
	This IE shall be present when the JWE Authentication Tag value is non-empty as specified in IETF RFC 7515 [16]. When present, this IE shall contain the BASE64URL(JWE Authentication Tag).

	NOTE:	The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute name is kept though as defined in the current specification for backward compatibility reason.



[bookmark: _Toc24986414][bookmark: _Toc34205842][bookmark: _Toc39062026][bookmark: _Toc43277268][bookmark: _Toc49847598][bookmark: _Toc56419579][bookmark: _Toc112683387][bookmark: _Toc168306935][bookmark: _Toc200979183]6.2.5.2.12	Type: FlatJwsJson
Table 6.2.5.2.12-1: Definition of type FlatJwsJson
	Attribute name
	Data type
	P
	Cardinality
	Description

	payload
	string
	M
	1
	This IE shall contain the BASE64URL encoding of the Modifications JSON object (see clause 6.2.5.2.10).

	protected
	string
	C
	0..1
	This IE shall be present if there is a JWS Protected Header part of the JOSE header to encode as specified in IETF RFC 7515 [16]. When present, this IE shall contain the BASE64URL(UTF8(JWS Protected Header)) encoding of the JWS protected header.

	header
	object
	C
	0..1
	This IE shall be present if there is a JWS unprotected header part of the JOSE header to encode as specified in IETF RFC 7515 [16]. This value is represented as
an unencoded free form JSON object, rather than as a string. These Header Parameter values are not integrity protected.

	signature
	string
	M
	1
	This IE shall contain the BASE64URL encoded value of the calculated JWS signature.



[bookmark: _Toc24986415][bookmark: _Toc34205843][bookmark: _Toc39062027][bookmark: _Toc43277269][bookmark: _Toc49847599][bookmark: _Toc56419580][bookmark: _Toc112683388][bookmark: _Toc168306936][bookmark: _Toc200979184]6.2.5.2.13	Type: IndexToEncryptedValue
Table 6.2.5.2.13-1: Definition of type IndexToEncryptedValue
	Attribute name
	Data type
	P
	Cardinality
	Description

	encBlockIndex
	Uinteger
	M
	1
	Index to the value in DataToIntegrityProtectAndCipherBlock



[bookmark: _Toc24986416][bookmark: _Toc34205844][bookmark: _Toc39062028][bookmark: _Toc43277270][bookmark: _Toc49847600][bookmark: _Toc56419581][bookmark: _Toc112683389][bookmark: _Toc168306937][bookmark: _Toc200979185]6.2.5.2.14	Type: EncodedHttpHeaderValue
Table 6.2.5.2.14-1: Definition of type EncodedHttpHeaderValue as a list of "mutually exclusive alternatives"
	Data type
	Cardinality
	Description
	Applicability

	string
	1
	HTTP header value.
	

	IndexToEncryptedValue
	1
	Index to encrypted HTTP header in the DataToIntegrityProtectAndCipherBlock 
	



[bookmark: _Toc168306938][bookmark: _Toc200979186]6.2.5.2.15	Type: ProblemDetailsMsgForwarding
Table 6.2.5.2.15-1: Definition of type ProblemDetailsMsgForwarding as a list of to be combined data types
	Data type
	Cardinality
	Description
	Applicability

	ProblemDetails
	1
	
	

	AdditionInfoMsgForwarding
	1
	
	



[bookmark: _Toc168306939][bookmark: _Toc200979187]6.2.5.2.16	Type: AdditionInfoMsgForwarding
Table 6.2.5.2.16-1: Definition of type AdditionInfoMsgForwarding
	Attribute name
	Data type
	P
	Cardinality
	Description

	suggestedStatusCode
	integer
	O
	0..1
	When present, this IE shall indicate a status code that is suggested to be sent to cNF if the cSEPP cannot or does not resend the N32-f request taking into account the N32-f error information. 

	suggestedProblemDetails
	ProblemDetails
	O
	0..1
	When present, this IE shall indicate suggested ProblemDetails to be sent to cNF if the cSEPP cannot or does not resend the N32-f request taking into account the N32-f error information. 

	riErrorInformation
	RiErrorInformation
	O
	0..1
	This IE may be included by a RI. 
When present, this IE shall provide instructions to the SEPP to terminate or re-establish the N32-f connection and/or the N32-f context.



[bookmark: _Toc24986417][bookmark: _Toc34205845][bookmark: _Toc39062029][bookmark: _Toc43277271][bookmark: _Toc49847601][bookmark: _Toc56419582][bookmark: _Toc112683390][bookmark: _Toc168306940][bookmark: _Toc200979188]6.2.5.3	Simple data types and enumerations
[bookmark: _Toc24986418][bookmark: _Toc34205846][bookmark: _Toc39062030][bookmark: _Toc43277272][bookmark: _Toc49847602][bookmark: _Toc56419583][bookmark: _Toc112683391][bookmark: _Toc168306941][bookmark: _Toc200979189]6.2.5.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc24986419][bookmark: _Toc34205847][bookmark: _Toc39062031][bookmark: _Toc43277273][bookmark: _Toc49847603][bookmark: _Toc56419584][bookmark: _Toc112683392][bookmark: _Toc168306942][bookmark: _Toc200979190]6.2.5.3.2	Simple data types
The simple data types defined in table 6.1.5.3.2-1 shall be supported.
Table 6.2.5.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	
	
	



[bookmark: _Toc24986420][bookmark: _Toc34205848][bookmark: _Toc39062032][bookmark: _Toc43277274][bookmark: _Toc49847604][bookmark: _Toc56419585][bookmark: _Toc112683393][bookmark: _Toc168306943][bookmark: _Toc200979191]6.2.5.3.3	Void
[bookmark: _Toc24986421][bookmark: _Toc34205849][bookmark: _Toc39062033][bookmark: _Toc43277275][bookmark: _Toc49847605][bookmark: _Toc56419586][bookmark: _Toc112683394][bookmark: _Toc168306944][bookmark: _Toc200979192]6.2.5.3.4	Void

[bookmark: _Toc24986422][bookmark: _Toc34205850][bookmark: _Toc39062034][bookmark: _Toc43277276][bookmark: _Toc49847606][bookmark: _Toc56419587][bookmark: _Toc112683395][bookmark: _Toc168306945][bookmark: _Toc200979193]6.2.6	Error Handling
[bookmark: _Toc24986423][bookmark: _Toc34205851][bookmark: _Toc39062035][bookmark: _Toc43277277][bookmark: _Toc49847607][bookmark: _Toc56419588][bookmark: _Toc112683396][bookmark: _Toc168306946][bookmark: _Toc200979194]6.2.6.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
[bookmark: _Toc24986424][bookmark: _Toc34205852][bookmark: _Toc39062036][bookmark: _Toc43277278][bookmark: _Toc49847608][bookmark: _Toc56419589][bookmark: _Toc112683397][bookmark: _Toc168306947][bookmark: _Toc200979195]6.2.6.2	Protocol Errors
Protocol Error Handling shall be supported as specified in clause 5.2.7.2 of 3GPP TS 29.500 [4].
[bookmark: _Toc24986425][bookmark: _Toc34205853][bookmark: _Toc39062037][bookmark: _Toc43277279][bookmark: _Toc49847609][bookmark: _Toc56419590][bookmark: _Toc112683398][bookmark: _Toc168306948][bookmark: _Toc200979196]6.2.6.3	Application Errors
The common application errors defined in Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may be used for the JOSE protected message forwarding API on N32-f. The application errors defined for the JOSE protected message forwarding API on N32-f are listed in Table 6.2.6.3-1.
Table 6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PLMNID_MISMATCH
	403 Forbidden
	The PLMN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the PLMN ID of the N32-f context.

	SNPNID_MISMATCH
	403 Forbidden
	The SNPN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the SNPN ID of the N32-f context.

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	The purpose indicated in 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4] of the reconstructed message does not match with any of the purposes exchanged via the Security Capability Negotiation procedure.

	CONTEXT_NOT_FOUND
	403 Forbidden
	The n32fContextId is unknown in the receiving SEPP.

	UNSPECIFIED
	403 Forbidden
	The receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.

	POLICY_MISMATCH
	403 Forbidden
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	NO_CONNECTION_DUE_TO_CONTRACT
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to contractual reasons.

	NO_CONNECTION_DUE_TO_CONNECTIVITY
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to a connectivity issue.

	MSG_NOT_DELIVERED_DUE_TO_CONTRACT
	403 Forbidden
	The message was not delivered due to contractual reasons.

	INVALID_RI_JWS_SIGNATURE
	403 Forbidden
	The error reporting request generated by the RI was not delivered because the JWS signature of the RI is invalid.

	SWITCHING_TO_ANOTHER_RI
	503 Service Unavailable
	The message was not delivered due to the service being taken over by another RI, e.g. when the RI is shutting down. 

	INSUFFICIENT_RESOURCES
	503 Service Unavailable
	The message was not delivered due to resource exhaustion at the RI (e.g., memory, CPU, or network bandwidth).

	NETWORK_MAINTENANCE
	503 Service Unavailable
	The message was not delivered due to network maintenance at the RI.




[bookmark: _Toc24986426][bookmark: _Toc34205854][bookmark: _Toc39062038][bookmark: _Toc43277280][bookmark: _Toc49847610][bookmark: _Toc56419591][bookmark: _Toc112683399][bookmark: _Toc168306949][bookmark: _Toc200979197]6.3	Nsepp_Telescopic_FQDN_Mapping API
[bookmark: _Toc24986427][bookmark: _Toc34205855][bookmark: _Toc39062039][bookmark: _Toc43277281][bookmark: _Toc49847611][bookmark: _Toc56419592][bookmark: _Toc112683400][bookmark: _Toc168306950][bookmark: _Toc200979198][bookmark: _Toc24986428][bookmark: _Toc34205856][bookmark: _Toc39062040][bookmark: _Toc43277282][bookmark: _Toc49847612][bookmark: _Toc56419593]6.3.1	API URI
The Nsepp_Telescopic_FQDN_Mapping Service shall use the SEPP Telescopic FQDN Mapping API.
The API URI of the SEPP Telescopic FQDN Mapping API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the SEPP shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nsepp-telescopic".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.3.3.
[bookmark: _Toc112683401][bookmark: _Toc168306951][bookmark: _Toc200979199]6.3.2	Usage of HTTP
[bookmark: _Toc24986429][bookmark: _Toc34205857][bookmark: _Toc39062041][bookmark: _Toc43277283][bookmark: _Toc49847613][bookmark: _Toc56419594][bookmark: _Toc112683402][bookmark: _Toc168306952][bookmark: _Toc200979200]6.3.2.1	General
HTTP/2, as defined in IETF RFC 9113 [7], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nsepp_Telescopic_FQDN_Mapping service shall comply with the OpenAPI [27] specification contained in Annex A.
[bookmark: _Toc24986430][bookmark: _Toc34205858][bookmark: _Toc39062042][bookmark: _Toc43277284][bookmark: _Toc49847614][bookmark: _Toc56419595][bookmark: _Toc112683403][bookmark: _Toc168306953][bookmark: _Toc200979201]6.3.2.2	HTTP standard headers
[bookmark: _Toc24986431][bookmark: _Toc34205859][bookmark: _Toc39062043][bookmark: _Toc43277285][bookmark: _Toc49847615][bookmark: _Toc56419596][bookmark: _Toc112683404][bookmark: _Toc168306954][bookmark: _Toc200979202]6.3.2.2.1	General
The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.
[bookmark: _Toc24986432][bookmark: _Toc34205860][bookmark: _Toc39062044][bookmark: _Toc43277286][bookmark: _Toc49847616][bookmark: _Toc56419597][bookmark: _Toc112683405][bookmark: _Toc168306955][bookmark: _Toc200979203]6.3.2.2.2	Content type
The following content types shall be supported:
-	JSON, as defined in IETF RFC 8259 [9]. The use of the JSON format shall be signalled by the content type "application/json". See also clause 5.4 of 3GPP TS 29.500 [4].
-	The Problem Details JSON Object (IETF RFC 9457 [22]. The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json".
[bookmark: _Toc24986433][bookmark: _Toc34205861][bookmark: _Toc39062045][bookmark: _Toc43277287][bookmark: _Toc49847617][bookmark: _Toc56419598][bookmark: _Toc112683406][bookmark: _Toc168306956][bookmark: _Toc200979204]6.3.2.3	HTTP custom headers
[bookmark: _Toc24986434][bookmark: _Toc34205862][bookmark: _Toc39062046][bookmark: _Toc43277288][bookmark: _Toc49847618][bookmark: _Toc56419599][bookmark: _Toc112683407][bookmark: _Toc168306957][bookmark: _Toc200979205]6.3.2.3.1	General
In this release of this specification, no custom headers specific to the Nsepp_Telescopic_FQDN_Mapping service are defined. For 3GPP specific HTTP custom headers used across all service-based interfaces, see clause 5.2.3 of 3GPP TS 29.500 [4].
[bookmark: _Toc24986435][bookmark: _Toc34205863][bookmark: _Toc39062047][bookmark: _Toc43277289][bookmark: _Toc49847619][bookmark: _Toc56419600][bookmark: _Toc112683408][bookmark: _Toc168306958][bookmark: _Toc200979206]6.3.3	Resources
[bookmark: _Toc24986436][bookmark: _Toc34205864][bookmark: _Toc39062048][bookmark: _Toc43277290][bookmark: _Toc49847620][bookmark: _Toc56419601][bookmark: _Toc112683409][bookmark: _Toc168306959][bookmark: _Toc200979207]6.3.3.1	Overview


Figure 6.3.3.1-1: Resource URI structure of the nsepp-telescopic API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	[bookmark: _PERM_MCCTEMPBM_CRPT51080074___4]Mapping
	/mapping
	GET
	Retrieve the mapping between the FQDN in a foreign PLMN and a telescopic FQDN, or viceversa.



[bookmark: _Toc24986437][bookmark: _Toc34205865][bookmark: _Toc39062049][bookmark: _Toc43277291][bookmark: _Toc49847621][bookmark: _Toc56419602][bookmark: _Toc112683410][bookmark: _Toc168306960][bookmark: _Toc200979208]6.3.3.2	Resource: Mapping
[bookmark: _Toc24986438][bookmark: _Toc34205866][bookmark: _Toc39062050][bookmark: _Toc43277292][bookmark: _Toc49847622][bookmark: _Toc56419603][bookmark: _Toc112683411][bookmark: _Toc168306961][bookmark: _Toc200979209]6.3.3.2.1	Description
This resource represents the mapping between the FQDN of an NF in a foreign PLMN and a telescopic FQDN.
[bookmark: _Toc24986439][bookmark: _Toc34205867][bookmark: _Toc39062051][bookmark: _Toc43277293][bookmark: _Toc49847623][bookmark: _Toc56419604][bookmark: _Toc112683412][bookmark: _Toc168306962][bookmark: _Toc200979210]6.3.3.2.2	Resource Definition
Resource URI: {apiRoot}/nsepp-telescopic/<apiVersion>/mapping
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.
Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.3.1



[bookmark: _Toc24986440][bookmark: _Toc34205868][bookmark: _Toc39062052][bookmark: _Toc43277294][bookmark: _Toc49847624][bookmark: _Toc56419605][bookmark: _Toc112683413][bookmark: _Toc168306963][bookmark: _Toc200979211]6.3.3.2.3	Resource Standard Methods
[bookmark: _Toc24986441][bookmark: _Toc34205869][bookmark: _Toc39062053][bookmark: _Toc43277295][bookmark: _Toc49847625][bookmark: _Toc56419606]6.3.3.2.3.1	GET
This method shall support the URI query parameters specified in table 6.3.3.2.3.1-1.
Table 6.3.3.2.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	foreign-fqdn
	Fqdn
	O
	0..1
	This parameter shall contain the FQDN of the NF in the foreign network, that needs to be flattened to a telescopic FQDN in the local network (i.e. an FQDN that points to the local SEPP).

	telescopic-label
	string
	O
	0..1
	This parameter shall contain the first label used in a telescopic FQDN (i.e. an FQDN that points to the local SEPP) that needs to be mapped to an NF in the foreign network.

	NOTE:	The parameters "foreign-fqdn" and "telescopic-label" shall not be present simultaneously.



This method shall support the request data structures specified in table 6.3.3.2.3.1-2 and the response data structures and response codes specified in table 6.3.3.2.3.1-3.
Table 6.3.3.2.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.3.3.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	TelescopicMapping
	M
	1
	200 OK
	Upon success, a response body containing a TelescopicMapping object shall be returned


	ProblemDetails
	O
	0..1
	404 Not Found
	The mapping between a foreign FQDN and a telescopic FQDN could not be found.




[bookmark: _Toc24986442][bookmark: _Toc34205870][bookmark: _Toc39062054][bookmark: _Toc43277296][bookmark: _Toc49847626][bookmark: _Toc56419607][bookmark: _Toc112683414][bookmark: _Toc168306964][bookmark: _Toc200979212]6.3.4	Data Model
[bookmark: _Toc24986443][bookmark: _Toc34205871][bookmark: _Toc39062055][bookmark: _Toc43277297][bookmark: _Toc49847627][bookmark: _Toc56419608][bookmark: _Toc112683415][bookmark: _Toc168306965][bookmark: _Toc200979213]6.3.4.1	General
This clause specifies the application data model supported by the API.
Table 6.3.4.1-1 specifies the data types defined for the Nsepp_Telescopic_FQDN_Mapping service-based interface protocol.
Table 6.3.4.1-1: Nsepp_Telescopic_FQDN_Mapping specific Data Types
	Data type
	Clause defined
	Description

	TelescopicMapping
	6.3.4.2.2
	Contains the Telescopic mapping data



Table 6.3.4.1-2 specifies data types re-used by the Nsepp_Telescopic_Mapping service-based interface protocol from other specifications.
Table 6.3.4.1-2: Nsepp_Telescopic_FQDN_Mapping re-used Data Types
	Data type
	Reference
	Comments

	Fqdn
	3GPP TS 29.571 [12]
	

	ProblemDetails
	3GPP TS 29.571 [12]
	Common data type for error responses



[bookmark: _Toc24986444][bookmark: _Toc34205872][bookmark: _Toc39062056][bookmark: _Toc43277298][bookmark: _Toc49847628][bookmark: _Toc56419609][bookmark: _Toc112683416][bookmark: _Toc168306966][bookmark: _Toc200979214]6.3.4.2	Structured data types
[bookmark: _Toc24986445][bookmark: _Toc34205873][bookmark: _Toc39062057][bookmark: _Toc43277299][bookmark: _Toc49847629][bookmark: _Toc56419610][bookmark: _Toc112683417][bookmark: _Toc168306967][bookmark: _Toc200979215]6.3.4.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc24986446][bookmark: _Toc34205874][bookmark: _Toc39062058][bookmark: _Toc43277300][bookmark: _Toc49847630][bookmark: _Toc56419611][bookmark: _Toc112683418][bookmark: _Toc168306968][bookmark: _Toc200979216]6.3.4.2.2	Type: TelescopicMapping
Table 6.3.4.2.2-1: Definition of type TelescopicMapping
	Attribute name
	Data type
	P
	Cardinality
	Description

	telescopicLabel
	string
	C
	0..1
	This parameter shall contain the first label to be used in a telescopic FQDN (i.e. an FQDN that points to the local SEPP) that corresponds to a given NF in the foreign network.

In a successful response, this parameter shall be included when the query parameter "foreign-fqdn" is present in the request.

	seppDomain
	Fqdn
	C
	0..1
	This parameter shall contain the FQDN of the domain of the local SEPP that needs to be appended after the "telescopicLabel" to compose the complete flattened telescopic FQDN.

In a successful response, this parameter shall be included when the query parameter "foreign-fqdn" is present in the request.

	foreignFqdn
	Fqdn
	C
	0..1
	This parameter shall contain the FQDN of the NF in the foreign network.

In a successful response, this parameter shall be included when the query parameter "telescopic-label" is present in the request.



[bookmark: _Toc24986447][bookmark: _Toc34205875][bookmark: _Toc39062059][bookmark: _Toc43277301][bookmark: _Toc49847631][bookmark: _Toc56419612][bookmark: _Toc112683419][bookmark: _Toc168306969][bookmark: _Toc200979217]6.3.4.3	Simple data types and enumerations
[bookmark: _Toc24986448][bookmark: _Toc34205876][bookmark: _Toc39062060][bookmark: _Toc43277302][bookmark: _Toc49847632][bookmark: _Toc56419613][bookmark: _Toc112683420][bookmark: _Toc168306970][bookmark: _Toc200979218]6.3.4.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc24986449][bookmark: _Toc34205877][bookmark: _Toc39062061][bookmark: _Toc43277303][bookmark: _Toc49847633][bookmark: _Toc56419614][bookmark: _Toc112683421][bookmark: _Toc168306971][bookmark: _Toc200979219]6.3.4.3.2	Simple data types
The simple data types defined in table 6.3.4.3.2-1 shall be supported.
Table 6.3.4.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	
	
	



[bookmark: _Toc24986450][bookmark: _Toc34205878][bookmark: _Toc39062062][bookmark: _Toc43277304][bookmark: _Toc49847634][bookmark: _Toc56419615][bookmark: _Toc112683422][bookmark: _Toc168306972][bookmark: _Toc200979220]6.3.5	Error Handling
[bookmark: _Toc24986451][bookmark: _Toc34205879][bookmark: _Toc39062063][bookmark: _Toc43277305][bookmark: _Toc49847635][bookmark: _Toc56419616][bookmark: _Toc112683423][bookmark: _Toc168306973][bookmark: _Toc200979221]6.3.5.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
[bookmark: _Toc24986452][bookmark: _Toc34205880][bookmark: _Toc39062064][bookmark: _Toc43277306][bookmark: _Toc49847636][bookmark: _Toc56419617][bookmark: _Toc112683424][bookmark: _Toc168306974][bookmark: _Toc200979222]6.3.5.2	Protocol Errors
Protocol Error Handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
[bookmark: _Toc24986453][bookmark: _Toc34205881][bookmark: _Toc39062065][bookmark: _Toc43277307][bookmark: _Toc49847637][bookmark: _Toc56419618][bookmark: _Toc112683425][bookmark: _Toc168306975][bookmark: _Toc200979223]6.3.5.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nsepp_Telescopic_Mapping service, and the following application errors listed in Table 6.3.5.3-1 are specific for the Nsepp_Telescopic_Mapping service.
Table 6.3.5.3-1: Application errors
	Application Error
	HTTP status code
	Description

	
	
	



[bookmark: _Toc24986454][bookmark: _Toc34205882][bookmark: _Toc39062066][bookmark: _Toc43277308][bookmark: _Toc49847638][bookmark: _Toc56419619][bookmark: _Toc112683426][bookmark: _Toc168306976][bookmark: _Toc200979224]6.3.6	Feature Negotiation
This API does not currently specify any features.
[bookmark: _Toc24986455][bookmark: _Toc34205883][bookmark: _Toc39062067][bookmark: _Toc43277309][bookmark: _Toc49847639][bookmark: _Toc56419620][bookmark: _Toc112683427][bookmark: _Toc168306977][bookmark: _Toc200979225]6.3.7	Security
[bookmark: _Toc24986456][bookmark: _Toc34205884][bookmark: _Toc39062068][bookmark: _Toc43277310][bookmark: _Toc49847640][bookmark: _Toc56419621][bookmark: _Toc112683428][bookmark: _Toc168306978][bookmark: _Toc200979226]6.3.7.1	General
This API shall be accessed only from NFs in the same PLMN as the SEPP; it shall not be exposed externally to NFs from another PLMN.
[bookmark: _Toc168306979][bookmark: _Toc200979227]7	Usage of HTTP CONNECT for N32-c connection establishment via Roaming Intermediaries
[bookmark: _Toc168306980][bookmark: _Toc200979228]7.1	General
HTTP/2, as defined in IETF RFC 9113 [7], shall be used.
The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required by HTTP/2 (see IETF RFC 9113 [7]).
The HTTP CONNECT method shall be used as defined in clause 9.3.6 of IETF RFC 9110 [9] and clause 8.5 of IETF RFC 9113 [7].
The ":authority" pseudo-header field in the HTTP/2 CONNECT request message shall be set to:
	":authority" = uri-host [":" port] as specified in clause 8.3.1 of IETF RFC 9113 [7].
The Uri-host shall indicate the FQDN of the p-SEPP.
The HTTP CONNECT request and the 200 OK status response shall not contain any content.
[bookmark: _Toc168306981][bookmark: _Toc200979229]7.2	HTTP standards headers
The HTTP standard headers defined in Table 7.2-1 shall be supported on the interface between the SEPP and RI.
Mandatory to support HTTP standard headers does not mean that all the HTTP requests and responses carry the identified request and response headers respectively. It only means it is mandatory to support the processing of the identified headers in request and response message.

[bookmark: _CRTable5_2_2_22]Table 7.2-1: Mandatory to support HTTP response standard headers
	Name
	Reference
	Description

	Via
	IETF RFC 9110 [9]
	This header should be inserted by a RI when relaying an HTTP error response (see clause 6.10.8 of 3GPP TS 29.500 [4]). It may be inserted when relaying other HTTP responses.
When inserted by a RI, the received-protocol portion of the header field value should be set to "HTTP/2.0" or "2.0" and the received-by portion of the header field value should be formatted as follows:
- "RI-<RI FQDN>" for a RI 

	Server
	IETF RFC 9110 [9]
	This header should be inserted by the originator of an HTTP error response (see clause 6.10.8 of 3GPP TS 29.500 [4]). It may be inserted otherwise.
When inserted by a RI, the pattern of the header should be formatted as follows:
- "RI-<RI FQDN>" for a RI

	NOTE:	The inclusion of the Via and Server header in an HTTP CONNECT error response message enables the receiving SEPP to determine which RI has rejected the request in scenarios with two RIs between the SEPPs.



[bookmark: _Toc168306982][bookmark: _Toc200979230]7.3	HTTP custom headers
[bookmark: _Toc168306983][bookmark: _Toc200979231]7.3.1	3gpp-Connect-Req-Info
The header enables to convey information in the HTTP CONNECT request to the RI, that may be used by the RI to determine whether to allow the establishment of the N32-c connection and/or for troiuble-shooting.
The encoding of the header follows the ABNF as defined in IETF RFC 9110 [9].
[bookmark: _Hlk158030995]Sbí-Connect-Req-Info-Header = "3gpp-Connect-Req-Info:" OWS connect-purpose";" OWS orig-network-id ";" OWS sender-fqdn [";" OWS intended-n32-purposes] *( ";" OWS req-param ) OWS

connect-purpose = "connect-purpose=" OWS connect-purpose-value

connect-purpose-value = "n32c" / token

orig-network-id = "originating-network-id=" OWS 3DIGIT "-" 2*3DIGIT [ "-" 11HEXDIG ]

sender-fqdn = "sender-fqdn=" OWS 4*( ALPHA / DIGIT / "-" / "." )

intended-n32-purposes = intended-n32-purpose *(";" OWS intended-n32-purpose)
intended-n32-purpose = "intended-n32-purpose=" OWS n32-purpose-value

n32-purpose-value = "ROAMING"
           / "INTER_PLMN_MOBILITY"
           / "SMS_INTERCONNECT"
           / "ROAMING_TEST"
           / "INTER_PLMN_MOBILITY_TEST"
           / "SMS_INTERCONNECT_TEST"
           / "SNPN_INTERCONNECT"
           / "SNPN_INTERCONNECT_TEST"
           / "DISASTER_ROAMING"
           / "DISASTER_ROAMING_TEST"
           / "DATA_ANALYTICS_EXCHANGE"
           / "DATA_ANALYTICS_EXCHANGE_TEST"
           / token

req-param = req-param-name "=" OWS req-param-value

req-param-name = token

req-param-value = token

EXAMPLE 1:	For an HTTP CONNECT request message from the c-SEPP to the RI-A to request establishing the TCP connection towards the p-SEPP:
3gpp-Connect-Req-Info: connect-purpose=n32c; originating-network-id=123-45;sender-fqdn=sepp12.5gc.mnc155.mcc400.3gppnetwork;intended-n32-purpose=ROAMING;intended-32-purpose=SMS_INTERCONNECT
EXAMPLE 2:	For an HTTP CONNECT request message from the RI-A to the RI-B to request establishing the TCP connection towards p-SEPP:
3gpp-Connect-Req-Info: connect-purpose=n32c;originating-network-id=123-45;sender-fqdn=ri234.rioperator.com;intended-n32-purpose=ROAMING;intended-n32-purpose=SMS_INTERCONNECT

[bookmark: _Toc168306984][bookmark: _Toc200979232]7.3.2	3gpp-Connect-Resp-Info
The header enables to convey information in the HTTP CONNECT response towards the c-SEPP.
The encoding of the header follows the ABNF as defined in IETF RFC 9110 [9].
[bookmark: _Hlk158021273][bookmark: _Hlk157451412]Sbi-Connect-Resp-Info-Header = "3gpp-Connect-Resp-Info:" OWS resp-param *( ";" OWS resp-param ) OWS

resp-param = allowed-n32-purposes / p-sepp-fqdn / other-resp-param

allowed-n32-purposes = allowed-n32-purpose *(";" OWS allowed-n32-purpose)

allowed-n32-purpose = "allowed-n32-purpose=" OWS n32-purpose-value

p-sepp-fqdn = "p-sepp-fqdn=" OWS 4*( ALPHA / DIGIT / "-" / "." )

other-resp-param = other-resp-param-name "=" OWS other-resp-param-value

other-resp-param-name = token

other-resp-param-value = token


EXAMPLE: 	3gpp-Connect-Resp-Info: allowed-n32-purpose=ROAMING;allowed-n32-purpose=SMS_INTERCONNECT;p-sepp-fqdn=sepp2.5gc.mnc203.mcc422.3gppnetwork.org
[bookmark: _Toc168306985][bookmark: _Toc200979233]7.4	Error Handling
[bookmark: _Toc24937726][bookmark: _Toc33962546][bookmark: _Toc42883314][bookmark: _Toc49733182][bookmark: _Toc56690809][bookmark: _Toc153813456][bookmark: _Toc168306986][bookmark: _Toc200979234]7.4.1	General
[bookmark: _Toc24937727][bookmark: _Toc33962547][bookmark: _Toc42883315][bookmark: _Toc49733183][bookmark: _Toc56690810][bookmark: _Toc153813457]HTTP/2 connection error and stream error shall be supported as specified in clause 5.4 of IETF RFC 9113 [7].
[bookmark: _Toc24937728][bookmark: _Toc33962548][bookmark: _Toc42883316][bookmark: _Toc49733184][bookmark: _Toc56690811][bookmark: _Toc153813458]Upon detecting an error, the RI shall send an 4XX or 5XX error response. The error response should include a ProblemDetails object providing details on the error and including one of the application errors defined in Table 7.4.2-1.
[bookmark: _Toc168306987][bookmark: _Toc200979235]7.4.2	Application Errors
[bookmark: _Hlk158034772]The application errors defined for the HTTP CONNECT service are listed in Table 7.4.2-1.
[bookmark: _Hlk158047261]Table 7.4.2-1: Application errors
	Application Error
	HTTP status code
	Description

	INVALID_MSG_FORMAT
	400 Bad Request
	It is used when the c-SEPP sends an HTTP request with an invalid format. 

	CONTRACTUAL_REASON
	403 Forbidden
	It is used when the SEPP request does not match with the contract between the SEPP and RI.

	INSUFFICIENT_RESOURCES
	500 Internal Server Error
	It is used when the RI does not have enough resources to establish the TCP connection toward the destination.

	SYSTEM_FAILURE
	500 Internal Server Error
	The request is rejected due to generic error condition at the RI.

	CONNECTIVITY_ISSUE
	502 Bad Gateway
	It is used when the RI cannot establish the connection towards the destination SEPP due to connectivity issue.



[bookmark: _Toc24986457][bookmark: _Toc34205885][bookmark: _Toc39062069][bookmark: _Toc43277311][bookmark: _Toc49847641][bookmark: _Toc56419622][bookmark: _Toc112683429][bookmark: _Toc168306988][bookmark: _Toc200979236]Annex A (normative):
OpenAPI Specification
[bookmark: _Toc24986458][bookmark: _Toc34205886][bookmark: _Toc39062070][bookmark: _Toc43277312][bookmark: _Toc49847642][bookmark: _Toc56419623][bookmark: _Toc112683430][bookmark: _Toc168306989][bookmark: _Toc200979237]A.1	General
This Annex specifies the formal definition of the N32 Handshake API(s) on the N32-c interface. It consists of OpenAPI 3.0.0 specifications, in YAML format.
This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of information elements and methods within the API(s).
NOTE:	The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the specification also apply.
Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a Git-based repository that uses the GitLab software version control system (see 3GPP TS 29.501 [5] clause 5.3.1 and 3GPP TR 21.900 [7] clause 5B).
[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc112683431][bookmark: _Toc168306990][bookmark: _Toc200979238][bookmark: _Hlk168306263][bookmark: _Hlk214967639]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.4.0'
  title: 'N32 Handshake API'
  description: |
    N32-c Handshake Service.  
    © 2025, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
servers:
  - url: '{apiRoot}/n32c-handshake/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V19.5.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.573/

paths:
  /exchange-capability:
    post:
      summary:  Security Capability Negotiation
      tags:
        - Security Capability Negotiation
      operationId: PostExchangeCapability
      requestBody:
        description: Custom operation for security capability negotiation
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SecNegotiateReqData'
      responses:
        '200':
          description: OK (Successful negitiation of security capabilities)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SecNegotiateRspData'
        '307':
          description: redirection
          content:
            application/problem+json:
              schema:
                $ref: '#/components/schemas/ExtRedirectResponse'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '409':
          $ref: 'TS29571_CommonData.yaml#/components/responses/409'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
  /exchange-params:
    post:
      summary: Parameter Exchange
      tags:
        - Parameter Exchange
      operationId: PostExchangeParams
      requestBody:
        description: Custom operation for parameter exchange
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SecParamExchReqData'
      responses:
        '200':
          description: OK (Successful exchange of parameters)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SecParamExchRspData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '409':
          $ref: 'TS29571_CommonData.yaml#/components/responses/409'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
  /n32f-terminate:
    post:
      summary: N32-f Context Terminate
      tags:
        - N32-f Context Terminate
      operationId: PostN32fTerminate
      requestBody:
        description: Custom operation for n32-f context termination
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/N32fContextInfo'
      responses:
        '200':
          description: OK (Successful exchange of parameters)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/N32fContextInfo'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
  /n32f-error:
    post:
      summary: N32-f Error Reporting Procedure
      tags:
        - N32-f Error Report
      operationId: PostN32fError
      requestBody:
        description: Custom operation for n32-f error reporting procedure
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/N32fErrorInfo'
      responses:
        '204':
          description: successful error reporting
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
components:
  schemas:
    SecurityCapability:
      description: Enumeration of security capabilities
      anyOf:
        - type: string
          enum:
            - TLS
            - PRINS
            - NONE
        - type: string
    ApiSignature:
      description: API URI of the service operation
      oneOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        - $ref: '#/components/schemas/CallbackName'
    HttpMethod:
      description: Enumeration of HTTP methods
      anyOf:
        - type: string
          enum:
            - GET
            - PUT
            - POST
            - DELETE
            - PATCH
            - HEAD
            - OPTIONS
            - CONNECT
            - TRACE
        - type: string

    IeType:
      description: Enumeration of types of IEs (i.e kind of IE) to specify the protection policy
      anyOf:
        - type: string
          enum:
            - UEID
            - LOCATION
            - KEY_MATERIAL
            - AUTHENTICATION_MATERIAL
            - AUTHORIZATION_TOKEN
            - RECURSIVE_NON_LEAF
            - OTHER
            - NONSENSITIVE
        - type: string

    IeLocation:
      description: Location of the IE in a HTTP message
      anyOf:
        - type: string
          enum:
            - URI_PARAM
            - HEADER
            - BODY
            - MULTIPART_BINARY
            - URI_PATH
        - type: string

    IeInfo:
      description: Protection and modification policy for the IE
      type: object
      required:
        - ieLoc
        - ieType
      properties:
        ieLoc:
          $ref: '#/components/schemas/IeLocation'
        ieType:
          $ref: '#/components/schemas/IeType'
        reqIe:
          type: string
        rspIe:
          type: string
        isModifiable:
          type: boolean
        isModifiableByIpx:
          type: object
          additionalProperties:
            type: boolean
          minProperties: 1
        ancestorIe:
          type: string

    ApiIeMapping:
      description: API URI to IE mapping on which the protection policy needs to be applied
      type: object
      required:
        - apiSignature
        - apiMethod
        - IeList
      properties:
        apiSignature:
          $ref: '#/components/schemas/ApiSignature'
        apiMethod:
          $ref: '#/components/schemas/HttpMethod'
        IeList:
          type: array
          items:
            $ref: '#/components/schemas/IeInfo'
          minItems: 1
# The attribute name does not follow the naming conventions specified in 3GPP TS 29.501. The attribute name is kept though as defined in the current specification for backward compatibility reason.

    ProtectionPolicy:
      description: The protection policy to be negotiated between the SEPPs
      type: object
      required:
        - apiIeMappingList
      properties:
        apiIeMappingList:
          type: array
          items:
            $ref: '#/components/schemas/ApiIeMapping'
          minItems: 1
        dataTypeEncPolicy:
          type: array
          items:
            $ref: '#/components/schemas/IeType'
          minItems: 1

    SecNegotiateReqData:
      description: Defines the security capabilities of a SEPP sent to a receiving SEPP
      type: object
      required:
        - sender
        - supportedSecCapabilityList
      properties:
        sender:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        n32HandshakeId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        supportedSecCapabilityList:
          type: array
          items:
            $ref: '#/components/schemas/SecurityCapability'
          minItems: 1
        3GppSbiTargetApiRootSupported:
          type: boolean
          default: false
# The attribute name does not follow the naming conventions specified in 3GPP TS 29.501. The attribute name is kept though as defined in the current specification for backward compatibility reason.
        plmnIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        snpnIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        targetPlmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        targetSnpnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
        intendedUsagePurpose:
          type: array
          items:
            $ref: '#/components/schemas/IntendedN32Purpose'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        senderN32fFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        senderN32fPortList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
          minItems: 1
        n32KeepaliveTimer:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

    SecNegotiateRspData:
      description: Defines the selected security capabilities by a SEPP
      type: object
      required:
        - sender
        - selectedSecCapability
      properties:
        sender:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        selectedSecCapability:
          $ref: '#/components/schemas/SecurityCapability'
        n32HandshakeId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        3GppSbiTargetApiRootSupported:
          type: boolean
          default: false
# The attribute name does not follow the naming conventions specified in 3GPP TS 29.501. The attribute name is kept though as defined in the current specification for backward compatibility reason.
        plmnIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        snpnIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        allowedUsagePurpose:
          type: array
          items:
            $ref: '#/components/schemas/IntendedN32Purpose'
          minItems: 1
        rejectedUsagePurpose:
          type: array
          items:
            $ref: '#/components/schemas/IntendedN32Purpose'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        senderN32fFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        senderN32fPort:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
        n32KeepaliveTimer:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

    SecParamExchReqData:
      description: Request data structure for parameter exchange
      type: object
      required:
        - n32fContextId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        jweCipherSuiteList:
          type: array
          items:
            type: string
          minItems: 1
        jwsCipherSuiteList:
          type: array
          items:
            type: string
          minItems: 1
        protectionPolicyInfo:
          $ref: '#/components/schemas/ProtectionPolicy'
        secProfiles:
          type: array
          items:
            type: string
          minItems: 1
          maxItems: 256
        ipxProviderSecInfoList:
          type: array
          items:
            $ref: '#/components/schemas/IpxProviderSecInfo'
          minItems: 1
        sender:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'

    SecParamExchRspData:
      description: Response data structure for parameter exchange
      type: object
      required:
        - n32fContextId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        selectedJweCipherSuite:
          type: string
        selectedJwsCipherSuite:
          type: string
        selProtectionPolicyInfo:
          $ref: '#/components/schemas/ProtectionPolicy'
        selSecProfiles:
          type: array
          items:
            type: string
          minItems: 1
          maxItems: 256
        ipxProviderSecInfoList:
          type: array
          items:
            $ref: '#/components/schemas/IpxProviderSecInfo'
          minItems: 1
        sender:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'

    N32fContextInfo:
      description: N32-f context information
      type: object
      required:
        - n32fContextId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
    CallbackName:
      description: Callback Name
      type: object
      required:
        - callbackType
      properties:
        callbackType:
          type: string
    N32fErrorInfo:
      description: N32-f error information
      type: object
      required:
        - n32fMessageId
        - n32fErrorType
      properties:
        n32fMessageId:
          type: string
        n32fErrorType:
          $ref: '#/components/schemas/N32fErrorType'
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        failedModificationList:
          type: array
          items:
            $ref: '#/components/schemas/FailedModificationInfo'
          minItems: 1
        errorDetailsList:
          type: array
          items:
            $ref: '#/components/schemas/N32fErrorDetail'
          minItems: 1
        policyMismatchList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/InvalidParam'
          minItems: 1
        riErrorInformation:
          $ref: '#/components/schemas/RiErrorInformation'

    FailedModificationInfo:
      description: Information on N32-f modifications block that failed to process
      type: object
      required:
        - ipxId
        - n32fErrorType
      properties:
        ipxId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        n32fErrorType:
          $ref: '#/components/schemas/N32fErrorType'
    N32fErrorDetail:
      description: Details about the N32f error
      type: object
      required:
        - attribute
        - msgReconstructFailReason
      properties:
        attribute:
          type: string
        msgReconstructFailReason:
          $ref: '#/components/schemas/FailureReason'
    IpxProviderSecInfo:
      description: Defines the security information list of an RI
      type: object
      required:
        - ipxProviderId
      properties:
        ipxProviderId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        rawPublicKeyList:
          type: array
          items:
            type: string
          minItems: 1
        certificateList:
          type: array
          items:
            type: string
          minItems: 1

    IntendedN32Purpose:
      description: Indicates the intended N32 establishment purpose
      type: object
      required:
        - usagePurpose
      properties:
        usagePurpose:
          $ref: '#/components/schemas/N32Purpose'
        additionalInfo:
          type: string
        cause:
          type: string

    RiErrorInformation:
      description: RI error information
      type: object
      properties:
        n32fConnectionRelInd:
          $ref: '#/components/schemas/N32ReleaseIndication'
        n32fContextRelInd:
          $ref: '#/components/schemas/N32ReleaseIndication'
        alternativeRi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'

    N32fErrorType:
      description: Type of error while processing N32-f message
      anyOf:
        - type: string
          enum:
            - INTEGRITY_CHECK_FAILED
            - INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED
            - MODIFICATIONS_INSTRUCTIONS_FAILED
            - DECIPHERING_FAILED
            - MESSAGE_RECONSTRUCTION_FAILED
            - CONTEXT_NOT_FOUND
            - INTEGRITY_KEY_EXPIRED
            - ENCRYPTION_KEY_EXPIRED
            - POLICY_MISMATCH
            - NETWORK_MAINTENANCE
            - INSUFFICIENT_RESOURCES
            - NO_CONNECTION_DUE_TO_CONTRACT
            - IDLE_N32F_CONNECTION
            - SWITCHING_TO_ANOTHER_RI
            - NO_CONNECTION_DUE_TO_CONNECTIVITY
        - type: string

    FailureReason:
      description: Reason for failure to reconstruct a HTTP/2 message from N32-f message
      anyOf:
        - type: string
          enum:
            - INVALID_JSON_POINTER
            - INVALID_INDEX_TO_ENCRYPTED_BLOCK
            - INVALID_HTTP_HEADER
        - type: string

    N32Purpose:
      description: Usage purpose of establishing N32 connectivity
      anyOf:
        - type: string
          enum:
            - ROAMING
            - INTER_PLMN_MOBILITY
            - SMS_INTERCONNECT
            - ROAMING_TEST
            - INTER_PLMN_MOBILITY_TEST
            - SMS_INTERCONNECT_TEST
            - SNPN_INTERCONNECT
            - SNPN_INTERCONNECT_TEST
            - DISASTER_ROAMING
            - DISASTER_ROAMING_TEST
            - DATA_ANALYTICS_EXCHANGE
            - DATA_ANALYTICS_EXCHANGE_TEST
        - type: string

    N32ReleaseIndication:
      description: N32-f connection/context release indication
      anyOf:
        - type: string
          enum:
            - RELEASE_REESTABLISHMENT_ALLOWED
            - RELEASE_REESTABLISHMENT_NOT_ALLOWED
            - REESTABLISH
        - type: string

    ExtRedirectResponse:
      description: Extension of the redirection response
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/RedirectResponse'
        - $ref: '#/components/schemas/RedirectResponseAddInfo'

    RedirectResponseAddInfo:
      description: Additional information in the redirection response
      type: object
      properties:
        seppFqdnForDiscovery:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
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openapi: 3.0.0

info:
  version: '1.4.0'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.  
    © 2025, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
servers:
  - url: '{apiRoot}/n32f-forward/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V19.5.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.573/

paths:
  /n32f-process:
    post:
      summary:  N32-f Message Forwarding
      tags:
        - N32-f Forward
      operationId: PostN32fProcess
      parameters:
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 9110
          schema:
            type: string
        - name: Accept-Encoding
          in: header
          description: Accept-Encoding, described in IETF RFC 9110
          schema:
            type: string
        - name: 3gpp-Sbi-Message-Priority
          in: header
          description: 3gpp-Sbi-Message-Priority, defined in 3GPP TS 29.500
          schema:
            type: string
      requestBody:
        description: Custom operation N32-f Message Forwarding
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/N32fReformattedReqMsg'
      responses:
        '200':
          description: OK (Successful forwarding of reformatted message over N32-f)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/N32fReformattedRspMsg'
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 9110
              schema:
                type: string
            Content-Encoding:
              description: Content-Encoding, described in IETF RFC 9110
              schema:
                type: string
            3gpp-Sbi-Message-Priority:
              description: 3gpp-Sbi-Message-Priority, defined in 3GPP TS 29.500
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          description: Forbidden
          content:
            application/problem+json:
              schema:
                $ref: '#/components/schemas/ProblemDetailsMsgForwarding'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

    options:
      summary: Discover communication options supported by next hop (RI or SEPP)
      operationId: N32fProcessOptions
      tags:
        - N32-f Forward
      responses:
        '204':
          description: No Content
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 9110
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '405':
          $ref: 'TS29571_CommonData.yaml#/components/responses/405'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  schemas:

#
# STRUCTURED TYPES
#

    FlatJweJson:
      description: Contains the integrity protected reformatted block
      type: object
      required:
        - ciphertext
      properties:
        protected:
          type: string
        unprotected:
          type: object
        header:
          type: object
        encrypted_key:
          type: string
# The attribute name does not follow the naming conventions specified in 3GPP TS 29.501. The attribute name is kept though as defined in the current specification for backward compatibility reason.
        aad:
          type: string
        iv:
          type: string
        ciphertext:
          type: string
        tag:
          type: string

    FlatJwsJson:
      description: Contains the modification from RIs on path
      type: object
      required:
        - payload
        - signature
      properties:
        payload:
          type: string
        protected:
          type: string
        header:
          type: object
        signature:
          type: string

    N32fReformattedReqMsg:
      description: Contains the reformatted HTTP/2 request message
      type: object
      required:
        - reformattedData
      properties:
        reformattedData:
          $ref: '#/components/schemas/FlatJweJson'
        modificationsBlock:
          type: array
          items:
            $ref: '#/components/schemas/FlatJwsJson'
          minItems: 1

    N32fReformattedRspMsg:
      description: Contains the reformatted HTTP/2 response message
      type: object
      required:
        - reformattedData
      properties:
        reformattedData:
          $ref: '#/components/schemas/FlatJweJson'
        modificationsBlock:
          type: array
          items:
            $ref: '#/components/schemas/FlatJwsJson'
          minItems: 1

    DataToIntegrityProtectAndCipherBlock:
      description: HTTP header to be encrypted or the value of a JSON attribute to be encrypted
      type: object
      required:
        - dataToEncrypt
      properties:
        dataToEncrypt:
          type: array
          items: {}
          minItems: 1
    DataToIntegrityProtectBlock:
      description: Data to be integrity protected
      type: object
      properties:
        metaData:
          $ref: '#/components/schemas/MetaData'
        requestLine:
          $ref: '#/components/schemas/RequestLine'
        statusLine:
          type: string
        headers:
          type: array
          items:
            $ref: '#/components/schemas/HttpHeader'
          minItems: 1
        payload:
          type: array
          items:
            $ref: '#/components/schemas/HttpPayload'
          minItems: 1
    RequestLine:
      description: >
        Contains the request line of the HTTP API request being reformatted and forwarded over N32-f
      type: object
      required:
        - method
        - scheme
        - authority
        - path
        - protocolVersion
      properties:
        method:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/HttpMethod'
        scheme:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UriScheme'
        authority:
          type: string
        path:
          type: string
        protocolVersion:
          type: string
        queryFragment:
          type: string
        pathQueryProtectInd:
          type: array
          items:
            $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/IeLocation'
          minItems: 1
          maxItems: 2
    HttpHeader:
      description: Contains the encoding of HTTP headers in the API request / response
      type: object
      required:
        - header
        - value
      properties:
        header:
          type: string
        value:
          $ref: '#/components/schemas/EncodedHttpHeaderValue'
    HttpPayload:
      description: Contains the encoding of JSON content in the API request / response
      type: object
      required:
        - iePath
        - ieValueLocation
        - value
      properties:
        iePath:
          type: string
        ieValueLocation:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/IeLocation'
        value:
          type: object
    MetaData:
      description: Contains the meta data information needed for replay protection
      type: object
      required:
        - n32fContextId
        - messageId
        - authorizedIpxId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        messageId:
          type: string
        authorizedIpxId:
          type: string
        riFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
    Modifications:
      description: Information on inserting of the modifications entry
      type: object
      required:
        - identity
      properties:
        identity:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        operations:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
          minItems: 1
        tag:
          type: string
    IndexToEncryptedValue:
      description: Index to the encrypted value
      type: object
      required:
        - encBlockIndex
      properties:
        encBlockIndex:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
    EncodedHttpHeaderValue:
      description: HTTP header value or index to the HTTP header value
      oneOf:
        - type: string
        - $ref: '#/components/schemas/IndexToEncryptedValue'

    ProblemDetailsMsgForwarding:
      description: N32-f message forwarding Error Detail
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/AdditionInfoMsgForwarding'

    AdditionInfoMsgForwarding:
      description: Problem Details extensions for N32-f message forwarding
      properties:
        suggestedStatusCode:
          type: integer
        suggestedProblemDetails:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        riErrorInformation:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/RiErrorInformation'

#
# SIMPLE TYPES
#

#
# ENUMS
#
[bookmark: _Toc24986461][bookmark: _Toc34205889][bookmark: _Toc39062073][bookmark: _Toc43277315][bookmark: _Toc49847645][bookmark: _Toc56419626][bookmark: _Toc112683433][bookmark: _Toc168306992][bookmark: _Toc200979240][bookmark: _Hlk168306299][bookmark: _Hlk214967664]A.4	SEPP Telescopic FQDN Mapping API
openapi: 3.0.0

info:
  version: '1.3.0'
  title: 'SEPP Telescopic FQDN Mapping API'
  description: |
    SEPP Telescopic FQDN Mapping Service.  
    © 2025, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

servers:
  - url: '{apiRoot}/nsepp-telescopic/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

externalDocs:
  description: 3GPP TS 29.573 V19.5.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.573/

paths:
  /mapping:
    get:
      summary: Maps an FQDN to/from a telescopic FQDN
      operationId: GetTelescopicMapping
      tags:
        - Telescopic Mapping (Document)
      parameters:
        - name: foreign-fqdn
          in: query
          description: FQDN of the NF in the foreign PLMN
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        - name: telescopic-label
          in: query
          description: Telescopic Label
          schema:
            type: string
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/TelescopicMapping'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  schemas:

#
# STRUCTURED TYPES
#

    TelescopicMapping:
      description: Contains the Telescopic mapping data
      type: object
      properties:
        telescopicLabel:
          type: string
        seppDomain:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        foreignFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'

#
# SIMPLE TYPES
#

#
# ENUMS
#
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Examples of N32-f Encoding
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This Annex provides some example encodings of HTTP/2 request and response messages initiated by NF service consumer / producer when they are reformatted and sent over N32-f
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Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some content part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has no multipart/related binary content.
-	The headers and content that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <domain-level FQDN of the RI provider>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2>,
        "ieValueLocation": "BODY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of HTTP header 2>,
      <value of payload 2>
    ]
}
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Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some content part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has two multipart/related binary content out of which one binary content needs to be integrity protected and ciphered while the other is only required to be integrity protected.
-	The headers and content that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <domain-level FQDN of the RI provider>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <BASE 64 encoded byte array of the binary part>
      }
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

NOTE:	The "iePath" for Content Type or data is a virtual path, which actually refers to the "Content-Type" and "data" in multipart body.
[bookmark: _PERM_MCCTEMPBM_CRPT57490011___7]EXAMPLE:	If the input HTTP message contains multipart binary part, as:

POST /example.com/namf-comm/v1/ue-contexts/{ueContextId}/n1-n2-messages HTTP/2
Content-Type: multipart/related; boundary=----Boundary
Content-Length: xyz

------Boundary
Content-Type: application/json

{
    "n2InfoContainer": {
      "n2InformationClass": "SM",
      "smInfo": {
        "pduSessionId": 5,
        "n2InfoContent": {
          "ngapIeType": "PDU_RES_SETUP_REQ",
          "ngapData": {
            "contentId": "n2msg"
          }
        }
      }
    },
    "pduSessionId": 5
}
------Boundary
Content-Type: application/vnd.3gpp.ngap
Content-Id: n2msg

{ … N2 Information binary data …}
------Boundary

the binary content needs to be integrity protected will be formatted, as:

"payload":
  [
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contentId",
      "ieValueLocation": "BODY",
      "value": "n2msg"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contenttype",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": "application/vnd.3gpp.ngap"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/data",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": <BASE 64 encoded byte array of N2 Information binary data >
    }
  ]

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of HTTP header 2>,
      <byte array containing BASE 64 encoding of the binary part>
    ]
}
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Consider the following example:
POST /nNf-service1/v1/(ueId)/service-operation-1?ue-loc={ueLocation}&query2={value of query parameter 2}

in the above HTTP request,
-	One Variable in URI path of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. the UE ID.
-	One URI query parameter of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. UE location.
-	The headers and content in the input HTTP/2 message need to be only integrity protected.
The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}

The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <domain-level FQDN of the RI provider>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": "/nNf-service1/v1/{"encBlockIndex":1}/service-operation-1",
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": "ue-loc={"encBlockIndex":2}&query2={value of query parameter 2}",
      "pathQueryProtectInd": [ "URI_PATH", "URI_PARAM" ]
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"headerval": <string carrying value of the header>}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of {ueId}>,
      <value of {ueLocation}>
    ]
}
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End to end call flows when SEPP is on path
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This Annex provides an informative reference for how the end to end call flow works when the NF service consumer and the NF service producer are in different PLMNs and SEPP is involved on path.
The following clauses explain how the HTTP messages are forwarded between NF services in two PLMNs via the SEPP. In these clauses, the following aspects are not shown to avoid cluttering of the figures and procedure:
-	Resolution of FQDN into an IP address using DNS. TCP / TLS connection for sending the HTTP/2 messages is initiated towards the IP address obtained from DNS resolution.
When https URI scheme is used, TLS protection between the Network Function and the SEPP may rely on using telescopic FQDN or 3gpp-Sbi-Target-apiRoot header. See clause 6.1.4.3 of 3GPP TS 29.500 [4].
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The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is TLS;
-	"http" scheme URI is used between the NF service consumer and NF service producer; and
-	"http" scheme URI is used for accessing NRF's NF discovery service.
NOTE:	There may be one or more RI(s), offering only IP routing serving without content modification or observation of the information, in between the SEPPs.
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Figure C.2.1.2-1: End to end call flow when http scheme URI is used and TLS security without the 3gpp-Sbi-Target-apiRoot header used is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use TLS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access the Nnrf_NFDiscovery service.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
5.	The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2.
6.	The p-SEPP forwards the NF discovery request to the p-NRF.
7.	The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme. The FQDN of the NF service is an inter PLMN FQDN.
8.	The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP.
9.	The c-SEPP forwards the NF discovery response to c-NRF.
10.	The c-NRF sends the NF discovery response to NF service consumer.
11.	The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF service consumer initiates a HTTP message (as supported by the NF service producer API) using "http" scheme URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
12.	The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2.
13.	The p-SEPP forwards the HTTP service request to the NF service producer.
14.	The NF service producer sends the HTTP service response.
15.	The p-SEPP forwards the HTTP service response within TLS tunnel to the c-SEPP.
16.	The c-SEPP forwards the HTTP service response to the NF service consumer.
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Figure C.2.1.3-1: End to end call flow when http scheme URI is used and TLS security with the 3gpp-Sbi-Target-apiRoot header used is used between SEPPs
1.	Same as step 1 of Figure C.2.1.2-1.
2.	Same as step 3 of Figure C.2.1.2-1
3.	Same as step 4 of Figure C.2.1.2-1
4.	The c-SEPP setups a TLS connection with the authoritative server for the p-SEPP FQDN (in the apiRoot of the Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongs to the authoritative server of the p-SEPP. The c-SEPP is configured with the p-SEPP FQDN.
5.	The c-SEPP sets the apiRoot in the request URI with the apiRoot of the p-SEPP, inserts the 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the p-NRF, and sends the request towards p-SEPP.
6.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the apiRoot of the p-SEPP FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Sbi-Target-apiRoot header, and then seeing that the URI scheme of the NF discovery service of the p-NRF is "http", the p-SEPP forwards the NF discovery request to the p-NRF.
7 to 11.	Same as steps 7 to 11 of Figure C.2.1.2-1.
12.	The c-SEPP sets the apiRoot of the p-SEPP FQDN in the request URI, inserts the 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the p-NF, and sends the request towards p-SEPP.
13.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the apiRoot of the p-SEPP FQDN in the request URI with the apiRoot of the p-NF received in the 3gpp-Sbi-Target-apiRoot header and then seeing that the URI scheme of the NF service producer is "http", the p-SEPP forwards the request to the p-NF.
13 to 16. Same as steps 13 to 16 of Figure C.2.1.2-1.
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The following figures show the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is TLS;
-	"https" scheme URI is used between the NF service consumer and NF service producer;
-	"https" scheme URI is used for accessing NRF's NF discovery service; and
-	TLS protection between NF and SEPP relies on using telescopic FQDN or 3gpp-Sbi-Target-apiRoot header.
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Figure C.2.2.2-1: End to end call flow when https scheme URI is used, telescopic FQDNs are used between NF and SEPP and TLS security without the 3gpp-Sbi-Target-apiRoot header is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use TLS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "https" scheme URI to access the Nnrf_NFDiscovery service. This implies that the NF service consumer sets up a TLS connection to the c-NRF and then sends the HTTP request over the TLS connection to the c-NRF.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF has to verify that the certificate presented by the endpoint of the TLS connection belongs to the authoritative server of the p-NRF, a telescopic FQDN with wildcarded certificate scheme mechanism is specified in 3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-SEPP).
5.	The c-NRF forwards the NF discovery request in this TLS connection.
6.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the telescopic FQDN in the request URI with the FQDN of the p-NRF and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF discovery service of the p-NRF is in the request URI "https", the p-SEPP sets up a TLS connection with the p-NRF.
8.	The p-SEPP forwards the NF discovery request to the p-NRF.
9.	The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service URI with "https" scheme. The FQDN of the NF service is an inter PLMN FQDN.
10.	The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 to the c-SEPP. The p-SEPP may replace the inter PLMN FQDN of the NF service producer's API endpoint with a label representing that FQDN. The p-SEPP re-maps the label with the NF service producer's API endpoint in step 17.
11.	The c-SEPP upon receiving the HTTP response message for NF discovery response, within the TLS tunnel in step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's API endpoint in the NF service profile with the FQDN of the c-SEPP, to form a telescopic FQDN as specified in clause 28.5.2 of 3GPP TS 23.003 [19]. The c-SEPP may replace the label part of the telescopic FQDN with a label of it's own significance. The p-SEPP re-maps the label in step 16.
12.	The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the telescopic FQDN.
13.	The c-NRF sends the NF discovery response to NF service consumer.
14.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. The NF service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. c-SEPP) received in step 13.
15.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP.
16.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the telescopic FQDN in the request URI the FQDN of the NF service producer and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
17.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF service producer in the request URI is "https", the p-SEPP sets up a TLS connection with the NF service producer. The p-SEPP also replaces callback URI and link relations within the extracted HTTP message with a telescopic FQDN containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
18.	The p-SEPP forwards the HTTP request to the NF service producer.
19.	The NF service producer sends the HTTP response within the TLS connection.
20.	The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP.
21.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel setup in step 2, forwards the response to the NF service consumer. The c-SEPP replaces callback URI and link relations within the extracted HTTP response message with a telescopic FQDN containing the FQDN of the c-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
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Figure C.2.2.3-1 End to end call flow when https scheme URI is used, 3gpp-Sbi-Target-apiRoot header is used between NF and SEPP and TLS security without the 3gpp-Sbi-Target-apiRoot header is used between SEPPs
1.	Same as step 1 of Figure C.2.2.2-1.
2.	Same as step 2 of Figure C.2.2.2-1.
3.	Same as step 3 of Figure C.2.2.2-1
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. The c-NRF setups a TLS connection with the authoritative server for the SEPP FQDN (in the apiRoot of the Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongs to the authoritative server of the c-SEPP. The c-NRF is configured with the c-SEPP FQDN, or the c-SEPP registered to the c-NRF (including c-SEPP FQDN in its profile).
5.	The c-NRF forwards the NF discovery request in this TLS connection, including an 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the p-NRF.
6.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the apiRoot of the SEPP FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Sbi-Target-apiRoot header and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF discovery service of the p-NRF is "https", the p-SEPP sets up a TLS connection with the p-NRF.
8.	Same as step 8 of Figure C.2.2.2-1
9.	Same as step 9 of Figure C.2.2.2-1
10.	Same as step 10 of Figure C.2.2.2-1
11, 12.	The c-SEPP forwards the NF discovery response to c-NRF.
13.	Same as step 13 of Figure C.2.2.2-1
14.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. Since the URI of the p-NF contains an authority of a remote PLMN, the NF service consumer sets up a TLS connection with the authoritative server for the SEPP FQDN (i.e. c-SEPP). The c-NF is configured with the c-SEPP FQDN, or the c-NF discovers the c-SEPP FQDN by querying the c-NRF.
15.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP, including a 3pp-Sbi-Target-apiRoot header set to the apiRoot of the p-NF.
16.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the apiRoot of the SEPP FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Sbi-Target-apiRoot header and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
17.	The p-SEPP extracts the HTTP message received on the TLS connection and then seeing that the URI scheme of the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer.
18.	Same as step 18 of Figure C.2.2.2-1
19.	Same as step 19 of Figure C.2.2.2-1
20.	Same as step 20 of Figure C.2.2.2-1
21.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel setup in step 2, forwards the response to the NF service consumer.
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Figure C.2.2.4-1: End to end call flow when https scheme URI is used, telescopic FQDNs are used between NF and SEPP and TLS security with the 3gpp-Sbi-Target-apiRoot header is used between SEPPs
1.	Same as step 1 of Figure C.2.2.2-1.
2.	Same as step 3 of Figure C.2.2.2-1.
3.	Same as step 4 of Figure C.2.2.2-1.
4. Same as step 5 of Figure C.2.2.2-1
5.	The c-SEPP setups a TLS connection with the authoritative server for the p-SEPP FQDN (in the apiRoot of the Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongs to the authoritative server of the p-SEPP. The c-SEPP is configured with the p-SEPP FQDN.
6.	The c-SEPP sets the apiRoot in the request URI with the apiRoot of the p-SEPP, inserts the 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the p-NRF derived from the telescopic FQDN received in step 4, and sends the request towards p-SEPP.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the apiRoot of the p-SEPP FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Sbi-Target-apiRoot header, and then seeing that the URI scheme of the NF discovery service of the p-NRF is "https", the p-SEPP sets up a TLS connection with the p-NRF.
8 to 15.	Same as steps 8 to 15 of Figure C.2.2.3-1.
16.	The c-SEPP extracts the HTTP request from the TLS connection, sets the apiRoot of the p-SEPP FQDN in the request URI, inserts the 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the p-NF derived from the telescopic FQDN received in step 15, and sends the request towards p-SEPP.
17.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the apiRoot of the p-SEPP FQDN in the request URI with the apiRoot of the p-NF received in the 3gpp-Sbi-Target-apiRoot header and then seeing that the URI scheme of the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer.
18 to 21.	Same as steps 18 to 21 of Figure C.2.2.2-1
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Figure C.2.2.5-1: End to end call flow when https scheme URI is used, 3gpp-Sbi-Target-apiRoot header is used between NF and SEPP and TLS security with the 3gpp-Sbi-Target-apiRoot header is used between SEPPs
1.	Same as step 1 of Figure C.2.2.3-1.
2.	Same as step 3 of Figure C.2.2.3-1
3.	Same as step 4 of Figure C.2.2.3-1
4.	Same as step 5 of Figure C.2.2.3-1.
5.	The c-SEPP setups a TLS connection with the authoritative server for the p-SEPP FQDN (in the apiRoot of the Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongs to the authoritative server of the p-SEPP. The c-SEPP is configured with the p-SEPP FQDN.
6.	The c-SEPP sets the apiRoot in the request URI with the apiRoot of the p-SEPP and sends the request towards p-SEPP including the 3gpp-Sbi-Target-apiRoot header received in step 4.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the apiRoot of the p-SEPP FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Sbi-Target-apiRoot header, and then seeing that the URI scheme of the NF discovery service of the p-NRF is "https", the p-SEPP sets up a TLS connection with the p-NRF.
8 to 15.	Same as steps 8 to 15 of Figure C.2.2.3-1.
16.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the apiRoot of the c-SEPP FQDN in the request URI with the apiRoot of the p-SEPP, and sends the request towards p-SEPP including the 3gpp-Sbi-Target-apiRoot header received in step 15.
17.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the apiRoot of the p-SEPP FQDN in the request URI with the apiRoot of the p-NF received in the 3gpp-Sbi-Target-apiRoot header and then seeing that the URI scheme of the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer.
18 to 21.	Same as steps 18 to 21 of Figure C.2.2.2-1
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The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is "PRINS";
-	"http" scheme URI is used between the NF service consumer and NF service producer; and
-	"http" scheme URI is used for accessing NRF's NF discovery service.




Figure C.3.1-1 End to end call flow when http scheme URI is used and "PRINS" security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use "PRINS" as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If RIs are deployed between the c-SEPP and p-SEPP, the TLS connection is set up hop by hop with the authoritative server of the next hop.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access the Nnrf_NFDiscovery service.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
5.	The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header.
6.	The p-SEPP forwards the NF discovery request to the p-NRF.
7.	The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme. The FQDN of the NF service is an inter PLMN FQDN.
8.	The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.
9.	The c-SEPP forwards the NF discovery response to c-NRF.
10.	The c-NRF sends the NF discovery response to NF service consumer.
11.	The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF service consumer initiates a HTTP message (as supported by the NF service producer API) using "http" scheme URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
12.	The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header.
13.	The p-SEPP forwards the HTTP service request to the NF service producer.
14.	The NF service producer sends the HTTP service response.
15.	The p-SEPP forwards the HTTP service response within TLS tunnel to the c-SEPP using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.
16.	The c-SEPP forwards the HTTP service response to the NF service consumer.
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[bookmark: _Toc34205905][bookmark: _Toc39062089][bookmark: _Toc43277331][bookmark: _Toc49847666][bookmark: _Toc56419647][bookmark: _Toc112683454][bookmark: _Toc168307014][bookmark: _Toc200979262]C.3.2.1	General
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is "PRINS";
-	"https" scheme URI is used between the NF service consumer and NF service producer; and
-	"https" scheme URI is used for accessing NRF's NF discovery service; and
-	TLS protection between NF and SEPP relies on using telescopic FQDN or 3gpp-Sbi-Target-apiRoot header.
When https URI scheme is used, TLS protection between the Network Function and the SEPP may rely on using telescopic FQDN or 3gpp-Sbi-Target-apiRoot header. See clause 6.1.4.3 of 3GPP TS 29.500 [4].
[bookmark: _Toc34205906][bookmark: _Toc39062090][bookmark: _Toc43277332][bookmark: _Toc49847667][bookmark: _Toc56419648][bookmark: _Toc112683455][bookmark: _Toc168307015][bookmark: _Toc200979263]C.3.2.2	With TLS protection between NF and SEPP relying on telescopic FQDN


Figure C.3.2.2-1 End to end call flow when https scheme URI is used, telescopic FQDNs are used between NF and SEPP and "PRINS" security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use "PRINS" as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If RIs are deployed between the c-SEPP and p-SEPP, the TLS connection is set up hop by hop with the authoritative server of the next hop.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "https" scheme URI to access the Nnrf_NFDiscovery service. This implies that the NF service consumer sets up a TLS connection to the c-NRF and then sends the HTTP request over the TLS connection to the c-NRF.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF has to verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of the p-NRF, a telescopic FQDN with wildcarded certificate scheme mechanism is specified in 3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-SEPP).
5.	The c-NRF forwards the NF discovery request in this TLS connection.
6.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the telescopic FQDN in the request URI with the FQDN of the p-NRF and sends the request towards p-SEPP in the TLS tunnel setup in step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF discovery service of the p-NRF in the request URI is "https", the p-SEPP sets up a TLS connection with the p-NRF.
8.	The p-SEPP forwards the NF discovery request to the p-NRF.
9.	The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service URI with "https" scheme. The FQDN of the NF service is an inter PLMN FQDN.
10.	The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively, to the c-SEPP. The p-SEPP may replace the inter PLMN FQDN of the NF service producer's API endpoint with a label representing that FQDN. The p-SEPP re-maps the label with the NF service producer's API endpoint in step 17.
11.	The c-SEPP upon receiving the HTTP response message for NF discovery response, within the TLS tunnel in step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's API endpoint in the NF service profile with the FQDN of the c-SEPP, to form a telescopic FQDN as specified in clause 28.5.2 of 3GPP TS 23.003 [19]. The c-SEPP may replace the label part of the telescopic FQDN with a label of it's own significance. The p-SEPP re-maps the label in step 16.
12.	The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the telescopic FQDN.
13.	The c-NRF sends the NF discovery response to NF service consumer.
14.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. The NF service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-SEPP).
15.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP.
16.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the the telescopic FQDN in the request URI with the FQDN of the NF service producer and sends the request towards p-SEPP in the TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
17.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF service producer in the request URI is "https", the p-SEPP sets up a TLS connection with the NF service producer. The p-SEPP also replaces callback URI and link relations within the extracted HTTP message with a telescopic FQDN containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
18.	The p-SEPP forwards the HTTP request to the NF service producer.
19.	The NF service producer sends the HTTP response within the TLS connection.
20.	The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.
21.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel setup in step 2, forwards the response to the NF service consumer. The c-SEPP replaces callback URI and link relations within the extracted HTTP response message with a telescopic FQDN containing the FQDN of the c-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
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Figure C.3.2.3-1 End to end call flow when https scheme URI is used, 3gpp-Sbi-Target-apiRoot header is used between NF and SEPP and "PRINS" security is used between SEPPs
1.	Same as step 1 of Figure C.3.2.2-1.
2.	Same as step 2 of Figure C.3.2.2-1.
3.	Same as step 3 of Figure C.3.2.2-1.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. The c-NRF setups a TLS connection with the authoritative server for the SEPP FQDN (in the apiRoot of the Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongs to the authoritative server of the c-SEPP. The c-NRF is configured with the c-SEPP FQDN, or the c-SEPP registered to the c-NRF (including c-SEPP FQDN in its profile).
5.	The c-NRF forwards the NF discovery request in this TLS connection, including an 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the p-NRF.
6.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the apiRoot of the SEPP FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Sbi-Target-apiRoot header and sends the request towards p-SEPP in the TLS tunnel setup in step 2 and using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF discovery service of the p-NRF is "https", the p-SEPP sets up a TLS connection with the p-NRF.
8.	Same as step 8 of Figure C.3.2.2-1.
9.	Same as step 9 of Figure C.3.2.2-1.
10.	Same as step 10 of Figure C.3.2.2-1.
11, 12.	The c-SEPP forwards the NF discovery response to c-NRF.
13.	Same as step 13 of Figure C.3.2.2-1.
14.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. Since the URI of the p-NF contains an authority of a remote PLMN, the NF service consumer sets up a TLS connection with the authoritative server for the SEPP FQDN (i.e. c-SEPP). The c-NF is configured with the c-SEPP FQDN, or the c-NF discovers the c-SEPP FQDN by querying the c-NRF.
15.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP, including a 3pp-Sbi-Target-apiRoot header set to the apiRoot of the p-NF.
16.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the apiRoot of the SEPP FQDN in the request URI with the apiRoot of the p-NF received in the 3gpp-Sbi-Target-apiRoot header and sends the request towards p-SEPP in the TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Sbi-Target-apiRoot header.
17.	The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme of the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer.
18.	Same as step 18 of Figure C.3.2.2-1.
19.	Same as step 19 of Figure C.3.2.2-1.
20.	Same as step 20 of Figure C.3.2.2-1.
21.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel setup in step 2, forwards the response to the NF service consumer.
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Annex D (informative):
Withdrawn API versions
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This Annex lists withdrawn API versions of the APIs defined in the present specification. 3GPP TS 29.501 [5] clause 4.3.1.6 describes the withdrawal of API versions.
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The API versions listed in table D.2-1 are withdrawn for the N32 Handshake API.
Table D.2-1: Withdrawn API versions of the N32 Handshake API service
	API version number
	Reason for withdrawal

	1.0.0
	A backward incompatible change has been introduced in v1.0.1 to align with related stage 2 specifications. Indeed, the term "ALS" has been replaced by "PRINS" during the handshake procedure. As a consequence, the v1.0.0 must not be used in the field in order to avoid interoperability problem between roaming partners.
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Annex E (Normative):
ABNF grammar for HTTP custom headers
[bookmark: _Toc153804013][bookmark: _Toc168307021][bookmark: _Toc200979269]E.1	General
This Annex contains a self-contained set of ABNF rules, comprising the re-used rules from IETF RFCs, and the rules defined by the 3GPP custom headers defined in this specification (see clause 7.3).
This grammar may be used as input to existing tools to help implementations to parse 3GPP custom headers.
[bookmark: _Toc153804014][bookmark: _Toc168307022][bookmark: _Toc200979270]E.2	ABNF definitions (Filename:"TS29573_CustomHeaders.abnf")
; ----------------------------------------
;   RFC 5234
; ----------------------------------------

HTAB   = %x09 ; horizontal tab

SP     = %x20

DIGIT  = %x30-39 ; 0-9

ALPHA  = %x41-5A / %x61-7A ; A-Z / a-z

HEXDIG = DIGIT / "A" / "B" / "C" / "D" / "E" / "F"



; ----------------------------------------
;   RFC 9110
; ----------------------------------------

OWS   = *( SP / HTAB )

tchar = "!" / "#" / "$" / "%" / "&" / "'" / "*" / "+" / "-"
      / "." / "^" / "_" / "`" / "|" / "~" / DIGIT / ALPHA

token = 1*tchar



; ----------------------------------------
;   3GPP TS 29.573
;
;   Version: 18.7.0 (June 2024)
;
;   (c) 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
; ----------------------------------------


;
; Header: 3gpp-Connect-Req-Info
;

Sbi-Connect-Req-Info-Header = "3gpp-Connect-Req-Info:" OWS connect-purpose ";" OWS
                              orig-network-id ";" OWS sender-fqdn [ ";" OWS intended-n32-purposes ]
                              *( ";" OWS req-param ) OWS

connect-purpose             = "connect-purpose=" OWS connect-purpose-value

connect-purpose-value       =  "n32c" / token

orig-network-id             = "originating-network-id=" OWS 3DIGIT "-" 2*3DIGIT [ "-" 11HEXDIG ]

sender-fqdn                 = "sender-fqdn=" OWS 4*( ALPHA / DIGIT / "-" / "." )

intended-n32-purposes       = intended-n32-purpose *( ";" OWS intended-n32-purpose )

intended-n32-purpose        = "intended-n32-purpose=" OWS n32-purpose-value

n32-purpose-value           = "ROAMING"
                            / "INTER_PLMN_MOBILITY"
                            / "SMS_INTERCONNECT"
                            / "ROAMING_TEST"
                            / "INTER_PLMN_MOBILITY_TEST"
                            / "SMS_INTERCONNECT_TEST"
                            / "SNPN_INTERCONNECT"
                            / "SNPN_INTERCONNECT_TEST"
                            / "DISASTER_ROAMING"
                            / "DISASTER_ROAMING_TEST"
           / "DATA_ANALYTICS_EXCHANGE"
           / "DATA_ANALYTICS_EXCHANGE_TEST"
                            / token

req-param                   = req-param-name "=" OWS req-param-value

req-param-name              = token

req-param-value             = token



;
; Header: 3gpp-Connect-Resp-Info
;

Sbi-Connect-Resp-Info-Header = "3gpp-Connect-Resp-Info:" OWS resp-param *( ";" OWS resp-param ) OWS

resp-param                   = allowed-n32-purposes / p-sepp-fqdn / other-resp-param

allowed-n32-purposes         = allowed-n32-purpose *( ";" OWS allowed-n32-purpose)

allowed-n32-purpose          = "allowed-n32-purpose=" OWS n32-purpose-value

p-sepp-fqdn                  = "p-sepp-fqdn=" OWS 4*( ALPHA / DIGIT / "-" / "." )

other-resp-param             = other-resp-param-name "=" OWS other-resp-param-value

other-resp-param-name        = token

other-resp-param-value       = token

;
; Header: 3gpp-Sbi-N32-Handshake-Id
;

Sbi-N32-Handshake-Id-Header = "3gpp-Sbi-N32-Handshake-Id:" OWS n32HandshakeId OWS

n32HandshakeId              = 16HEXDIG
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Annex F (Informative):
Examples of encoding of N32-c protection policies
[bookmark: _Toc200979272]F.1	General
This clause provides examples of how protection policies are encoded in N32-c signaling.
[bookmark: _Toc200979273]F.2	Protection policies for an API with a schema without recursive non-leaf IEs
This clause provides an example of how to encode the IeList attribute in the protection policy for an API schema not using recursive data types.
For an API with the following example schema where the payload of a request or response is defined with one attribute x defined as an object X: 

Payload:
{
  x: X
}

X: 
{
    x1: integer
    x2: string
    x3: Z
}

Z: 
{
    z1: string
    z2: integer
}

The ApiIeMapping IE in the protection policy contains the following entries in the IeList array:

{
  "ieLoc":"BODY"
  "ieType":"UEID"
  "reqIe": "x/x1"
  "isModifiable": true
}

{
  "ieLoc":"BODY"
  "ieType":"OTHER"
  "reqIe": "x/x2"
  "isModifiable": false
}


{
  "ieLoc":"BODY"
  "ieType":"OTHER"
  "reqIe": "x/x3/z1"
  "isModifiable": true
}

{
  "ieLoc":"BODY"
  "ieType":"OTHER"
  "reqIe": "x/x3/z2"
  "isModifiable": false
}

[bookmark: _Toc200979274]F.3	Protection policies for an API with a schema with recursive non-leaf IEs
This clause provides an example of how to encode the IeList attribute in the protection policy for an API schema using recursive data types.
Example 1:	For an API with the following example schema where the payload of a request or response is defined with one attribute x defined as an object X and where the attribute x3 of the object X is also defined as an object X, i.e. where x3 is a recursive non-leaf IE: 

Payload:
{
  x: X
}

X: 
{
    x1: integer
    x2: string
    x3: X
}

The ApiIeMapping IE in the protection policy contains the following entries in the IeList array:

{
  "ieLoc":"BODY"
  "ieType":"UEID"
  "reqIe": "x/x1"
  "isModifiable": true
}

{
  "ieLoc":"BODY"
  "ieType":"OTHER"
  "reqIe": "x/x2"
  "isModifiable": false
}

{
  "ieLoc":"BODY"
  "ieType":"RECURSIVE_NON_LEAF"
  "reqIe": "x/x3"
  "isModifiable": true
  "ancestorIe": "x"
}

The attribute x/x3 is defined as modifiable since the x1 attribute of the data type X is defined as modifiable.
Example 2:	For an API with the following example schema where the payload of a request or response is defined with one attribute x defined as an object X and where the attribute y3 of the object Y is also defined as an object X (Recursively occurring at a lower level), i.e. where y3 is a recursive non-leaf IE: 

Payload:
{
  x: X
}

X: 
{
    x1: integer
    x2: string
    x3: Y
}

Y:
{
    y1: integer
    y2: string
    y3: X
}

The ApiIeMapping IE in the protection policy contains the following entries in the IeList array:

{
  "ieLoc":"BODY"
  "ieType":"UEID"
  "reqIe": "x/x1"
  "isModifiable": true
}

{
  "ieLoc":"BODY"
  "ieType":"OTHER"
  "reqIe": "x/x2"
  "isModifiable": false
}

{
  "ieLoc":"BODY"
  "ieType":"LOCATION"
  "reqIe": "x/x3/y1"
  "isModifiable": false
}

{
  "ieLoc":"BODY"
  "ieType":"KEY_MATERIAL
  "reqIe": "x/x3/y2"
  "isModifiable": false
}

{
  "ieLoc":"BODY"
  "ieType":"RECURSIVE_NON_LEAF"
  "reqIe": "x/x3/y3"
  "isModifiable": true
  "ancestorIe": "x"
}

The attribute x/x3/y3 is defined as modifiable since the x1 attribute of the data type X is defined as modifiable.
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