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[bookmark: _Hlk123819498]2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_6G_REQ
	SA1
	1050110
	Study on 6G Use Cases and Service Requirements



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	1080057
	Study on Architecture for 6G System
	SA2 6G study; TR 23.801-01



3	Justification
Over the past ten years, 5G technologies have significantly enriched network access methods and network services, led to a sharp increase in the user number, and enabled different kinds of network deployments (e.g. MEC, NPN). But not everything is going well, prosperity of 5G may have other meanings for operators: 
[bookmark: OLE_LINK1]-	Flexible access methods may bring complicated access management.
-	Enriched network services may bring new NFs, interfaces and control flows.
-	The surge in users (especially millions of IoT UEs) has increased the risk of network overload and signaling storms.
-	The other risks brought by big changes in network architecture (e.g. Heterogeneous network), protocol (e.g. from MAP to HTTP), services (e.g. AI, sensing) and so on.
[bookmark: OLE_LINK2]Compared to the big changes mentioned above, mechanism for disaster prevention and restoration almost stay in 3G/4G, only some patch-works are done in 5G. The robustness and resilience of the 5G network do not catch up with the quick development of 5G architecture, protocols and services. From the 2019 to 2023 public information, the reported significant outage number of each year is “3,4,7,15,15”, and the 10 million users level outage number of each year is “2,2,2,5,6”, we can see an obvious increase in outage number after 5G is deployed. Based on the situation, it is hard to believe that 5G network meet the required accident rate, i.e.,0.0001%, which is the target accident rate designed for 5G. 
Now we are at the early stage for 6G design, it is a good chance for us to take robustness and resilience into consideration and make some innovations, to make 6G disaster prevention and restoration more effective and efficient. So new study on 6G Disaster Prevention and Restoration is proposed.
Generally, the following directions are considered:
-	6G builds up a collaboration mechanism across the whole network, for monitoring, disaster prevention, disaster control, and restoration. In 5G and before, one disaster prevention or restoration mechanism is typically designed only for one particular NF (e.g. UDM, PCF, AMF), and do not consider the relations and influences between NFs network-wide. But failures of different NFs are often correlated, one abnormal NF may result in failures of other NFs. For example, UDM overload may lead to a signal storm that may affect almost all the NFs in the network, and during the UDM failure recovery, misoperation (e.g. Let UEs reconnect too fast) can also easily cause overload and failures in other NFs (e.g. AMF, SMF). Another problem is that NFs are usually lack of other NF statues. In 5G, the detection of NF status largely relies on subscription and notification mechanism of NRF. However, this indirect method has latency and inaccuracy issues.
-	6G protocol helps to improve disaster prevention and restoration. In Rel-19 we already studied protocol enhancements for disaster prevention and restoration, for example in TR 29.866, we studied to extent OCI HTTP header to mitigate HSS/UDM congestion. In 6G, when we design new protocols or enhance legacy protocols, disaster prevention and restoration should be taken into account, because protocol may be the most direct and efficient approach for network robustness and resilience.
-	6G supports seamless resilience. 6G network resilience requires to minimize service disruption during NF failures or data loss. The current situation is, when NFs (especially the database NFs, e.g., UDM, PCF, UDR) are unavailable, all the UEs are interrupted. This is not friendly to the UEs on service, how to make these UEs feel seamless resilience is valuable for operators. In order to realize seamless resilience, some alternative methods can be considered, for example NF bypass, enhanced authentication, seamless UE migration, and so on. Terminals can also use local-configured or cached context to help seamless resilience.
[bookmark: _Hlk210143123]-	6G supports failure isolation. As NF failure may have impacts on other NFs, and one service failure may also impact other services, failure isolation can help reduce the impacts. For example, in current cases, when IMS voice fails, usually the UE's data service will be affected as well, such as triggering PDU release. Another case is network sharing, how to isolate failure needs to be studied. After failure, how to restoration in isolation cases should also be considered.
-	6G supports AI+ disaster prevention and restoration. In Rel-19, SA2 have already studied NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention in TR 23700-84. In 6G, the capabilities of AI become stronger, network AI can be applicated to more scenarios and cases. 

4	Objective
The main objective of this work item proposal is to study the possible ways to improve robustness and resilience in 6G network. The following key points need to be studied:The main objective is to study resilience and restoration aspects for the 6G System, based on the service requirements developed by SA1, architecture requirements developed by SA2. Besides that, security requirements developed by SA3 and the new 6G protocols developed by CT1/3/4 should be taken into consideration.

More specifically, in the early phase of CT4 study, prior to SA2 interim agreements and conclusions being available, the CT4 work shall rely on the Architectural Assumptions and Requirements specified in Clause 4 of TR 23.801-1 and the CT4 study should not start on items dependent on network architecture until related work has reached progress.

The expected work tasks include:

WT#1:	Study and identify network failure scenarios and limitations with current restoration procedures, and their impacts as a basis to provide resilience and restoration framework for 6G services.

WT#2:	Study the 6G resiliency and restoration requirements, considering the 6G architecture (SA2 dependence), new 6G services (SA1 dependence) and new 6G protocols (CT1/3/4 dependence), including:

WT#2.1:	Map the 6G service requirements (e.g. Clause 5.6 of 3GPP TS 22.870) to 6G resilience and restoration requirements (e.g. requirement on framework, requirement on mechanisms, requirement on procedures, and etc.).
WT#2.2:	Study on resilience and restoration requirements (e.g. requirement on framework, requirement on mechanisms, requirement on procedures, and etc.) based on the identified network failure scenarios and limitations in WT#1.
WT#2.3:	Follow the studies for 6G protocols in CT1/3/4, identify new resiliency and restoration requirements (e.g. framework, mechanism, procedure, and etc.) brought by the new protocols.
WT#2.4:	Follow the studies for AI in SA2, identify possible ways for AI to help resilience and restoration (e.g. Self-healing), and also identify new challenges/requirements brought by AI (e.g. AI may participate/assist in service logic computation and provide networking policies, and bring uncertainty to the network).

WT#3:	Study on 6G resilience and restoration framework based on the requirements and 6G architecture, both control plane and user plane should be considered, the expected work includes:

WT#3.1:	Identify the resilience and restoration related network entities, define their resilience-related functions and the interfaces between them.
WT#3.2:	Study on systematic collaboration for resilience and restoration, including collaboration between network entities, and collaboration between 6GS and 5GS.
WT#3.3:	Identify the framework for user plane resilience and restoration.

WT#4:	Study on 6G resilience and restoration mechanisms, based on the framework, including:

WT#4.1:	Study on network failure prevention, including:
WT#4.1.1: Eliminating single points of failure (e.g. through adequate redundancy).
WT#4.1.2:	 Enhance failure perception, assessment, and the timely supervision.
WT#4.1.3: Enhance NF overload control.

WT#4.2:	Study on network failure control, including:
WT#4.2.1:	 Failure isolation between networks/operators (e.g. IMS and core network, core network and edge network, network sharing operators).
WT#4.2.2:	 Service maintenance for existing users in case of network failure.
WT#4.2.3:	 Stability of services provided by the edge network in case of abnormal transmission occurring between the core network and the edge network.
WT#4.2.4: User migration in case of network failure.
WT#4.2.5:	 Prevention of signal storm (e.g. Seamless Data Centre switch, as described in Clause 6.5 of 3GPP TS 22.870).

WT#4.3:	Study on network failure recovery, including:
WT#4.3.1: Zero-outage network to fulfill different service reliability requirement (e.g. Quick recovery for high priority services).
WT#4.3.2: Rapid network recovery and continuity during emergency situations (e.g. Natural disasters or large-scale outages).
WT#4.3.3: Interoperability and coordination among different network operators in case of network outage.

WT#5:	Study on 6G resilience and restoration procedures, based on the framework and mechanisms, including:

WT#5.1:	Study to build up data flows for resilience and restoration mechanisms.
WT#5.2:	Study to build up data flows for resilience and restoration collaborations.



-	Study and identify NF failure scenarios and limitation with current restoration procedure and their impact as a basis to provide resilience and restoration framework for 6G services.
-	Study the 6G resiliency and restoration requirements considering the 6G architecture and new 6G services.
-	Study possible ways to build up a systematic collaboration mechanism, for disaster prevention, disaster control, and restoration, including:
-	Study possible ways for NFs to collaborate for disaster prevention (e.g. quick find of possible risk, quick risk elimination, overload control), disaster control (e.g. prevent outage expand, mitigate outage) and restoration (e.g. smooth network recovery), both control plane and user plane should be considered
-	Study possible ways for NF to exchange information (e.g. load information) for collaboration.
-	Study passible ways for protocol to help improving disaster prevention and restoration, including:
-	Study if the current protocol can be enhanced for disaster prevention and restoration.
-	Follow the studies for 6G protocols, consider the impacts of the new protocols to disaster prevention and restoration, study possible ways for the 6G candidate protocols to help disaster prevention and restoration.
-	Study possible ways for seamless resilience:
-	Study how to bypass certain procedures or interactions for registered UE, with cached context or local configuration, to maintain basic service continuity in the NF failure cases.
-	Study how to bypass certain procedures or interactions for registered UE by a network disaster prevention platform or Network Restoration Control Function (the Platform or Function may have the context) in the NF failure cases.
-	Study how to bypass certain NF in the NF failure cases.
-	Study possible ways for failure isolation, including:
-	Study how to isolate the failure and maintain data services, when IMS services fail, or the other way around.
-	Study how to isolate the failure in network shared by different operators.
-	Study how to isolate the failure between core network and the edge network.
-	Study how to conduct restoration in isolation cases, when network failure is over.
-	Study possible ways for AI to help disaster prevention and restoration:
-	Study how the procedures of disaster prevention and restoration can be assisted by AI. For example, AI helps to find risk point in network operation, AI helps to balance NF load, AI helps to find abnormal in network and give warning ahead, and so on.
5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}
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