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Abstract: 

This document captures the objectives proposed to be studied by the CT4 SID on Resilience and Reliability for 6G system. Revision marks identify the proposed changes to the initial version (C4-254103) of the SID discussed during CT4#131.


4	Objective
[bookmark: _Hlk209715782]The objective is to study the stage 2 restoration aspects within the core network of 6G system, based on the service requirements developed by SA1, architecture requirements developed by SA2, security requirements developed by SA3, and new radio access technologies developed by RAN.

The CT4 study can be carried out should be based on SA2 agreements documented in TR 23.801-1 with the following assumptions:.
· in early phase, CT4 work can analyzecollect and specify of all the existing limitations, challenges and learnings concerning the rResilience and rReliability in 4G/5G Nnetworks in order to provide some necessary requirements/inputs for stage 2 study on network resilience and reliability in the next generation network6G.
· [bookmark: OLE_LINK21][bookmark: OLE_LINK2]prior to SA2 or SA3 interim agreements and conclusions being available, the CT4 work on new resilience and reliability solution shall rely on the Architectural Assumptions and Requirements specified in clause 4 of TR 23.801-1 and the CT4 study should not start on items dependent on SA2 or SA3 requirements until related stage 2 work has reached progress. Any resilience and reliability mechanism introduced by SA2 or SA3 should also be factored into CT4 study and coordinate with other groups.

The expected work may include:
WT#1: Study on the network resilience and reliability requirements for the 6G system, including:
 WT#1.1: review the gaps, limitations and summarization on the challenges, and identify the learnings, as well as referenceable and replicable network resilience and reliability solutions/mechanisms from existing networks (e.g., 5GS, IMS)., which is intended to provide reference and support for better conducting research on 6G resilience and reliability recovery mechanisms, for instance:
identify whether there are and which inconsistencies exist in the network restoration solution defined in existing network.
identify whether there are and which scenarios lacking network resilience and restoration solutions exist in current network.
identify the referenceable and replicable network resilience and restoration solutions/mechanisms in existing network.

WT#1.2: analyse potential new requirements on network resilience and reliability to support 6G network architecture, 6G services and scenarios, 6G capabilities (including enabling the use of AI) and 6G protocols based on stage 2 progress.
The expected key issues may include:

1. [bookmark: OLE_LINK3][bookmark: OLE_LINK51][bookmark: OLE_LINK13]Summarization on the challenges, learnings, referenceable and replicable network resilience and reliability solutions/mechanisms from existing network (e.g., 5GS, IMS). For instance:
· identify whether there are and which inconsistencies exist in the network restoration solution defined in existing network.
· identify whether there are and which scenarios lacking network resilience and restoration solutions exist in current network.
· identify the referenceable and replicable network resilience and restoration solutions/mechanisms in existing network.
[bookmark: OLE_LINK8]WT#2: Study on the unified systematic network resilience and reliability framework for the 6G system.
WT#3: Study on 6G network failure prevention for network robustness and resilience, including:
[bookmark: OLE_LINK15][bookmark: OLE_LINK5]study on which aspects should be considered in network resilience and reliability framework for 6G system. (e.g., network multi-layered reliability, NF resilience, interface reliability, co-existence of multi-networks, network stateless)

[bookmark: OLE_LINK20]WT#3.1: study on the potential solutions systematic and mechanisms for failure/outage monitoring, perception and, aAssessment and prevention and fault localization mechanism, including. leveraging capabilities introduced in 6G based on SA2 progress, E.g., AI, AI agent, etc.

WT#3.2: study on the potential solutions and mechanisms for end-to-end network load control within core network.


WT#4: Study on the 6G network failure handling when failure/outage occurs to limit the impacts, including:
WT#4.1: study on end-to-end network overload control within core network.
WT#4.2: study on the systematic rapid failure locating.
[bookmark: OLE_LINK11]WT#4.3: study on the systematic failure isolation design to reduce fault propagation between different network layers/domains. e.g., failure detection and isolation between
a. the bearer network (Layer-2) and core network (Layer-3 and onwards);
NOTE: 	 (cooperation between 3GPP and ITU/IETF may be needed.)
b. the IMS network and 65G coreS network.
c. the centralizedore/public network and the localized network.
d. the sub-systemdifferent NFs within the 6G network.
WT#4.4: study on procedure optimization for the 6G, based on the standard procedures specified by stage 2.
WT#4.5: study on whether and how to leverage capabilities introduced in 6G based on SA2 progress to improve the network failure handling efficiency, E.g., AI, AI agent, etc.

WT#5: Study on the 6G network failure recovery to support seamless service, including:
WT#5.1: study on rapid NF or service recovery.
WT#5.2: study on how to handle the massive signaling connection during/after a failure recovery.
[bookmark: OLE_LINK1]WT#5.3: study on how to ensure the stability of services provided by the localized network in case of abnormal transmission occurring between the corepublic network and the localized network.
WT#5.4: study on whether and how to ensure the bottom-line network reliability for 6G system to enablesure the basis and high priority network servicesavailability.
Study on the network restoration procedures and mechanisms for the 6G system, including:
· study on the restoration procedures and mechanisms of control plane, user plane within the core network for 6GS.
· study on the restoration procedures and mechanisms within the IMS network for 6GS.
· study on the potential restoration procedures and mechanisms impacts considering the new protocols that introduced in 6GS (e.g., new control plane protocol, new NAS, new user plane protocol, new data plane protocol).
· study on the restoration procedures and mechanisms of interaction between 6GS and existing 5G network.
· Study on how to address the doubled instantaneous signaling impact caused by the surge in connection density and diversified terminals.
Study on the network resilience and reliability mechanisms to support AI agent, immersive communication.

The progress and results of 3GPP TR 22.870(SA1 study), TR 23.801-1(SA2 study) and TR 33.xxx(SA3 study) shall be taken into account and if preliminary mechanism consensus is reached in CT4 during the study, CT4 may send LS to stage 2 for provide some necessary requirements/inputs for stage 2 on network resilience and reliability in 6G system.
The conclusions of this study will form the basis for the normative work and for any further study.
