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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Editor’s Note: This clause contains some background information for the study.
1
Scope

The present document studies security enhancements to 5GS that are required to fulfil Stage-1 service requirements in vertical domains defined in TS 22.261 [1] and TS 22.104 [2] and addresses the solutions described by TR 23.734 [3] and TR 23.725 [4] studies.  

Potential security requirements are provided and possible security architecture enhancements to 5GS in vertical domains are proposed that support these security requirements.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[0]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[1]
TS 22.261: "Service requirements for next generation new services and markets"

[2]
TS 22.104: "Service requirements for cyber-physical control applications in vertical domains"

[3]
TR 23.734: "Study on enhancement of 5GS for Vertical and LAN Services"

[4]

TR 23.725: "Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5G Core network (5GC)
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [0] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [0].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [0] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [0].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Security aspects in the 5G System to enable enhanced support of Vertical and LAN Services 
Editor’s Note: This clause contains a high-level overview of the Vertical and LAN Services features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key Issues related to security for standalone Non-Public Networks

5.1.X
Key Issue #1.X: <Key Issue Name>

5.1.X.1
Key issue details

5.1.X.2
Security threats

5.1.X.3
Potential security requirements
5.2
Key Issues related to Security aspects on interworking between NPN and PLMN

5.2.1
Key Issue #2.1: Authentication and Authorization for Interworking, Roaming between NPN and PLMN 
5.2.1.1
Key issue details

There is a need for 5GS to support non-public operations for an enterprise using Non Public Networks (NPN) deployed in plants or factories. The envisioned deployment options for NPN are: standalone, hosted by a PLMN or a slice from a PLMN. 

The purpose of this key issue is to identify specific issues for authentication and authorization when a UE needs to access and obtain services offered from a PLMN via a NPN and vice versa. Where a roaming agreement between a PLMN operator and an NPN operator allow, it need to be studied what security model could be adopted with authentication in both networks or authentication in only one of the networks, e.g. if a PLMN need to authenticate a UE for network access and to grant service over PLMN network.
In this key issue, a UE authentication with a PLMN (using credentials needed for PLMN) is called "PLMN Authentication" and with NPN (using credentials needed for NPN) is called "NPN Authentication". 

This key issue assumes that:

-
Authentication methods, identities, credentials for PLMN access are 3GPP only. 


-
NPN may or may not be considered trusted by PLMN.


-
PLMN is considered trusted by NPN.
- 
PLMN Authentication is mandatory to access PLMN offered services via NPN.

The security aspects of authentication and authorization for PLMN and NPN interworking and roaming (including simultaneous access) are as follows:

-
The UE identifier used for NPN Authentication.

- 
The NPN Authentication may use 3GPP or non 3GPP based credentials (e.g. using the EAP framework). 

- 
When a UE is already authenticated/registered with the PLMN, an additional NPN authentication may or may not be performed to access and obtain NPN services via the PLMN.

- 
Standardized secure interface between the authentication anchor in the PLMN (e.g. AMF/SEAF) and the Authentication server in NPN (e.g. AUSF/UDM, AAA).

- 
Standardized secure interface between the authentication anchor in the NPN (e.g. AMF/SEAF) and the Authentication server in PLMN (i.e. AUSF/UDM).
5.2.1.2
Security threats

The 5GLAN services are different from the public network services, the system should provide a mutual authentication and authorization mechanism to ensure that these 5GLAN services will be provided to only the UE’s subscribed to the 5GLAN group. If the 5GLAN UE is not authenticated and authorized, then any illegitimate UE may get the 5GLAN-type services provided by 5GLAN group which were not subscribed to these services. It can also lead to risk of theft of service and Denial of Service against the 5GLAN group communication. 
5.3.1.3
Potential security requirements

Access of UEs to NPN offered services via PLMN unauthorized by NPN and/or PLMN.  

Access of UEs to PLMN offered services via NPN unauthorized by NPN and/or PLMN.  
5.3
Key Issues related to Security for 5G LAN services

5.3.1
Key Issue #3.1: Authentication and Authorization of UE in 5GLAN communication
5.3.1.1
Key issue details

TR 23.734, Clause 5.4.1 [3] describes a key issue #5: 5GLAN Group Management, which raises an issue on “how to authorize a UE for 5GLAN communication”. Also Figure 6.14.2-2 [3] depicts the procedure for 5GLAN group discovery and configuration through registration. 
Therefore, this new key issue is proposed to provide necessary detailed security procedures in order to support authentication and authorization for 5GLAN group communication. If this issue is not addressed, it may lead any illegitimate UE to gain access to the 5GLAN type services without any authentication and authorization.

Editor Note’s: This key issue needs to be aligned after SA2 has concluded on this topic.
5.3.1.2
Security threats

The 5GLAN services are different from the public network services, the system should provide a mutual authentication and authorization mechanism to ensure that these 5GLAN services will be provided to only the UE’s subscribed to the 5GLAN group. If the 5GLAN UE is not authenticated and authorized, then any illegitimate UE may get the 5GLAN-type services provided by 5GLAN group which were not subscribed to these services. It can also lead to risk of theft of service and Denial of Service against the 5GLAN group communication.

5.3.1.3
Potential security requirements

Mutual authentication mechanism between 5GLAN UE and 5GLAN group shall be supported.
Authorization of 5GLAN UE’s for 5GLAN-type services in 5GLAN group shall be supported.
5.4
Key Issues related to Security for TSN and 5GS interaction

5.4.1
Key Issue #4.1: Protection of interfaces that 5GS interact with TSN 
5.4.1.1
Key issue details

According to TR 23.734 [3], 5GS may integrate with Time Sensitive Networking (TSN). The 5GS may provide multiple interfaces to external services/networks that can be used for TSN integration, such as N5, N6, N33 and N60. The interfaces interact with TSN need to be properly protected.
5.4.1.2
Security threats

In case the interfaces interact with TSN lack confidentiality, integrity and replay protection, it will be possible for an attacker to eavesdrop, modify data and replay packets.
5.3.1.3
Potential security requirements
The interfaces interacting with TSN shall support confidentiality, integrity and replay protection.
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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