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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Editor’s Note: This clause contains some background information for the study. 

The present document uses the term "false base station" in general to denote wireless devices that impersonate genuine base stations. 
False base stations are also popularly known as IMSI catchers. While one of their initial attacks was to catch subscribers' IMSIs, more advancements have happened since - not only to the false base stations technologies, but also to the mobile network security. 

Today, the capabilities of false base stations vary depending upon whether the mobile network is GPRS, UMTS, LTE, or 5G. The 5G system in particular has already made significant improvements to combat false base stations, the improvements like SUPI concealment, guaranteed GUTI refreshment, protected redirections, and a general informative detection framework. There are also other security features that the 5G security inherited from earlier generations like mutual authentication between UE and network, integrity protected signalling, and secure algorithm negotiations.

1
Scope

Study the potential threats and privacy issues associated with false base station scenarios.
Identify the potential solutions for mitigating the risks caused by false base station.
2
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3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

Security overview of 5G system against false base stations

Editor’s Note: This clause contains a high-level overview of the 5GFBS features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.

The present document investigates key-issues and solutions that will potentially enhance 5G system's resistance to false base stations even further. The 5GC and NR/gNB are in the scope of the present document, and E-UTRA/ng-eNB is out of the scope.
The key-issues and solutions in the present document should state which of the following security and privacy areas they address:
#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

#3
Rogue services: attempts to deliver unathorized or unsolicited services (e.g., SMS and calls) to the UEs.

#4
Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.

Editor's Note: The above security and privacy areas list is preliminary, therefore non-exhaustive and subject to change.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key Issue #1: Security of unprotected unicast messages

5.1.1
Key issue details

This key issue covers both the uplink and downlink unicast message which could be sent unprotected. An example of unprotected uplink message is RRC UECapabilityInformation, and examples of unprotected downlink messages are RRC UECapabilityEnquiry, and REJECTs in RRC/NAS layers.

In current 3GPP standards, it has been a design choice to allow RRC UECapabilityEnquiry and RRC UECapabilityInformations messages to be sent unprotected "before" AS security activation. The reason for allowing that is to enable the network to do early optimization for better service/connectivity. It means that during the RRC connection, the gNB in theory could send UECapabilityEnquiry to ask for UE’s AS capability, and UE would then send UECapabilityInformation to gNB before AS SMC procedure. The false base station could behave as a man-in-the-middle and catch the UECapabilityInformation over-the-air. After that, the false base station could modify the value in this message to lower capability level and forward it to the real gNB, causing the UE to only operate with limited radio capability. It should be appreciated that security capabilities are protected from bidding down attack. And it is not certain if the bidding down of radio capabilities cause serious threat. However, it is only prudent to investigate if and how any protection mechanisms are to be introduced.

Another message to be considered are REJECT messages (in RRC and NAS layer) that the network can send to UEs without security protection. Depending upon the type and content of REJECT messages, UEs could potentially be out of servive for some time. The REJECT messages serve a very important function in cellular network, i.e., to maintain the availability of the system to the already connected UEs. It has been a design choice, based on risk analysis, to achieve avilability that the REJECT messages are not protected. Nevertheless, the design has included some security features that combact rogue REJECTs from unauthorized entiries like false base stations. An example of such a security feature is - carefully selected wait timers which gives an opportunity to UEs to recover and avoid lock-outs. It is also important to notice that it is extremely impractical for an attacker to have massive-scale effect using rougue REJECTs. Normally, the effect is to a target UE or few UEs in a cell. 

It still is prudent to investigate further potential enhancements to the security features. 

Therefore, this key issue is about investigating if and how further security features could be augmented in the system so that the risk caused by the unicast messages could be even further minimized.
5.1.2
Security threats

Lack of security for unprotected unicast messages could potentially have following impacts in some cases:
-
DoS attack on UE
- 
Limited network service.
5.1.3
Potential security requirements

Tbd.

5.2
Key Issue #2: Security Protection of system information

5.2.1
Key issue details

Editor’s Note: This clause needs clean up.
Broadcasting system information (SI) is one of the functions of the RRC protocol, defined in 3GPP TS 38.331 [2]. A cell periodically broadcasts synchronization signals and SI. These broadcasted messages are intended for all UEs which are camping on a cell.  In the idle mode or inactive mode, the UE monitors the SI of cells and choose a suitable cell to camp on. The UE typically acquires the SI from the cell and performs initial access to transition to connected state to obtain services. The system information includes information, among others, like cell (re-)selection parameters, neighboring cell information, frequency priority, blacklisted cell, common channel configuration information, NAS common information, and public warning system (PWS) messages. In general, the system information is applicable for UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED. 

A Rel-15 NR UE in IDLE mode performs PLMN selection, monitor paging, perform cell selection, cell re-selection, and apply access control before making an access attempt. In future releases, other services such as MBMS, proximity services, etc. are also likely to be supported by UEs in IDLE mode.
This key issue is about investigating if and how new protection mechanism could be introduced against over-the-air attackers who broadcast rogue Sis or replay previously captured SIs as-is (without modification). Since SIs are broadcast messages meant for all UEs, it is not apparent that an integrity and replay protection is strictly necessary. Nevertheless, in general, an integrity and replay protected SIs could add security value by at least making it difficult for over-the-air attackers to succeed in using a rogue SI or a previously captures SI at a later time, e.g., to lure UEs using SIs with incorrect neighboring cells, and to send self-crafted or old PWS message.

It is very important that earlier studies done by the 3GPP TSG SA WG3 are taken into account in this key issue, the studies being the 3GPP TR 33.969 [3], and the 3GPP TR 33.899 [4]. For example, there are some distinct challenges that are known from earlier studies as below:

a)
Key management. It is because of heterogenous trust-boundaries, and diverse regulations (or requirements) per countries (or regions), see the 3GPP TR 33.969 [3] and the 3GPP TR 33.899 [4]; and

b)
Time synchronization. It is because of difficulty to achieve fairly acceptable time synchronization between one gNB and other gNBs, and between UEs and gNBs, see the 3GPP TR 33.899 [4].

c)
Signaling complexity. It is because of restrictive signaling expected from UEs in RRC_IDLE, see the 3GPP TR 33.899 [4].

Nevertheless, it is only prudent if the 5G system could be enabled (i.e., support) to achieve protection of SIs in general, or "at least" in private network, or regional deployment, or vertical LAN deployment, e.g., factories. The key management, time synchronization, and signalling complexity are more easily handled in such private networks than in public networks. Therefore, potential solutions (if any) on this key issue could be extremely beneficial for the whole 5G system community.

NOTE 1:
This key issue is concerned with "over-the-air" interface. Therefore, integrity protection of SIs "within-the-network" is not in the scope of this key issue.
5.2.2
Security threats

Lack of protection of SIs could potentially have following impacts in some cases:
-
DoS attack on UE
-
Rogue services
5.2.3
Potential security requirements

FFS.
5.3
Key Issue #3: Network detection of near by fake Base Stations

5.3.1
Key issue details

The 3GPP measurements procedures (see [m]) are primarily designed to enable handovers and SON (Self-Organizing Networks) features. However, the same procedures also serve security purpose in being useful to detect false base stations. Such a framework for false base station detection is currently described in the informative Annex E of the 3GPP TS 33.501 [n]. 
The measurement reports sent by UEs to the network already contain various information of the surrounding radio conditions. And, those measuremet reports could be further enriched so that the detection of false base stations becomes more effective. Further, different types of measurement reports could be taken into use, e.g., logged measurement reports.

The present key issue is for investigating potential enhancements to the detection framework and enrichments to the measurement reports to further strengthen the false base station detection. 
Method of detecting fake Base Stations nearby is critical to further processing of the information to ascertain that a particular base station is fake and doesn’t belong to the real operator network. Once a determination is reached that a particular Base Station is fake, network can take actions to isolate such Base stations. Network can help UEs with information to avoid connecting to the fake gNBs.
If UEs are using information from reliable Base stations belong to an operator, such guidance information from Base Stations belonging to the operator network can be trusted to avoid fake Base Stations both in actice mode and idle mode.

5.3.2
Security threats

Undetected false base station could result in unwanted consequences without being noticed, as follow, thus depriving the network of taking corrective measures: DoS attack on network, DoS attack on UE, Fraud, Subscriber privacy attack
If an idle UE do cell re-selection and gets connected to a fake Base Station, UE may lose any incoming calls, paging message etc. If an active UE gets connected to fake base Station, it may get down bidded to LTE or other technology and the subscription id (IMSI) may get stolen. The UE may not get the service it requests.
5.3.3
Potential security requirements

It should be possible for Base Stations belonging to a PLMN, to detect fake Base Stations nearby.

It should be possible for Base Stations belonging to a PLMN, to employ methods to prevent UEs from connecting to false Base Stations.

5.4
Key Issue #4: Protection against SON poisoning attempts

5.4.1
Key issue details

3GPP TR 28.861 [6] is a study on SON (Self-Organizing Networks) for 5G networks. The SON features standardized by 3GPP fall under three general categories, namely:

-
Self-configuration/reconfiguration,
-
Self-optimization, and
-
Self-healing.
On a very high-level, the SON features work by receiving and processing measurement reports from UEs. The part in the UE which handle measurement reporting (called as modem, or baseband, or mobile termination (MT)) is generally secure against software malwares and user space application. Therefore, measurement reports from UEs can be generally considered trusted, meaning that measurement reports are not compromised by an attacker. 

However, the UE performs the signal power measurement of the neighbouring cells based on the Synchronization Signal (SS) Block which carries the synchronization signal and Master Information Block (MB) without security protection [5][7]. Therefore, the UE cannot validate the authenticity of the SS Block signal, i.e., the SS Block could have been created by a false base station. If a false base station C counterfeits a legitimate base station B and the serving base station A receives the UE measurement reports (MR) measured from C, then A would assume that the MR is from B.
Thus, an attacker could try to poison the measurement reports by either (a) using a self-built UE (e.g., using software defined radios (SDRs) to send maliciously crafted measurement reports, or (b) creating false radio environment around uncompromised UEs (e.g., using false base stations) so that those UEs send the measurement reports that the attacker wanted. 

It is important to realize that in both the above cases, the attacks (assuming that they are successful) are very localized and in small scale, and therefore not massive. It will be significantly expensive and impractical (if possible, at all) for an attacker to go massive using those techniques.

What is more important to realize is that such poisoning attempts would only succeed if the network blindly uses the measurement reports from UEs. Generally, it is not so because proper SON implementations take the possibility of falsified information in the measurement reports into account and therefore have good resilience features, meaning that the effects of such poisoning attempts may be completely futile or have very little impact. 

However, poor SON implementations could result in unwanted consequences like potential signalling flood in the network and cell outages (see [5]). 
Therefore, it is only prudent that security and privacy use cases in SON are investigated where standardized solutions could be specified, or security and privacy guidelines could be given to help the implementations become better.
5.4.2
Security threats

Poor SON implementations that do not take the possibility of SON poisoning attempts (i.e., falsified information in the measurement reports) into account could result in unwanted consequences, as follow:
-
DoS attack on network
-
DoS attack on UE
5.4.3
Potential security requirements

The system shall support protection mechanism against potential SON poisoning attempts (i.e., falsified information in the measurement reports) so that the network (NG-RAN or 5GC) is protected against unintended updates of various configuration or criteria caused by false base station. 
Editor's Note: Depending upon the result of investigation, it might be that the final choices and details are not in the sole merit of the 3GPP TSG SA WG3 group. Hence, the final output (solutions, conclusions) from this key issue could also be inputs (LSes) to other groups like 3GPP TSG SA WG5 and other standards like 3GPP TR 28.861 [6].

5.5
Key Issue #5: Mitigation against the authentication relay attack
5.5.1
Key issue details
A victim UE may be attracted to the false base station. Then the false base station collaborates with another malicious UE through a private channel. The false base station and the malicious UE are far apart, and the two may be linked by LAN or WAN to form a malicious network through two PLMNs. The false base station forwards the registration request message of the victim UE to the remote malicious UE, and the malicious UE forwards it to the remote core network through the remote legitimate base station. Similarly, the false base station and the malicious UE forwards the response message sent by the core network to the victim UE, and completes the authentication. In this way, the network-aware user's location and the user's actual location may be inconsistent, providing a way to set up a false alibi or undermine a criminal investigation with fake evidence. A legitimate UE may be directed by an attacker to access the roaming network, resulting in a charging fraud.
5.5.2
Security threats

In case the authentication relay attack occurs, the threats of this attack include:

(1) Deception: The adversary deceives the victim into believing that the victim UE is connected to the core network.

(2) Location History Poisoning: The malicious UE can poison the location history of the victim UE by performing this attack successively from different tracking areas. As a result, a fugitive or criminal hiding in one location can deceive the core network into believing that the criminal has attached to the core network from a different location.

(3) Complete or Selective DoS: The malicious UE and the false base station can deny the victim UE’s phone-calls/SMS/data transfers completely/selectively. Consequently, the operational network is deprived of the charges for the incoming/outgoing calls and SMSs.

(4) Attack on SON: By relaying a geographically remote base station, an attacker may confuse the network’s self organized network configuration, because UEs will report measurements of the fake base station signal strength, or signal strength of the radio environment to the relayed base station.

5.5.3
Potential security requirements

Tbd
5.6
Key Issue #6: Resistance to radio jamming

5.6.1
Key issue details
Radio jamming could be an act of an illegitimate radio device attempting to disrupt radio communication between a legitimate sender and a legitimate receiver. 

There are some technical features in the 5G system that could make the radio jamming attack difficult in the first place, e.g., beamforming, duplication of PDCP PDUs in case of multi-connectivity and carrier aggregation, MR-DC, and a completely dedicated network-slices or PLMNs. Further, the nature of the radio jamming is such that it is challenging (if possible, at all) for an attacker to go undetected. Furthermore, it is infeasible for an attacker to have a sustained attack because the system self-recovers when the attacker goes away.

Nevertheless, it is important that 3GPP investigates how resistance to radio jamming is further enhanced. For example, an attacker would be deterred when the probability of being detected is high and especially if the detection solution results in the attacker's asset information to be revealed, e.g. attacker's location.  

NOTE:  
This key issue appears in the current document for completeness. It is not in the merit of the 3GPP TSG SA WG3 to work on solutions for this key issue. Other groups especially the 3GPP TSG SA RAN groups will be liaised.
5.6.2
Security threats

Undetected or un-prevented radio jamming could potentially have following impacts in some cases:
-
DoS attack on UE
-
DoS attack on network
5.6.3
Potential security requirements

NOTE:
This issue is not to be addressed in this document. 
6
Candidate Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

7
Conclusions

Editor’s Note: This clause contains the agreed conclusions.
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